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(PIoC CIIO):
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IIpomexxyTouHas arrecTauus

YpoBHU JEMOHCTpPAaUOHHOTO | ba3oBbii

OK3aMCHa. [TpodunbHbIN

Mudp KOMILJIEKTA OLICHOYHOU

JOKYMCHTAIIUN:

KO/ 09.02.06-1-2026
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1. CIIMCOK UCITOJIb3YEMBIX COKPAIIIEHU
I'mA - TOCYyJapCTBEHHAsl UTOrOBas aTTecTanys
Jlic - JIEMOHCTPALMOHHBIN DK3aMEH
12 BY - JIEMOHCTPAlMOHHBINA 3K3aMEH 0a30BOTr0 YPOBHS
I 1Y - JIEMOHCTPAIMOHHBII 3K3aMeH NPOPUIBHOTO YPOBHS
KO - KOMIUIEKT OLEHOYHOU TOKYMEHTALUN
OK - o0mas KOMITeTCHIIUS
oM - €IUHBIN OLICHOYHBIA MaTepHrall
IHA - [POMEXYyTOYHAas aTTeCTalusl
K - 1podeccroHanbHas KOMIIETEHIINS
CI1O - cpennHee npodecCHOHAIBHOE 00pa30BaHUE
OI'OC CIIO - (denepanbHblii roCyJapCTBEHHBIN 0o0pa3oBaTeIbHBIN
CTaHJApPT CpeIHEro Mpo¢ecCHOHaIbHOrO0 00pa3oBaHMs, Ha
OCHOBE KOTOpPOTO pa3paboTaH KOMIUIEKT OLIEHOYHOM
JIOKyMEHTAIUU
oIad - LEHTp IPOBEACHUA IEMOHCTPALIMOHHOIO DK3aMEHa
2. CTPYKTYPA KOJ
Crpykrypa KO/ BKItOUaeT:
1. KOMIUIEKC TpeOOBaHUW [JIi TPOBEJACHUS JEMOHCTPAI[MOHHOTO
DK3aMEHa,
2. nepedyeHb O0OpPYJIOBaHUS M OCHAIIEHMS, PACXOJHBIX MaTepUaloB,

CpPeACTB 00yUYEHUS U BOCITUTAHUS,

3. MPUMEPHBIN TIJIaH 3aCTPOMKH Tiomanku J13;
4 TpeOOBaHMS K COCTaBY SKCHEPTHBIX TPYIIII;
S. UHCTPYKIUU IO TEXHUKE 0€30IaCHOCTH;

6 oOpa3err 3a/1aHusl.



3. KOJ

3.1 KomMiuiekc TpeGoBanmii s npoBeaenns /19

Hpumennmocts KOJ. Hactosimuit KO/l npenna3zHaueH 1Jisi Opranu3aiviu u
npoBeneHus /19 (ypoHel /D) B paMkax BUJIOB aTTeCTallUi IO 00pa30oBaTeIbHBIM
nporpammam CIIO, ykazanubim B Tabmuiie Ne 1.

Tabmuma Ne 1

Buja arrecranuu Yposens /1D

ITA i

TUA bazoBriit }ipOBeHB
[Tpo¢unbHBIi ypOBEHb

KO/ B uwactu ITA, TUA (1D BY) pa3pabotan Ha OCHOBE TpeOOBaHHIA K
pe3ynbTataM OcBOeHHsI oOpazoBaTenbHOM mporpammbl CIIO, ycTaHOBIIEHHBIX B
cootBercTBrM ¢ ®I'OC CIIO.

KO B wactu TMA (D I1Y) pa3paboraH Ha OCHOBE TpeOOBaHHIA K
pe3ynbTataM OcBOeHHsI oOpazoBaTenbHOM nporpammbl CIIO, ycTaHOBIIEHHBIX B
cootBerctBUM ¢ PI'OC CIIO, Bkiatoyas KBadU(pUKALMOHHBIE TpeOOBaHUS,
3asiBJICHHBIC  OpraHM3alusMd, paboToAaTeNsIMHU, 3aUHTEPECOBAHHBIMU B
MOJATOTOBKE KaJIpOB COOTBETCTBYIOIIEH KBATH(PUKALINH.

KO/l B wactu 'MA (JID 1Y) BK/IIOYaeT COCTaBHBIC YaCTH - HMHBAPHUAHTHYIO
4yacTh (0053aTeNbHYIO YacTh, YCTaHOBIEHHYI0 HacTosmM KOJI) u BapuaTuBHYIO
4acTh (HeoOs3aTeNbHYI0), COJACpP)KaHHE KOTOPOM ompeaessieT oOpa3oBaTeabHas
OpraHu3alysl CaMOCTOSITEIBHO Ha OCHOBE COJIEp)KaHHUS peaju3yeMOil OCHOBHOM
oOpazoBarensHO# mporpammbl CIIO, Bktouas kBanuduKAIMOHHBIE TPEOOBAHUS,
3asiBJICHHbIE  OpraHu3alusMd, paboTOAATENsIMH, 3aUHTEPECOBAHHBIMU B
NOJIFOTOBKE  KAaJpOB  COOTBETCTBYIOLIEH KBaJu(pUKALMU, B TOM  YHCIE
ABJIIONIMMUCS ~ CTOPOHOM  JIOrOBOpa O  ceTeBol  (opme  peanuzaunuu
oOpa3zoBaTeIbHBIX MporpamMM W (WJIM) JOrOBOpa O MPAKTUYECKOM IMOJATOTOBKE

00yJaroImxcsl.
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O0mue oprann3anoOHHbIE TPeOOBAHUSA:

1. JID HampaBieH Ha ONpENEICHHE YPOBHS OCBOCHHS BBITYCKHHUKOM
MaTepuaia, MPEeTyCMOTPEHHOTO O00pa30BaTeIbHONW MIPOTPaMMOM, W CTETIICHU
c(hOpMHUPOBAHHOCTH MPOPECCUOHAIBHBIX YMEHUI W HABBIKOB MyTEM IPOBEACHHUS
HE3aBUCUMOU 3KCIEPTHOM OIIEHKH BBIMOJHEHHBIX BBITYCKHUKOM MPAKTUYECKUX
3aJIaHUN B YCIIOBUSIX PEaJbHBIX WJIM CMOJICIUPOBAHHBIX MPOU3BOJCTBEHHBIX
IIPOIIECCOB.

2. 19 B pamkax ['MA npoBoautcs ¢ ucnonas3oBanueMm KOJI, BKITFOUEHHBIX
oOpa3oBaTenbHBIMU OpraHu3anusaMu B mporpammy ['MA.

3. 3aganusa JID pmoBomsATCcs OO TJIABHOTO  3KCIEpTa B JCHb,
MPEIIIECTBYOMMN JHIO Hadana /(3.

4, OOpazoBaTenbHast ~ opraHuzanus  oOeclieyuBaeT  HEOOXOJIUMBIE
TEXHUYECKHUE YCIOBUS ISl 0OecrieueHusl 3aiaHus MU BO BpeMs 1D oOyuarommxcs,
yneHoB [ DK, 4iieHOB dKCnIepTHOM TPyIIIIBI.

5. JO mpooautrcs B ILII/ID, mpeacraBistomemM coOOM IUIOMIAIKY,
000pyI0BaHHYIO U OCHAIIEHHYIO0 B cooTBeTCcTBUU ¢ KO/I.

6. ITID MoxkeT pacmojaraTbCsi Ha TEPPUTOPUH O0OpPa30BATEIHLHOMN
OpraHu3allvy, a MpU ceTeBoM (hopMe peasin3alur 00pa30BaTEIbHBIX MPOrPAMM —
TaKk)k€ Ha TEPPUTOPUU HHOW OpraHu3anuu, oO0jagaromeid HeoOXOAUMbIMU
pecypcamu juist opranuzanuu LIT/13.

1. Oo6yuarontuecsa npoxoast D B LIIID B cocTaBe 3Kx3aMeHaIIMOHHBIX
TPYIIIL.

8. OOpazoBaTenbHasi OpraHU3aIus 3HAKOMUT € TIaHOM TpoBeAeHus 13
oOyuarommmxcsi, caaromux J13, u nuiy, odecneunBaronux rnposeaeHue /19, B cpok He
MO3/IHEE YeM 3a 5 pabouux JHEH 0 JaThl IPOBEACHUS DK3aMeHa.

9. KomnuectBo, oOmas Ioiomaab W COCTOSHHE  IOMEICHUH,
MpeoCTaBIsIeMbIX ISl poBeaeHus /13, nomkHbl o0ecneunBaTh npoBeaeHue /O B
cootBercTBUM ¢ KO/I.

10. He mo3nHee yem 3a oauH pabouuii JeHB A0 AaThl mpoBeaeHus 3

IJIABHBIM 3KCIEPTOM MPOBOAMTCS MpoBepka roroBHoctu LIIJID B mpucyrcTBUUM



YJICHOB JKCIIEPTHOM TPyNIibl, OOyYarolIMXcs, a TakKe TEXHUYECKOro SKCHepTa,
Ha3HA4YaeMOIro OpraHu3alKeil, Ha TEPPUTOPUM KOTOpor pacnonoxken LI/,
OTBETCTBEHHOTO 3a COOJIIOJICHUE YCTAHOBJICHHBIX HOPM U MPABWJI OXPaHbl TpyJa U
TEXHUKU O€30IaCHOCTH.

11. T'maBHBIM 3KcniepTOM ocyiecTBisieTcs ocmotp LIIT/I3, pacnipenenenue
00s3aHHOCTEH MEXIy WICHAMH SKCIEPTHOW TPYMNIBI IO OIEHKE BBITTOJTHCHHS
3amanuid /1D, a Takke pacrpeiesieHHe paboyux MECT MEXIy O0O0y4arolluMHUCS C
UCIIONIb30BaHUEM crocoba ciay4ailHoOW BbIOOpKkH. Pe3ynbTaTsl pacmpeneneHus
00s13aHHOCTEM MEX]y YJE€HAMHU HKCIIEPTHOM TPYIIbI U pacrpeaesieHuss padbodynx
MECT MeXay oOOydarommmucs  (UKCUPYIOTCS  TJIaBHBIM ~ JKCIEPTOM B
COOTBETCTBYIOIIUX MPOTOKOIAX.

12. OOyuaromuecss 3HAKOMSITCS CO CBOMMH pPabOYMMHU MECTaMH, IO/
PYKOBOJICTBOM TJIaBHOTO JKCIIEpTa TaKX€ MOBTOPHO 3HAKOMSTCA C ILUIAHOM
npoBeneHud 1D, yCIIOBUSIMM OKa3aHWs NEPBUYHOW MEIUIIMHCKOM IMOMOINM B
HITJID. ®akT 03HAKOMIICHHSI OTPa)kaeTcsi TJABHBIM SKCIEPTOM B IPOTOKOJIE
pacripesiesieHus: pabounx MecT.

13.  Jomyck obyuarormuxcs B I{ITJID ocymiecTBiaseTcs TIIaBHBIM 3KCIIEPTOM
Ha OCHOBAHUHM JIOKYMEHTOB, YI0CTOBEPSIOIINX JIMYHOCTb.

14. OOpa3zoBarenbHas opraHu3aius o0s3aHa HE MO3JHEE YeM 3a OJIUH
pabouuii eHb 10 IHS npoBeaeHus 1D yBeJOMUTH TIIABHOTO JKCTepTa 00 y4yacTuu
B npoBesieHnu /[ ThioTopa (accucTeHTa).

15. Jlmga BbIMOJHEHHMS 3aJaHWM  JTAaHHOTO KOMIUICKTa  OICHOYHOM
JIOKyMEHTAIlMU HE TpeaycMaTpUBaeTCsi Haimudue (MPHUCYTCTBHE) TOOPOBOJIBIIEB

(BOJIOHTEPOB).



TpeooBanue k npogo/LxuTeabHOCTH 1. [IponomxurensHocTs /12

3aBUCHUT OT BHJIa aTTecTanuu, ypoBHs 19 (Tabmuma Ne 2).

Tabmua Ne 2
CocraBHasi 4acTh
Bun Vposens 19 KO HpO[lOJI)KI/ITfJIbHOCTb
arTecTaluuu (uHBapuaHnTHasi/ a9
BapHATHBHAs)

ITA - HHBapuaHTHAs 4acTh 1 4. 00 muH.
I'MA 0a30BbII MuBapuanTHas 4acTh 2 4. 30 MuH.
I'MA npOoUIBbHBINA HHBapuaHTHAs1 4acTh 4 4. 00 MuH.

COBOKYITHOCTb
I'A pOGUIbHBINA MHBAapUAHTHON U He 0oJee 5 4. 00 MuH.
BapHaTHBHOW YacTel

! MaxkcumanpHas MMPOAOJLKUTCIIBHOCTD ACMOHCTPALIMOHHOT'O K3aMEHaA.



TpedoBanus k conep:xxkanuio KOJl. Equnoe 6azooe siapo conepxxanust KO/l (tabmauna Ne 3) copmMupoBaHo Ha OCHOBE

BHUJIa JIEATEIBLHOCTH (BHaa TpodeccuoHanbHOM nedaTenbHOCTH) B cooTBeTcTBUU ¢ DPI'OC CIIO u sBusercs ooOiei

coJiepKaTesIbHOW OCHOBOM 3afaHuit /D BHE 3aBUCUMOCTH OT BHJIa aTTeCTalluu U ypoBHs [19.

Tab6mauia Ne 3

EJUHOE BA3OBOE S1JIPO COJAEPKAHUS KOJI?

Bua nesreabHOCTH/
Bun npodeccnonagbHoi

IlepevyeHb OleHUBaEMBbIX

Ilepeuens oleHMBaeMbIX YMeHHIi, HABBIKOB

00BEKTOB IPOPECCHOHATBHOM IEATETLHOCTH

OK/MIIK (mMpakTH4YeCKOro ONbITAa)
AeSITeJIbHOCTH
Bemonnenne ~ pabor  mo | [IK. OcymiecTBinsiTh BBIOOP TEXHOJIOT MU, HHCTPYMEHTANBHBIX | [IpakTHueckuii  OmBIT:  yCTaHaBIMBAaTH U
MPOCKTUPOBAHUIO CCTEBOM | CPEICTB M CPEJACTB BBIYMCIMTEILHOW TEXHHKH IIPH | HACTPAWBaTh CETEBbIC MPOTOKOJBI U CETEBOE
UH(PACTPYKTYpBI OpraHu3aluy mpouecca pa3pabOTKH W HMCCICIOBaHUs | 00OPYAOBAHHE B COOTBETCTBHU C KOHKPETHOI

3aauen

YMmenue: HacTpauBath cTek mpoTokosoB TCP/IP u
HCIIOJIb30BaTh BCTPOCHHBIE YTUITUTBI
ONEpPAllMOHHOM  CUCTEMbl JJIi  JUArHOCTUKHU
paboTOCIIOCOOHOCTH CETH

[IpakTu4eckuii OMbIT: HACTPAUBATh AJAPECAIIUIO B
cetu Ha 0Oa3ze TexHoynoruii VLSM, NAT u PAT

[IpakTryecKkuil ONbIT: HACTPAUBATh KOMMYTAIIMIO
B KOPIIOPATUBHOU CETU

[IK. OGecneunBarh 3amuTy HHPOPMALUM B CETH C
MCIIOJIb30BAaHUEM MPOTPAMMHO-aNNapaTHbIX CPE/ICTB

[IpakTuyeckuii onpIT: o0ecrieunBaTh Oe30MacHoOe
XpaHeHHe M mepefgadyy — uHbopManud B
rJI00aIBbHBIX U JIOKAJIBHBIX CETAX

[1K. [IpuHuMaTh yyactue B MpUEMO-CAATOYHBIX UCIIBITAHUSIX
KOMITBIOTEPHBIX ~ CETe M  CeTeBOro  00OpYIOBaHUS
Pa3IMYHOTO YPOBHS U B OLIEHKE KaYyeCTBAa U YKOHOMHUYECKOU
7 ()EKTUBHOCTH CETEBOM TOMOJIOTHUN

HpaKTI/I‘-ICCKI/Iﬁ OIIBIT: CO3aaBaThb IIOACECTHU U
HacTpanBaTb oOMeH JaHHBIMHU

2 Enqunoe 6azoBoe aapo coaepskanns KOJI — o6mas (ckBo3Has) yacth equnoro KOJI, otHocamasics ko Bcem Buaam atrectamuu (THA, TTA) BHe 3aBHCHMOCTH OT ypoBHS J1D.




OK. OcyiecTBisiTh MOUCK, aHAIW3 W HHTEPIPETAIUIO
UHPOpMALUK, HEOOXOMUMOW JUIs BBITIOJHECHHUS 3a1ad
po(heCcCHOHATTLHOM eI TEIbHOCTH

YMeHnue: CTPYKTYpUPOBATh
nHpopMaIuio

HOJIy4aeMyo

[1K. BpIMONMHATE MPOEKTUPOBAHUE KAOEIHHOU CTPYKTYPHI
KOMIIBIOTEPHOU CETU

[IpakTHueckuil ONBIT: HACTPAMBaTh IMPOTOKOJIBI
JMHAMUYECKOW MaplIpyTU3aLUU

YmMmenue: IMPOCKTUPOBATH JIOKAJIbHYIO CCTh

YMmenue: HacTpauBarth ctek npotokosos TCP/IP u

UCIIOJIb30BaTh BCTPOCHHBIC YTHITUTHI
OTEPAIIMOHHON  CHUCTEMBI JJII JAHATHOCTUKH
paboTOCIIOCOOHOCTH CETH

Opranuzanus cereBoro | OK. OcymecTBisTh TOWCK, aHAIN3 W HWHTEPHPETALHIO | Y MEHHE: CTPYKTYpPUPOBATh MOJIy4aeMyIo

aJIMUHUCTPUPOBAHUS UHPOpPMAILIUK, HEOOXOMUMOW JUIS BBIOJHEHUS 3a/1a4 | HH(QOPMAIIHEO

poeCCHOHAIBHON e TEIHHOCTH

DKcmyaTtanus o0bexToB | OK. OcCylecTBiaTh MOUCK, aHANU3 W HHTEPHpPETAlUio | Y MeHue: CTPYKTypUPOBAaTh MOJTy4aeMyto

ceTeBOr HH(PPACTPYKTYPHI uH(poOpMaNuy, HEOOXOMUMOW IUIS BBIMOJTHCHHUS 3371a4 | HHPOPMAIUIO

pohecCHOHANBHOM e TENIbHOCTH




ConepxxarenpHas ctpykrypa KO/l npencrasiena B Tabnuiie No 4.

Tabmauma Ne 4
Bun nesareanHoctH / Bun IlepeyeHb oneHMBaEeMbIX TUA TUA
N IlepeyeHb onleHMBaEeMbIX . 3 Ne
npodeccuoHaIbLHOM OK, 1IK YMeHUil, HABbIKOB ITA a9 a9 Monyast
1eITeJIbHOCTH (IpaKTHYeCKOro onbITa) bBY Iy
NuBapuantHas yactb KOJL
Brinonnenue pabor no | OK. OcymecTBiaTh IMOUCK, | YMEHUE: CTPYKTYpHUPOBATH
MIPOCKTUPOBAHUIO CETEeBOM | aHANIM3 H HHTEPIPETALMIO | MOTydYaeMyo HHPOPMALIUIO
UH(PACTPYKTYPHI uH(popMaIu, HEOO0X0IUMOI . . . 1923
IJIst BBIIOJHCHUSA 3a/1a4 T
npodeccuoHanbHOMI
JIeATETbHOCTH
[TIK. OcymectBnare BbeiOOp | [IpakTuyeckuit OIIBIT:
TEXHOJIOTHH, yCTaHaBJIMBaThb U  HACTPaWBaTh
WHCTPYMEHTAJIBHBIX CPEJACTB | CETEBbIE IPOTOKOJIBI U CETEBOE ] [ [ 1
U CPEACTB BBIYMCIUTEIBLHON | 000pPY/IOBaHUE B COOTBETCTBUM C
TEXHUKH TIPU OpraHu3aluu | KOHKPETHOM 3aauei
mpoiecca  pa3paboTku ¥ | YMeHue: HacTpauBaTh CTEK
HCCIIEI0BAHMS OOBEKTOB | MPOTOKOJIOB TCP/IP "
npoQeCCHOHAIBHON WCII0Ih30BaTh BCTPOCHHBIE = = = 1
JIeATETbHOCTH YTHJIUTBl ONEPAMOHHOM CUCTEMBI
JUISt JINarHOCTUKHU
paboToCTOCOOHOCTH CETH
[IpakTHyecKkuil ONBIT: HACTPAUBATH
ajpecaliilo B ceTh Ha 0aze [} [] [] 1
texHojoruii VLSM, NAT u PAT
[IpakTUueckuil ONBIT: HACTPAUBATH
KOMMYTaIllUI0 B  KOPIIOPATHBHOM ] [ [ | 1
CeTu

3 Conepxanne KO/I B wactu ITA paBHO conepikaHuio emHOro 6a3oBoro sapa conepxkanus KOJI.

4 o .
HanmenoBanwue BeimonHsIeMo# 3a1aun 1 Ne MopyJist onpeiesieHpl iepedyHeM MOJyJIel B 3aBUCUMOCTH OT BHJia aTTECTAIlMN B ypoBHs J[D.
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[TIK. OOGecneunBarh 3alIUTY
uapopmMalmu B CeTH C

[IpakTrueckui OIIBIT:
o0ecrieunBaTh Oe3o1acHoe

HCIIOJIb30BaHUEM XpaHeHUEe U nepenady HHPopMaIuu 1
MIPOrpaMMHO-aIaPaTHBIX B II00AJBHBIX U JIOKAIBHBIX CETIX
CPEICTB
IIK. Ilpunumare ydactue B | [IpakTuyeckuii oOmbIT: CO34aBaTh
MIPUEMO-CIIATOUHBIX MOJICETH U HACTpaWBaTh OOMEH
UCIBITAHUSAX KOMIBIOTEPHBIX | TaHHBIMU
ceren 51 CETEBOr0
000pyZOBaHUSA  PA3IUYHOTO 1
YPOBHS U B OLICHKE Ka4eCTBa U
SKOHOMUYECKOU
3¢ (HEeKTHBHOCTH CETEeBOM
TOMOJIOTUHU
K. Bemonnate | [IpakTudeckuil OnbIT: HACTpauBaTh
MPOEKTUPOBaHUE KaOeIbHOU | MPOTOKOJIBI JTUHAMHYECKON 1
CTPYKTYpPbl ~ KOMIBIOTEPHOH | MapIIpyTH3ALHNH
ceTH Ymenue: POEKTUPOBATH 1
JIOKQJIBHYIO CETh
YMenue: HacTpauBaTh CTEK
MPOTOKOJIOB TCP/IP "
HCII0JIb30BaTh BCTPOECHHBIE 1
YTUJIIUTBl OMEPAMOHHON CHUCTEMBI
TUTST JMarHOCTUKHU
paboTOCIIOCOOHOCTH CETH
Opranuzanus cereBoro | OK. OcyniecTBisiTh MOUCK, | YMEHUE: CTPYKTYpHUPOBaTh
aIMUHUCTPUPOBAHUS aHaJIM3 W UWHTEPHPETALHUIO | TOTy4aeMyro HH(OpMaInio
uH(popManuu, HeoOXoTUMO 123
U1 BBIIIOJIHEHWSA  3a4ad T
npodeccuoHaNbHOMI
JIESATETLHOCTH
IK. AnmvunuctpupoBath | [IpakTruueckuil ONbIT: MJIAHUPOBATh
JIOKaJbHBIC BBIYUCIIMTENBHBIC | U BHEIPATH  WH(DPACTPYKTypy 2

CCTU M NPHUHHUMATH MCPHI IO

Pa3BCPTHIBAHUS CCPBCPOB
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YCTPaHEHUIO BO3MOXHBIX | [IpakTuyeckuil OmnbIT: MIIAHUPOBAThH
cboeB 1 BHEAPATH (HaSIOBBIC XpaHUIIUIIA 2
U CUCTEMBbI XpaHEHMsI TAHHBIX
[IpakTHueckuil ONBIT: HACTPAUBATH
cepBep W paboume CTaHIMH IS 9
Oe3omacHoi nepeaadu
uHpOopMaIU
[IpakTUuecKkuil ONBIT: HACTPAUBATH 2
CETEBbIE CIIYKObI
[IpakTHuecKkuil ONBIT: HACTPAUBATH 5
yaJeHHbIN JOCTYII
IIpakTnueckuil OIIBIT:
peajin30BbIBaTh Oe3omacHbIi 5
JOCTYII K JAHHBIM JUISL
II0JIb30BATEIEH U YCTPOMCTB
IIpakTnueckuil OIIBIT: 2
ycraHaBnuBaTh Web-cepBepa
IIpakTnueckuil OIIBIT:
OpraHU30BBIBATH JOCTyM K 2
JIOKQJIbHBIM M INI00AIBHBIM CETSIM
I1K. Anmunuctpuposarts | [Ipaktndeckuit OIIBIT:
CETEBbIE pecypchl B | IPOEKTUPOBATH u BHEIPSTH 2
MH(POPMALIMOHHBIX CUCTEMaX | MH(PPACTPYKTYpy JIECOB M IOMEHOB
DKcmtyaTanus 0o0bekToB | OK. OcyiiecTBisTh MOUCK, | YMEHUE: CTPYKTYypUpPOBATh
CeTeBOM MH(PPACTPYKTYPHI aHaM3 M MHTEPIPeTalHio | MOIy4aeMyto HH(OpMAIIHIO
uHpopmaluu, HEOOXO0IUMOI 123
Vi1  BBIIOJHEHWS  3a;ad T
npodeCCHOHATBHON
JIESITEIIbBHOCTH
K. VYcranaBnuBars, | [Ipaktnueckuit OIIBIT:
HacTpauBarTh, MO/IJIEP/KNUBATH 10JIb30BaTeNeN
AKCILTYyaTUPOBAThH U | CeTH, HACTpauBaTh almapaTHoe H 3
00CITy’)KHBaTh TEXHUYECKUE U | IPOrPaMMHOE obecrieueHne

IPOrpaMMHO-aIapaTHbIE

ceTeBol HH(MPACTPYKTYpHI
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cpeacTaa KoMIIbIOTepHBIX | [IpakTrueckui OIIBIT:

ceTen obecrieunBaTh  3alUTY CETEBBIX
YCTPOMCTB
[IpakTueckuid  OMBIT: BHEAPSTH
texHosornu VPN

K. [IpoBoauTh | YMEHME: BBIIOIHATh MOHUTOPUHT U

npodmiakTuieckue paboThl | aHaIU3 pabOTHl JOKAIBHOW CETH C

Ha o0BeKTax CETEBOU | IIOMOILBIO IIPOrpaMMHO-

UHPPACTPYKTYPHl U PabOYMX | amlmmapaTHBIX CPEICTB

CTaHLUAX [IpakTrueckui OIIBIT:
MIOJICPKUBATH I10JIb30BaTEIEN
CETH, HACTPaWBaTh allllapaTHOE H
pOrpaMMHOE obecrieyeHne
CeTeBOM MH(PACTPYKTYPHI
YMeHnue: YCTaHaBJIUBATh,
TECTUPOBaTb M 3KCIUIyaTHpPOBATh
WH(pOPMAIOHHBIE CUCTEMBI,
COIIACHO TEXHUYECKON
JIOKYMEHTalluH, o0ecrnieunBaTh
AHTUBUPYCHYIO 3aILUTY

IK. VYcranaBnuBars, | [IpakTnueckuii  ONBIT:  BHEAPATH

HACTpanBarTh, MEXaHU3MBbI CETEeBOI 0€30MacHOCTH

AKCILTYyaTUPOBAThH U | C IOMOIIIbIO MEKCETEBBIX IKPAHOB

00CITy>)KUBaTh ceresble | [IpakTuyeckuit OTIBIT:

KOHpUryparum o0OecrieunBaTh 3alllUTy CETEBBIX
YCTPOMCTB
IIpakTrueckui OIIBIT:
JKCILTyaTUPOBATh TEXHUYECKHE
CpeacTBa CeTeBOU

UH(PACTPYKTYPHI




13

K. VYyacTBOBaTH B | [IpakTnyeckui OIIBIT:
pa3zpaboTke CXEMBI | OPraHU30BBIBaTh  OecrepeboiHyI0
[I0CJI€aBapUIHOIO paboTy CHCTEMBI 1O pE3ECPBHOMY
BOCCTaHOBJIEHHUS KOIIMPOBAHHUIO U BOCCTAHOBJIEHUIO
paboToCcTIocCOOHOCTH uHpOopMaIU ] 3
KOMIIbIOTEPHOM ceru,
BBITIOJHATh BOCCTAHOBJIEHHE
U pEe3epBHOE KONMMPOBAHUE
uHpopManuu
BapuatuBnas yacte KO/l
BapuaruBnas yacte KO/l dbopmupyercs oOpazoBaTedbHBIMH OpPTaHU3AIMSIMH HA OCHOBE peaM3yeMOil OCHOBHOMU
npodeccuoHanbHOM oOpa3oBarenbHO nporpamMbel CIIO u ¢ ydyeroMm KBanM(UKaLMOHHBIX TpeOOBAHUM, 3asBIEHHBIX Otpasonaten
KOHKPETHBIMH ~OpPTaHH3alUsIMH, Pa0OTOAATENIIMH, 3aMHTCPECOBAHHBIMH B TIOATOTOBKE KaJIpOB COOTBETCTBYIOMLICH ZE:
KBaJIM(HUKALMY, B TOM YUCIIE ABIISIOIIUMUCS CTOPOHOU TOTOBOPA O CETEBOI (hopMe peasinzaluu 00pa30BaTeNbHbIX IPOrPaMM ] cavocromeno
1 (WIK) TOTOBOPA O MPAKTUIECKON MOATOTOBKE 00YJarOIINXCSI. e
Pexomenpanuu o ¢popmuposanuto BapuatuHoil yactu KO/I, BapraTuBHOM 4acTH 3aJaHUs U KPUTEPUEB OLICHUBAHUS e
g J13 ITY npexacrasiensl B npuwiiokeHuu 1 k HacrosimeMmy Tomy 1 OM
Ilepeyens MoayJieli B 3aBHCMMOCTH OT BH/IA aTTeCTALlMM M YPOBHsA 1D
I'nA
. I'nA
Ne Monyas HanMeHoBaHHe BbINOJHAEMOM 32124 ITA 9
BY JO Iy
Monyis | Hactpoiika ceteBoil HHpacTpyKTyphl u u n
Moayns 2 Opranuzanys ceTeBoro aJMUHUCTPUPOBAHMS n u
Monynsb 3 DKcmtyaTtanusi 00beKTOB CETEBON MHPPACTPYKTYPhI ]
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TpedoBanus K oueHuBaHuI0. PacnpeneneHue 3HaYEHUN MaKCHMAJIbHBIX

OamoB (Tabnuia Ne 5) 3aBUCUT OT BUJa aTTecTauy, ypoBHs /1D, cocTaBHOM yacTu

KOJI.
Ta6nuia Ne 5
CocraBnas yactb KO/I .
Bun MakcuMajabHBII
Yposens 19 (uHBapuanTHas/
arrecTaluu 0aJyn
BAPHUATHBHAS YaCTh)
ITA J19 25 u3 25
CHA A0 BY WNuBapuaHTHas 4acTb 50 u3 50
JIDITY 75u3 75
1A JID 1Y Bapuamusnas wacmo 25 u3 25
A DIy COBOKYITHOCTh HHBapUaHTHOH 1 100 13 100
BapUaTHBHOW YacTel

Pacnipenenenue 6amioB mo KputepusiM orieHuBanus ais 1D B pamkax [1A

npeacTaBieHo B Tabmuie Neo 6.

Taomura Ne 6

Ne
n/n

Bun nesareanHocT /Bung
npogdeccuoHaIbLHOM
JeATeILHOCTH

Kpurepuii onennBanus®

Baaabl

1 Brimonaenue
MPOEKTUPOBAHUIO CETEBOU

UH(QPaCTPyKTYypHI

pabotr 10

VYyactue B MIPUEMO-CTATOYHBIX
UCIBITAHNAX KOMIIBIOTEPHBIX CETEN U
CETEBOr0  O0OPYAOBAaHUS  Pa3IUYHOIO
YPOBHAI M B OLEHKE KadyecTBa U
SKOHOMMYECKOH 3(h(PEeKTUBHOCTHU CETEBOM
TOIIOJIOTUHU

1,00

OcyiiecTBieHre BbIOOpa TEXHOJIOTHUH,
MHCTPYMEHTAJIBHBIX CPEJICTB U CPEICTB
BBIUUCIIUTEIIEHOM TEXHUKA npu
OpraHu3ali Impolecca pa3paboTKu U
HCCIEN0BaHUsA 00BEKTOB
po¢eCCHOHATILHOM JIeATeIbHOCTH

14,00

Beinonnenue IIPOECKTUPOBAHUSA
KaOelnbHOW CTPYKTYpbl KOMIBIOTEPHOMN
ceTu

7,00

ObecrnieyeHne 3amuThl HHQOpPMAIUKU B
CeTH C UCMOJb30BAHUEM MPOTPaAMMHO-
anmnapaTHbBIX CPEICTB

2,00

OcyiecTBieHre TIOWCKA, aHalu3a |
HMHTEpIpETaluu uH(popMaluuy,
HEOOXOIUMOM N7l BBHIMOJIHEHHS 3a7ad
poheCCHOHATHHON EATETbHOCTH

1,00

5 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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UTOTIO |

25,00

Pacnpenenenue GamioB 1o

KpUTEpUSIM olleHuBaHus s [19

['MA npencrasieno B Tadbmuue Ne 7.

bY B pamkax

TaGmuia Ne 7

Bun nesreannoctu /Bun
npogdeccuoHaIbLHOM
JeATeILHOCTH

Kpurepuii ouennanus®

Baaabl

Brimonnenue pabot o
MPOEKTHPOBAHUIO ceTeBoi

UHPPACTPYKTYPHI

VYuactue B IIPUEMO-CIATOYHBIX
UCTIBITAHUAX KOMIIBIOTEPHBIX CETed U
CETEBOTr0 000pYyNOBaHMS PA3IUYHOIO
YPOBHSI M B OILIEHKE KadecTBa U
HKOHOMUYECKOU 3¢ PEKTUBHOCTH
CEeTEBOI TOMOIOTUU

1,00

OcyuiecTBieHHE BbIOOpA TEXHOJOTHUH,
MHCTPYMEHTAJIbHBIX CpencTB u
CPEACTB BBIYHCIHUTEIBHON TEXHHUKH
npu OpraHHU3aLUH nporuecca
pa3pabOTKHU U UCCIEA0BaHUS OOBEKTOB
npodeccHOHATbHON AEATEIbHOCTH

14,00

Brimonnenue MPOEKTUPOBAHMUS
Ka0eIbHON CTPYKTYPBI KOMIIBIOTEPHOI
CeTn

7,00

Obecneuenue 3amuThl HH(GOPMALUU B
CEeTH C UCIOJIb30BaHUEM ITPOrPaMMHO-
almnapaTHbIX CPEACTB

2,00

OcyiiecTBieHre IMOWCKA, aHaIM3a |
UHTEpIIpETaluu uH(popManuy,
HEOOXOIUMOM IS BBHIIOJTHEHUS 3a/1a4
poeCCHOHAIBHON e TETHHOCTH

2,00

Opranuzanus
aAMUHUCTPUPOBAHUS

CETCBOI'0

AJMUHUCTPUPOBaHUE JIOKAJIbHBIX
BBIYUCIINUTCIIbHBIX CCTCI\/JI nu HpI/IHfiTI/Ie
MEp MO YCTPAHEHUIO BO3MOXKHBIX
cboeB

21,00

AJIMUHUCTPUpPOBAHUE CETEBBIX
pecypcoB B UH(pOpPMaAITMOHHBIX
CHUCTEMax

3,00

nUToro

50,00

Pacnipenenennie 0OamioB mo kputepusiMm oneHuBanus g JD 11V

(uaBapuanTHas yactb KO/I) B pamkax 'MMA npencrasieno B Tadmuie Ne 8.

6 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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Tao0mura Ne 8

Bun nesareanHocTH /Bun
npodeccuoHaIbLHOM
JeATeJILHOCTH

Kpurepnii onenupanmus’

Baniabl

1 | Bemmonnenue pabor o
MIPOEKTUPOBAHUIO CETEBOM

UH(PACTPYKTYPHI

Yuactue B PUEMO-CIaTOYHBIX
UCIIBITAHUSAX KOMITBIOTEPHBIX CEeTeH U
CETEBOTO O00OpYIOBaHHS PA3IUIHOTO
VpOBHS U B OICHKE KauecTBa WU
AKOHOMHUYECKON s dexTuBHOCTH
CETEBOU TOMOJIOTUU

1,00

OcymiecTBiIeHHE BBIOOPA TEXHOJIOTUH,
MHCTPYMEHTAIBHBIX CpelcTB u
CPEICTB BBIYHUCIHUTEIBHON TEXHHUKH
npu OpraHH3aIAH npoiecca
pa3pabOTKU U UCCIICIOBAaHUS 00BEKTOB
poeCCHOHAIBHON e TEILHOCTH

14,00

Boinonnenue IPOEKTUPOBAHMUS
Ka0eIbHOU CTPYKTYPBl KOMIIBIOTEPHOMN
CEeTH

7,00

OO0ecneyeHue 3anuThl HHGOpPMAIIUU B
CETHU C MCMOJIb30BAaHUEM MPOrPAMMHO-
arnmapaTHBIX CPEJICTB

2,00

OcyuiecTBieHHE IOUCKA, aHalIU3a |
UHTEPIIPETALNU uH(popManu,
HEOOXOAMMOM ISl BBITIOJHEHUS 3a/1a4
pohecCHOHAILHOM NeSTEIbHOCTH

3,00

2 | Opranusanus
aJIMUHUCTPHPOBAHUS

CETCBOI'0

AJMUHUCTpPUpPOBAHUE JIOKQJIBHBIX
BBIYUCIIUTEILHBIX CETCH WM TMPHUHSATHE
MEp MO YCTPAHECHUIO BO3MOXHBIX
cOocB

21,00

AJMUHUCTPUPOBaHUE CETEBBIX
pecypcos B UH(OPMAIMOHHBIX
CHUCTEMax

3,00

3 | Dkcmnyaranus 00BEKTOB
CeTeBOU MHPPACTPYKTYPHI

IIpoBeneHue npodUIAKTUYECKUX
pabor Ha  oOBEKTaXx  CeTeBOM
WH(PPaCTPYKTYphI ¥ pabOUNX CTAHIUIX

10,00

YcraHoBKa, HACTPOIKa, SKCILTyaTarIHs
u o0cy>)KHBaHUE CETEBBIX
KOH(Uryparuii

4,00

VYyactue B pa3paboTKe  CXEMbI
MOCJI€aBapUMHOTO  BOCCTAHOBIICHHS
paboTOCIOCOOHOCTH  KOMIIBIOTEPHOM
CETH, BBINOJIHEHHE BOCCTAHOBIICHUS U
PE3EPBHOTO KOTIMPOBAHUS
uHpopManuu

4,00

7 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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VYcraHoBKa, HaCTpOMKa, SKCILTyaTalust
U 0oOCIy)XMBaHUE TEXHUYECKUX H 6.00
IIPOrpaMMHO-aNNapaTHbIX CPENCTB ’
KOMIIBIOTEPHBIX CETEHN

UTOI'O 75,00

Pacnpenenenne OamioB mo KpuTepusM oneHuBanus g JO IV
(ueBapuanTHas u BapuartuBHas vactu KOJI) B pamkxax ['MA mpencraBieHO B
tabmue Ne 9,

TaGmauia Ne 9

Bun nesareanHocTn /Bung
npogecCHOHATbHOM Kpurepuii oueHuBanus
AeATeJbHOCTH

8 Baiabl

n/n

1 | Beimonuenue pabot 1o | Yyacrtue B IIPUEMO-CIATOYHBIX
IPOEKTHPOBAHUIO CETEBOI | MCIBITAHUSAX KOMIIBIOTEPHBIX ceTeil u
UHPPACTPYKTYPHI CETEBOTr0 000pYyIOBaHMS PA3IUYHOIO
YPOBHSI M B OILIEHKE KadecTBa U
HKOHOMUYECKOU 3¢ PEKTUBHOCTH
CEeTEBOI TOMOIOTUU

1,00

OcyuecTBieHrE BbIOOpA TEXHOJOTHUH,
MHCTPYMEHTAJIbHBIX CpencTB u
CPEACTB BBIYHCIHUTEIBHON TEXHHUKH
npu OpraHHU3aLUH nporuecca
pa3pabOTKHU U UCCIEA0BaHUS OOBEKTOB
po¢ecCHOHATBHOMN 1 TETbHOCTH

14,00

Brimonaenue IPOCKTHPOBAHUS
Ka0enbHO! CTPYKTYphl KOMITBIOTEPHOI 7,00
ceTn

Obecneuenue 3aMThl UHPOPMALIUHU B
CETH C UCTOJIb30BAaHUEM MPOrPaAMMHO- 2,00
anmnapaTHbIX CPECTB

Ocy1iiecTBieHHe IMOWCKa, aHaIM3a |
UHTEpIIpETAluu uH(popManuy,
HEOOXOUMOM IS BBHIIOJTHEHUS 3a/1a4
poeCCHOHAIBHON e TETHHOCTH

3,00

2 | Opranuzanus CETeBOro | AJIMUHUCTPUPOBAHHE JIOKAJIbHBIX
a)IMI/IHI/ICTpI/IpOBaHI/IH BBIYHUCIINUTCIIBbHBIX CeTeI\/’I nu HpI/IHﬂTI/Ie
MEp MO YCTPAHEHUIO BO3MOXKHBIX
cboeB

21,00

AJIMUHHCTPUPOBaHHE CEeTEBbIX
pecypcoB B MH(OPMALIMOHHBIX 3,00
cucreMax

8 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO
CYIIECTBUTCIBHOIO.
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3 | Okcrmyaramus obwekToB | [IpoBenenue PO UITAKTHUECKUX
CeTeBOM MHPPACTPYKTYPHI pabor  Ha  OOBEKTaX  CETeBOi 10,00
UHOPACTPYKTYPHI U PAOOYNX CTAHIIHIX

YcraHOBKa, HACTPOMKA, IKCILTyaTalus
u o0cy>)KMBaHUE CETEBBIX 4,00
KOH(HUTyparuii

Ydactue B pa3pabOTKE  CXEMBI
[OCJICABAPUMHOTO  BOCCTAHOBJIEHUSA
paboTOCIIOCOOHOCTH  KOMITBIOTEPHOU

CETH, BBINOJIHEHHE BOCCTAHOBIICHUS U 4,00
PE3epBHOTO KOIIMPOBAHUS
uHpopManuu
YcraHoBKa, HACTPOIKA, IKCILTyaTaIlHsI
U 0OCIy)XMBaHUE TEXHUYECKUX H 6.00
NpOTrpaMMHO-aNNapaTHBIX  CPEICTB ’
KOMITBIOTEPHBIX CETEHN
HUTOI'O (uHBapuaHTHasl 4aCTh) 75,00
BCEI'O (BapuaTuBHas 4acTh)’ 25,00
UTOTO 144000

(COBOKYNHOCTHh HHBAPMAHTHOI M BADUATHBHOM YacTei)

® Kpurepun onenuBaHus BapuatuBHOM wactm KOJ[ paspaGarbiBarorcs 00pasoBaTeNbHONH —OpraHusanueit

CaMOCTOSTENIFHO C YYETOM KBaTH()HUKAMOHHBIX TPEeOOBaHU, 3asBICHHBIX OpPraHU3AlUSAME, Pa0OTONATEISIMH,
3aWHTEPECOBAHHBIMH B IMOJTOTOBKE KaJpOB COOTBETCTBYIOIICH KBATM(UKAIMK, B TOM YHCIC SBISFOIUMHUCS
CTOPOHOH JIOTOBOpA O CeTeBOM (hopMe peann3aiui 00pa30BaTENbHBIX IPOTPaMM U (HJIH) JOTOBOpa O MPAKTHUCCKOM
MOJITOTOBKE 00YJarOIIUXCsl.
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3.2 HepequL OﬁopyHOBaHI/IH H OCHAIICHUA, PACXOAHBIX MaTECPHUAJIOB, CPEACTB Oﬁy‘leHI/Iﬂ U BOCIIMTAaHUA

[lepeuenp 000py10BaHUS U OCHALIEHUS, PACXOIHBIX MaTEpUAJIOB, CPEACTB OOYUEHUS U BOCIIUTAHUS B 3aBUCUMOCTU OT
BUJa aTTecTaluu, ypoBHs I3 npeacrasien B Tabmure Ne 10.

[lepeuenp 00OpymOBaHUS W OCHALICHMS, PACXOAHBIX MAaTEpPUANIOB, CPEACTB OOYUYEHHS M BOCIUTAHUS MOXET OBITh
JIOTIOJIHEH 00pa30BaTebHOM OpraHU3aluell ¢ eNblo CO3/1aHusl HEOOXOAUMBIX YCIOBUH 71 yyacTtus B J[D oOyuarommxcs u3

quciia Jun ¢ OrpaHHnYCHHBIMUA BO3MOKHOCTAMU 310POBbA U 06yqa}0mnxc;1 U3 guciia HGTCﬁ-HHB&HHI{OB N MHBAJIUOOB.

Taomura Ne 10

1. 30HbBI JIOIIAAKH

HaumeHoBaHue 30HbI IUIOIAAKH Koxa 30ubI muiomaaku
Pabouee MecTo ydacTHHKA A
O6mas 30Ha B
Pabouee mecto skcniepToB / ['maBHOTO SKCIIEpTa B
2. UudpacTpykTypa padouyero Mecta yyacTHuka 19
Pacuer KonuuecTtBo Enunan
MuHuManbHble (paMOYHBIE) TEXHUYECKUE xorrpa |
Ne HaunmenoBanwue X ADAKTEDHCTHKI OKIIJ-2 (Ha 1 pa6. AMEDe
P P mecto/Ha 1 THA | THA HI/I;
Y4aCTHUKA) IA AD AS
bY Iy
Ilepeyenb 000pynoBaHus
1 | Croa TexHUUECKHE XapaKTePUCTHKH HA YCMOTPEHHUE 31.01.12 Ha 1 pab. 1 1 1 wr
00 MECTO
2. | Cryn TexHHUECKHEe XapaKTePUCTHKH HA YCMOTPEHHUE 310111 Ha 1 pab. 1 1 1 wr
00 MECTO
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ITepconanbHBII
KOMIIBIOTEP B cOOpe

[lepcoHanbHBIi  KOMIIBIOTEp B cOope:
LentpanbHublil nponeccop: x86-64, He menee 4
anep, Yacrora mpoieccopa MakCUMajabHasi HE
ke 3,5[Tu, ¢ mnogaepkkoW anmapaTHON
BUPTyalIu3aluu Win aHanor; - OmnepaTuBHas
namatb: He Mmenee 8§ I'b; - ycrpoiicTBO
xpaHeHus: He MeHee 500 I'b wunm ananor,
BO3MOXXKHa  3aM€Ha  Ha  TBEPAOTENbHBIN
Hakoruteslb SATA nmun NVMe ¢ 06béMoM He
Mmenee 240I'b; - cets: Texuomorusa Ethernet
craugapra 100BASE-T wmu anasor; -
BUJICOKApTa! JTUCKpETHAS WIH
WHTErpUpPOBAHHAS c BO3MOKHOCTBIO
MOJKIIIOUEHUSI OT OJHOTO /10 JBYX MOHUTOPOB
WJIM aHAJIOT; - MOHHUTOP (WJIM IBa MOHMTOpA Ha
yemorpeane  OO): He  meHee 23,87
(pexkomeHnoBaHO 277) U pa3pelieHHuEM He
MeHee 1920x1080 mnum anaznor; - KiaBUarypa:
WHTETPUPOBAaHHAS, CTAaHAApPTHAs MPOBOJHAS
WU  aHaJor; -  MAaHUOYJATOP «MBIIIb»:
CTaHJApTHBIA MNPOBOAHOW wiHM aHaior Ilpu
MCIOJIb30BaHNU HOYTOYKa — BHEITHUN MOHUTOP
Y MBI 0053aTEIIbHBI.

26.20.15

Ha 1 pa6.
MECTO

mT
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Hanuuue mnonb30BaTenbckoro rpaduyeckoro
okpyxenuss  (GUI);  CoBmecTumMOCTh  C
no3unuend "llepcoHanbHBIA  KOMIIBIOTEp B
coope" B03MOXHO MPUCYTCTBHUE B KOMILIEKTE
MTOCTaBKH: Be6-6pay3ep; [Tporpammuoe

Onepanmonnas cuctema | oobecrieuenue (masee I10) ama mpocmotpa Ha 1 pa0.
58.29.11 T
(manee OC) nokymMeHToB B ¢opmare PDF; TIO mns MECTO
apxuBauuu; [laker oQuCHBIX Hporpamm;
OnepanoHHas CUCTEMa BXOJUT B COCTaB
€MHOTO pPEeecTpa POCCHUCKUX MpOrpamm Jist
OBM u BJl; Ilpoune  TexHUYECKHUE
XapakTepucTHku Ha yemotpenue OO;
[Tognepxka pabdorer 1o cxeme HTTPS
[Tonnepxka pazmerkn HTMLS Moxkert BXOIUTh
. Ha 1 pa0.
Be6-0payzep B coctaB japyrux no3unuil.  Ilpoume | 58.29.21 MECTO mT
TEXHUYECKHUE XaPAKTCPUCTUKH HA YCMOTpPEHUE
00
IIporpammuoe
o0ecrieueHue (manee | MoxeT BXOAWTh B COCTaB JAPYTUX TMO3MIIHA.
Ha 1 pa6.
[10) nmns  mpocmotpa | TexHUYECKHEe XapaKTEPUCTUKN Ha ycMoTpeHue | 58.29.21 MECTO T
JOKyMeHTOB B ¢opmare | OO
PDF
Mo>keT BXOIUTh B COCTaB JPYTHX IO3UIIUH.
Ha 1 pa6.
[10 nns apxuBanuu TexHnUeckne xapakTEpUCTHKU Ha ycmorpenue | 58.29.21 T
MECTO
00
Hcnoms3yercs npu HEBO3MOXXHOCTH
WCIIOJIb30BAaHUS LEHTPAJIU30BAHHOW CHUCTEMBI Ha 1 pa6.
[1O st BUpTYamu3amuu ClIOTIL30 HEHTPATHS0 OH - CHeTe 58.29.21 pad T
BUPTYaTH3AIIHH, TEXHHYECKUC MECTO

XapaKTepUCTHKHU Ha ycmoTperue OO
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[Taket O0(UCHBIX
nporpaMmm

KoMmmoHeHThl 0UCHOTO MakeTa: rpaduuecKuit
pPENaKkTop, PEAAKTOp SJICKTPOHHBIX TaOJIHIL,
CPEACTBO MPOCMOTpPA JIOKYMEHTOB, TEKCTOBBIN
penakTop. MoXeT BXOOUTb B COCTAaB JPYTHX
no3unuid. TexHWYeckne XapakTepUCTHKH Ha
ycmotpenue OO

58.29.21

Ha 1 pa6.

MCECTO

10.

CereBoe ycTpoiictBo L3

BupryansHoe wiu ¢uznyeckoe o00pyaoBaHue,
JIOCTYIIHOE K JIEraJbHOMY HCIOJb30BAaHUIO Ha
tepputopun PO, [10KHO 1NOAIEPKUBATH
CIEIyIOIIME TEXHOJOTUM M CTaHAapTsl: 1.
[Iporokon IPv4 2. YnpaBneHue n0KaaIbHbIMHU
[I0JIb30BATEISIMU M HAaCTpOMKa MpHUBUIIETUH 3.
Texnonorust TynnenupoBanus (RFC 2003) 4.
CepBep IMHAMHYECKOW HACTPOMKH XOCTOB
(RFC 2131) 5. TexHonoruss BUPTYaJIbHBIX
noxanbHbIX cerelt (IEEE 802.1q) 6. Texnonorus
nuHamuueckor Mapmpytuzammu  (OSPF) 7.
[Ipotokon ymamennoro pgocryma (SSH) 8.
[Tporoxon cereBoro Bpemenu (NTP) 9. Crnucku
KOHTPOJIS JocTyna (MexceTeBoe
HKPaHUPOBAHUE) c CJIE Ty FOIIUM
¢yakuonanom: 1. TpaHcmsmuss — mopTa
DSTNAT 2. Tpanciauua nopra SRCNAT 3.
Tpancnsauus [P-anpecoB B myOiauuHble agpeca
DNAT 4. ®unbTpauus MNakeTOB € Y4ETOM
3aronoBkoB [P, TCP, UDP 5. BbnokupoBku
IPWIOKEHUH MO0 HpoTokoiaMm 4, 7-ro ypoBHs
mozenu OSI

58.29.11

Ha 1 pa6.

MECTO
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OC Ampr CepBep/ananor OmnepaTuBHAs
namsTh: He wMenee 2 [0; BupryanbHbiit
LEHTpaJIbHBIA IPOLECCOp: HE MeHee | snpo;

Ha 1 pa0.

11. | BM «cepBep» Buptyansnoe ycTpoiicTBo XpaneHus: He menee | 58.29.11 2 2 2 T
10 T'6; OmepammoHHass cHCTeMa BXOAHWT B MecTo
COCTaB  €IUHOIO0  peecTpa  POCCUHCKHUX
nporpamm aiist O9BM u B/I;
OC Anbt Pabouas Cranuwus/ananor; Haauuue
MOJIb30BATEIBCKOTO TPaPUIeCcKOro OKPYKEHHUS
(GUI); OmneparuBHas naMath: He MeHee 2 [0
12. | BM «paboyast cTaHIus BupTyanbupiii LEHTpaLHbIH [POUECCOP: HE 1 5g 59 11 Ha 1 pab. 1 1 1 T
MeHee 2 saapo BupTyanbHOe ycTpoWcTBO MECTO
xpaHeHus: He MeHee 15 I'6; OmeparmonHas
CUCTEMa BXOJUT B COCTaB €IUHOTO peecTpa
poccuiickux nporpamm aig 9BM u B/l
Pemenne nns pe3epBHOrO KONMUPOBAaHUA U
[Iporpammuoe BOCCTAHOBJIEHUSl JAHHBIX C 3allUTOH OT
obecnieueHue JUIsL | BUPYCOB-IUU(POBATIBIIMKOB, BXOJUT B COCTaB
13, | pesepeHOro €MHOI0 PEeecTpa POCCHUMCKUX IpOrpaMMm JUls 58.29 21 Ha 1 pab. 1
. .29. - - T
KOIIUPOBAHUS n|9BM u bBJl; Bo3MoxHOCTb coO3qaHUS MECTO
BOCCTAHOBJICHHUSI pPE3EpPBHBIX KONMI KakK BCEro JAHMCKAa, TaK M
JIaHHBIX OTACIIBHBIX JTUPEKTOPUH; Bo3sMoxHOCTB
CO3JIaHUsI pE3ePBHBIX KOMUI 06a3 JaHHbIX;
IlepeyeHb HHCTPYMEHTOB
1. ‘ He tpebyercs - - - - - - -
IlepeyeHb pacxoJHbIX MATEPHAJIOB
1. | Bymara opmara A4 TexHn4YecKkue XapakTEpUCTUKHA HAa YCMOTpPEHHUE 17.12.14 Hal 50 50 50 I
00 y4acTHUKA
2. | Pyuxa mapukosas TexHn4YecKkue XapakTEpUCTUKHA HAa YCMOTpPEHHUE 32.99.12 Hal 1 1 1 wr
00 y4acTHUKA
3. | Kapasmam TexHuuecKrue XapakTepUCTUKH HAa YCMOTPEHUE 32.99 15 Hal 1 1 1 _—

00

Y4aCTHHKA
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Ocnamelme cpeacreamu, Oﬁe(!l'[e‘lI/IBalOIIII/IMI/I OXpaHy TpyAa M TEXHUKY 0e30macHOCTH

1. ‘ He Tpebyercs

3. MudpacTpykrypa o611ero (Ko/JUIeKTUBHOI0) MOJb30BaHus yyacTHuKamu /19

Pacuer KommuecTBo
KOJ-Ba
(Ha xoin-Bo Enunaun
KommuectBo
MuHuManbHble (paMOYHBIE) Y4aCTHUKOB I'MA | THA na
Ne HanmenoBanue OKII/I-2 Mect/
TEXHUYECKUE XapPAKTEPUCTUKU /Ha kon-Bo ITA a2 a2 n3Mepe
YYaCTHUKOB
pab. mect/ BY ny HUS
Ha Bcro
TJIOIIAKY)
Ilepeyenb 000py10BaHus
COBOKYITHBIE  BBIYUCIIUTEIIbHBIC
moinHoctu CPU He Menee 32
sanep/64 TOTOKOB ¢  0a30BOM
TakTOBOU yactoToi oT 2.11T11 u
MOAEPKKON arnrapaTHou
BUpTyaJIM3allud, U3 pacuéra He
menee 12 vCPU na 1PM RAM He
Cenpe (wm Menee 128 I'0 wam a”amor us3
aHaI:n oquHHe pacuéra He menee 20I'b na 1PM
SSD ne menee 500 I'0 x 5 wim Has
1. | BeIUMCIUTENBHBIE - 26.20.14 cio - 1 1 1 LT
MOILIHOCTH, B TOM HHCIE aHajor u3 pacuyéra HE MeHee TJTOAIKY
’ 220T'b wa 1PM HDD He Mmenee
o0JauHbIe)
1TO 1503071 aHaJIorT CETh:
texHosnorus Ethernet cranmapta
1000BASE-T [Tpu
HCIIOIb30BaHUU KJlacrepa
JIOTTyCTUMBI OTKJIOHEHHSI OT -
10% Ji o) +25% K
KOJIMYECTBEHHBIM ITOKA3aTeENIM
RAM u SSD
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IlepeyeHb HHCTPYMEHTOB

1. ‘ He tpebyercs ‘ - ‘ - ‘ - ‘ . ‘ - ‘ - ‘ - ‘ -

IlepeyeHb pacxXoHbIX MATEPHAJIOB

1. ‘ He tpebyercs ‘ - ‘ - ‘ - ‘ . ‘ - ‘ - ‘ - ‘ -

OcHaleHue cpejacTBaMu, 00eceYuBAOIIMMU OXPAHY TPYAA U TEXHUKY 0e30IaCHOCTH

OcHaleHue HE MEHEE, YeM II0
npukasy Munzapasa PO ot 24
Mag 2024 1. Ne 262 «O0
YTBEP)KIACHUH TpeOOBaHUN K Ha Beto
1. | Anreuka KOMIUIEKTAIIMA  alTe€4YKu I 21.20.24 - 1 1 1 IIT
OKa3zaHusl paOOTHHKAMHU IEPBOM TUIoTHaKy
MOMOIIM  TOCTPAJaBIIUM  C
MIPUMEHECHUEM MEIULIMHCKUX
H3ICITHI

TpeboBanust He MeHee, 4YeM 110
IIpUKa3y denepanbHOTrO
areHTCTBa 10 TEXHUYECKOMY
pETYJIMPOBAaHUIO M METPOJIOTHU Ha et
2. | Oruerymurens oT 24 asrycra 2021 Ne 794-ct B | 28.29.22 - 1 1 1 T
yactu ['OCT P 51058 Texnuka TIIOMIAKY
nokapHasi. Oruerymurenu
MIEPEHOCHBIE. Obmue
TEXHUYECKHE TpeOOBaHMS

4. UndpacTpykrypa padoyero Mecta riiaBHoro 3kcnepra /19

KonuuectBo Enunan
MuHUMaTbHBIC (PAMOYHBIC) TEXHUYCCKHE a
No HaumenoBanue (p ) OKIIA-2 1
XapaKTePUCTUKHU I'MA | THUA | u3mepe

ITA JlC) a5 HUA
bY Iy
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Ilepeyenn o0opynoBanus

Cron

Texunueckne XapaKTCPUCTUKU HA YCMOTPEHUC
00

31.01.12

mT

Cryn

Texunueckne XapaKTCPUCTUKU HA YCMOTPEHUC
00

31.01.11

mT

[TepcoHanbHbII
KOMIIBIOTEP B cOOpe

[Tepconanbuplii kKommnbioTep B cbope: CPU:
x86-64, He menee 4 suep, Yacrora mporeccopa
MakcuMaiibHas He Huxke 3,511, ¢ mogaepxkon
anmnapaTHOW BHUpTyalM3allid WM aHAJIOT; -
RAM: ve menee 8 I'b; - HDD: ne menee 500 I'b
WIK  aHajior, BO3MOXKHA  3aMeHa  Ha
TBepAoTenbHbIM HakonuTedb SATA win NVMe
¢ obpémoM He wMeHee 240I'b; - CeTh:
texHosoruss Ethernet cranmapra 100BASE-T
WM aHajor; - BUACOKapTa: JAUCKPETHAs WIIU
WHTETPUPOBaHHAS c BO3MOXKHOCTBIO
MOAKJIIOYEHUS IByX MOHUTOPOB WJIHM aHAJOT; -
MOHHUTOpP (WJIM JIBAa MOHHUTOpPA Ha YCMOTpPEHHUE
00): ne menee 23,8” (pekoMeHI0BaHO 27”) U
pazpemienueM He wmeHee 1920x1080 wnm
aHajor; - KJaBUaTypa: HHTETPUPOBaHHAS,
CTaHJapTHas TMPOBOJHAS WJIM aHAJOT; -
MaHUITYJISITOP «MBIIIBY: CTaHJapTHBIN
npoBOAHON wiu aHanor llpu umcmonab3oBaHUU
HOYyTOyKa — BHEIIHWA MOHUTOP M MBI
00s13aTCIbHEL.

26.20.15

mT

M®VY wim npuHTep U
CKaHep

®opmar meuatd He MeHee A4, ¢dopmar
CKaHMpOBaHMS He MeHee A4, mnpoune
TEXHUYECKUE XAPAKTEPUCTUKU HA YCMOTPEHHUE

00

26.20.18

mT

OnepanmoHHas cucremMa
(manee OC)

TexHuyeckue XapakTepUCTUKU HAa YCMOTpPEHUE
00

58.29.11
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[Tognepxka pabdorer 1o cxeme HTTPS
[Tonnepxka pazmerkn HTMLS Moxker BXOAUTh

6. | Beb-Opayszep B coctaB  Apyrux mno3unui.  [Ipoume 58.29.21 1 mT
TEXHUYECKUE XapaKTEPUCTHKU Ha YCMOTPEHHE
00
IIporpammuoe
obecrieueHue (tasee | Moxer BXOOUTh B COCTaB JAPYIMX IO3UIMH.
7. |IIO) nmna mpocMoTtpa | TeXHUUYECKHE XapaKTEPUCTUKU HA YCMOTpPEHHUE 58.29.21 1 T
TOKyMeHTOB B (hopmare | OO
PDF
MoxeT BXOIUTh B COCTaB JAPYTMX IO3UIMM.
8. | 1O misa apxuBanuu TexHnyeckue XapakTepUCTUKU HA YCMOTPEHHUE 58.29.21 1 T
00
KommoHeHTsl opucHOTrO makera: rpaduaecKuit
pPEaKTOp, PEAAKTOp 3JIEKTPOHHBIX TaOIMIL,
9. | OducubIii maxer CPENCTBO IIPOCMOTpPa TOKYMEHTOB, TEKCTOBBIN 5829 21 1 -
penaktop. MoXeT BXOAMTb B COCTaB JAPYIHX
no3unuid. TexHuyeckne XapakTepUCTUKH Ha
ycmotpenue OO
IlepeyeHb HHCTPYMEHTOB
1. ‘ Cremuiep ‘ Pa3zmep cko0 Ne 10, Tun crumBaHusl: 3aKpbITHIH ‘ 25.99.22 ‘ 1 ‘ IT
IlepeyeHb pacxoaHbIX MATEPHAIOB
1. | CkoObl 11 cTemiepa Pa3zmep Ne 10 25.99.23 1 T
2. | Pyuxa mapmxosas g%mnqecmxle XapaKTePUCTHKH HA YCMOTPEHHUE 3299 12 1 _—
3. | Bymara dopvara A4 g%(HquCKHe XapaKTepUCTHKH HA YCMOTPEHHUE 17.12.14 3 Ha
4 Kaptpumx st | TexHuueckue XapakTepUCTHKH Ha YCMOTPEHUE 98.93.25 1 _—
M®YVY/mpunrepa 00
OcHalleHHe cpeIcTBAMH, 00eCeYHBAIOIIUMI OXPaHY TPY/a M TEXHUKY 0€30MacHOCTH
1. ‘ He tpebyercs \ - - ’ - ’ -
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5. UudpacTpykrypa padoyero Mecta 4eHOB IKCIEPTHOM rPynbl

Pacuer
KOJI-Ba KomnuectBo
(Hal Enunau
No HanMeHOBAHMe MunumainbHble (paMOYHbIE) OKIIJI-2 skcnepra/ | KomuuectBo na
TEXHUYECKUE XapPAKTEPUCTUKU Ha xosn-Bo | a3kcmepToB TUA | THA | u3mepe
SKCIEpTOB/ A hile} hile} HUS
Ha Bcex BY ny
IKCIIEPTOB)
Ilepeyenb 00opynoBanus
1. | Cryn TexHu4eckne XapaKTEepPUCTUKU 31.01.11 Hal i 1 1 1 -
Ha yemotpeHue OO JKcIepra
IlepeyeHb HHCTPYMEHTOB
1. ‘ He tpebyercs - - - - ’ - ’ - ‘ - -
IlepeyeHb pacxogHBIX MaTEePHAJIOB
1. | Pyuxa mapuxosas TexHu4eckne XapaKTEepPUCTUKU 32.99 12 Hal ) 1 1 1 -
Ha ycmotpeHue OO JKcIepra

OcHalleHne cpecTBAMH, 00eceYHBAIIIHMH OXPAaHY TPYAAQ H TEXHHKY 0€30MacHOCTH

1. ‘ He tpebyercs

6. I[OHOJIHI/ITQJIBHBIC TCXHUYCCKHE XAPAKTCPUCTUKHU M OIMHCAHUSA IJIOIIAAKHA

No

Hanmenosanue

MuHuManbHbIE (paMOLIHBIe) TCXHUYCCKHUC XAPAKTCPHUCTUKHU
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3.3 IlpuMepHbIii JIaH 3acTPOKU Maomaaku 19

[IpumepHbIii M1aH 3acTpoiiku mIomanku 3, npoBogumoro B pamkax IIA,
IpECTaBJIECH B IPUIOKEHNH 2 K HacTosimeMy Tomy 1 OM.

[TpumepHslii T1aH 3acTpoiku miomanku /129 BY, npoBoguMoro B paMkax
I'A, npencrasiieH B npuiIokeHU! 3 K HacTosimemy Tomy 1 OM.

[Ipumepnsiii mnan 3actpoiiku miomanku 1D I1Y (uHBapuaHTHas 4YacThb
KOJ), npoBoaumoro B pamkax ['MA, npeacTaBieH B IPUIOKEHUN 4 K HACTOSIIEMY

Tomy 1 OM.

3.4 TpeOoBaHus K COCTaBY IKCIEPTHBIX TPy

KonnuecTBeHHBIN COCTaB AKCIEPTHOMN IPYMIbI onpenensieTrcs
oOpa30BaTebHON OpraHu3anue, UCXOoAs U3 YKcia CHAIIUX OJHOBpeMeHHO J[D
oOyyvaronmxcsi. OquH 3KCOepT JOJIKEH UMETh BO3MOKHOCTh OLIEHUTh PE3YJIbTAThI
BBIMIOJIHEHHSI OOYYAIOMIMMUCS 3aaHHsl B TOJHOW MEpE COINIACHO KPUTEPHUSIM
OLICHUBAHMUS.

KomnuectBo skcnepToB J[D BHE 3aBUCUMOCTH OT BHJA aTTECTALNH, YPOBHS
1D npencraBneHo B Tadymre Ne 11.

Taomuma Ne 11

MuHuManbHoOe Pexomenayemoe
5 LTI KOJIMYECTBO YKCIEPTOB KOJIMYECTBO JKCIEPTOB
(6e3 yuera I'9)1° (6e3 yuera I'I)!!

Kos1-Bo paGouux mect

w
w

OO N[O |01 W|IN |-

WWWWWWW|w(w
WWWWWWw w|w(w

[EN
o

10
11

KOIUYEeCMB0 IKCNEPMOo8, He3 KOmopo2o HeBOIMOIICHO 3anyCmums nposedetue /[0
KOIUYECmE0 IKCnepmos 011 komgopmuoti pabomst 6 LIITJ[D, ¢ yuemom noHuManus ux 3a0a4
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11
12
13
14
15
16
17
18
19
20
21

22
23
24
25
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3.5 MHHcTpykumusi mo TexHHuKe 0€30MaACHOCTH

1. OOmmue TpeGoBaHUs MO TEXHUKE O€30MACHOCTH U OXpaHe Tpy/a.

O3HaAKOMHUTHCS C MECTaMU BBITIOJIHECHUS 3aJaHuAaA 1 UMCIOIIIMMMUCA Ha

IIOMAAKE ITPOXOAaMHU K IMOKAPHBIM (E)BaKyaHI/IOHHBIM) BbIXOJaM, CJIICI0BAaTh

001mMM TpeOOBaHUAM MPEObIBAHUS HA TUIOMIAKE

2. TpeGoBanus o TeXHUKE OE30MACHOCTH U OXpaHE TPy/Aa Mepe HayaaoM

paboTHI.

Jlo Havaya paGoThl Ha pabodYeM MeCTe YYaCTHUKY HEOOXOMMO:

MPOM3BECTU BHEIIHUK OCMOTpP IMEPCOHAIBHOIO KOMIIBIOTEPA — MPOBEPUTH
(BU3yaJIbHO) MIPABHIIBHOCTH MOJIKITIOUEHUS 000PYI0BAHUS B DIICKTPOCETh;
IPOM3BECTH HMHAUBUIYAIbHYIO PETYJIUPOBKY (TP HAIMYUM TOJ00HOM
BO3MOKHOCTH, C Pa3pelIeHUs] TEXHUUYECKOTO JKCIEpTa) yrja HakKJIOHA U
nogbéMa MOHHUTOpa (HAaKJIOHA MAHMCIUICsS HOYTOyKa) JIJisi ONTHMH3alUH
MOJIOKEHUS JJIsl INIMTeNbHOU padoTsl 3a [1K.

yqaCTHI/IKy 3aMpeacTCsd MPUCTYIIATh K BBIIIOJIHCHUIO 3a/1aHUA

JIEMOHCTPALIMOHHOTO PK3aMeHa Mpu 0OHAPYKEHUH HEUCTIPAaBHOCTU

O60py,Z[OBaHI/I$I. O 3aMeueHHBIX HCAOCTAaTKaX N HCUCIIPABHOCTAX HEMCAJICHHO

COOOMIUTH TTIABHOMY KCIEPTY WM TEXHUYECKOMY IKCIEPTY, 0 YCTPAHECHUS

HCIIOJIAAOK K 3aJaHUIO HC IIPHUCTYIIATh.

3. TpebGoBanusi mo TexHUKE OE30MACHOCTH M OXpaHE TpyJda BO BpeMs

paboTHI.

Pabouee MecTo npH BBIOJTHEHUH 3aJaHUI I€MOHCTPAIMOHHOTO SK3aMEHa

AOJIKHO OTBEYATH CIICAYIOIIUM TpC6OBaHI/I$[MI

n300pakeHne YKpaHa BUACOMOHUTOPA JOJKHO OBITh CTA0OMIBLHBIM, SICHBIM U
IpeIebHO YeTKUM, HE HIMETh MEPIIAHWA CUMBOJIOB U (hOHA;
Ha TIOBEPXHOCTH MOHHUTOpA HE JOJKHO OBITh OJUKOB, OTPaKCHUMU

CBCTHUJIbHUKOB, OKOH M OKPYXKaIoIKnX IMPEeIMCTOB.



32

YyacTHUK J0JKeH oOpaiiaTh BHUMaHUE HA CUMBOJIbI, BRICBEUMBAIOIIIUECS
Ha MMaHEeJIN MePCOHAIbHOTO KOMITbIOTEpa (HOyTOyKa, MOHOOJIOKA), HE
UTHOPUPOBATH HX.

VYyacTHuk 00s13aH c00JII01aTh MpaBUiia 0€30MaCHOCTH MPU
BKJTFOUCHUH/BBIKITIOUEHUH aIlllapaToB, HAXOAIINXCS B AJIEKTPOCETH
(mepcoHaIbHBI KOMIBIOTEP, HOYTOYK, MOHOOJIOK). 3arpenieHo MpuKacaThes K
yKa3aHHBIM arrapaTtaM MOKPBIMH PyKaMHU.

3anpernieHa sKcIUTyaTanus HoyTOyka, MmoHobmoka, [1K, ecau on meperpencs,
CTaJ IIMUTHCS, OSIBUJICS TOCTOPOHHUMN 3amax Wiu 3ByK. B aToMm cityuae
YYaCTHUKY HEOOXOJIMMO HEMEIJIEHHO IPEKPATUTh padOTy, COOOIINUTH IIIaBHOMY
AKCTIEPTY WK TEXHUUYECKOMY IKCIIEPTY, 10 YCTpaHEHUS HEMOJIAIOK K 3aJaHHUI0 HE
PUCTYIIATh

4. TpeOoBaHUs M0 TEXHHKE OE30MACHOCTH U OXpPaHE TPYJla B aBapUMHBIX
CUTYaIUsX.

B ciydae BOSHMKHOBEHUS aBapUWHBIX CHTYaIlUN CIEI0BATh HHCTPYKITASIM
TJIABHOTO M TEXHUYECKOTO HKCIIEPTOB

5. TpeGoBanus mo TexHUKe 0€30MACHOCTH U OXPaHE TPyAa MO0 OKOHYAHUHU
padoTHI.

1o 3aBepieHut0 paboOThl HEOOXOAMMO YOpaTh CBOE pabouee MECTO,
CJIOKUTH B CTOTIKY BCE TIEYaTHBIE MAaTEPHAIIbI, BRIKITIOYUTH BUPTYaJIbHbIC MAIIIUHBI,
00eCIeunTh COXPAaHHOCTh YUETHBIX JAHHBIX JJIS SKCTICPTHOM TPYTIIIHL.

Oprann3annoHHbIe TPEOOBAHUSA:

1. TexHuueckuii 3KCMEPT BHOCUT HEOOXOIUMBIC JIOTIOJHCHHS B
WHCTPYKIIMIO TI0 TEXHUKE 0€30MacHOCTH U OXpaHe Tpyaa (ganee — MHCTpykius) ¢
yuetoM ocobernocrter IIIIJI3. Jlonmonaerus Heobxoaumo ohOpMUTEH HE TO3/IHEE
MOJATOTOBUTEILHOTO JIHA TIepell HayajloM »dK3aMeHa. MHCTPYKIMsS JOJDKHA
BKJIFOYAThH CIIEYIOIINE ACTICKTHI:

- cnenu@uUecKre Omnepanmvy W BUABI pabOT, BBITIOJHICMBIC Ha

KOHKPETHOM 000pYJIOBaHUH, C YKa3aHUEM €r0 MAPOK;
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- OCOOEHHOCTH PacIOJIOKEHUS 3BaKyallMOHHBIX BBIXOJIOB;

- pPacnoJIOKEHUE CAHUTAPHBIX KOMHAT;

- WHBIC Ba)KHbIE MOMEHTHI, KOTOpbIe HE ObUIM BKJIIOYEHBI B 0a30BYIO
uHctpykunto KOJI.

2. TexHU4eCcKn HKCHEPT MOJA NOANMCH 3HAKOMMT TJIABHOTO JKCIIEPTa,
YJIGHOB SKCIIEPTHOM IpyNIbl, 00y4aromuxcsi ¢ TpeOOBaHUSAMHU OXpaHbl TpyJa U
0€301acCHOCTH ITPOU3BO/ICTBA.

3. Bce yuactauku 1D momkHBI COOIOIaTh YCTAHOBICHHBIE TPEOOBAHUS
O OXpaHEe TpyJla U NPOU3BOJACTBEHHON OE30MACHOCTH, BBINOJHATH YKa3aHUs

TEXHUYECKOTO IKCIIEPTa MO COOJIIOIEHUIO YKa3aHHbBIX TPEOOBAHMIA.
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3.6  Oopa3sen 3aganust
3amanue /1D mpexacraBisieT coOOW codyeTaHHEe MOAYJIEH B 3aBUCUMOCTH OT
BuAa arrectaiu U ypoBHA J3O. IIpoIoiKUTENBHOCTH BBIIOJHEHUS Ka)J10Tr0

MOMYJIS 33JIaHus TIpeACcTaBieHa B Tabmuie Ne 12.

TaGmauia Ne 12

MpoaonKNTEIbHOCTH BBINOJTHEHUSI
Monayas / coBokynmHocTu MoayJieil u
o0liee BpeMsi HA BbINOJHEHHE 32 IaHUs
Bua nesrennnoctu / Bung L P A
Moayan N I'nA 12
npogdeccnoHaIbHOI 1eATeILHOCTH
JIICH:! my
I'nA 19 BY
pamkax ITA (uHBapuaHT
Hasl YacTh)
Brimonnenue pabor o
Mopaynb 1 | IpOEKTUPOBAHUIO cereBoit | 1 4. 00 muH. | 1 4. 00 mun. | 1 4. 00 MuH.
UH(PPaCTPYKTYpHI
Opranu3zanus CETEBOro
Mogyns 2 p H 1 4. 30 muH. | 1 9. 30 MuH.
aJIMUHUCTPUPOBAHUS
OKcrutyartausi OOBEKTOB  CETEBOM
Monyinsb 3 yaran 1 4. 30 MuH.
UH(PPaCTPYKTYpHI
MaxkcuManbHast TPOAOJKUTENBHOCTh
poaL 1 4. 00 mun. | 2 4. 30 muH. | 4 4. 00 MUH.
JIEMOHCTPAILIMOHHOT'O 9K3aMEHa!

Oopa3zen 3aganus s 19 B pamkax 1A

Mopayab 1. Hacrpoiika ceTteBoii HHGPaCTPYKTYpPbI

Heo6xonumo pa3padoTaTh U HACTPOUTh UHPPACTPYKTYPY UHPOPMAITUOHHO-
KOMMYHHUKAIIMOHHOW CUCTEMBI COTJIACHO MPEMJIOAKEHHON TOMOJIOTUU (CM.
Pucynok 1)

3amanue BKITIOYaeT 0a30BYI0 HACTPONKY YCTPOMCTB:

* MPUCBOCHUE UMEH YCTPONCTBAM
* pacuet [P-agpecanuu

* HACTPOWKY KOMMYTAllMH U MapLIPyTHU3ALUHU
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B xozie npoeKkTHpoBaHUS U HACTPOIKHU CETEeBOM MHPPACTPYKTYPHI CIIEAYyET
BECTH OTYET O CBOUX JICUCTBUAX, BKIIOUAs TAOJIUIIBI U CXEMBI, IPEAYCMOTPEHHbBIE
B 3aJlaHUU

[To xaxmoMy MyHKTY 3aJaHusi, TPeOYyIOImEro OT4éT, COCTaBUTh TEKCTOBBI
JOKYMEHT, Ha3BaHHUE KOTOPOTO JOJDKHO COJAEpKaTh WMHACKC MYHKTa W KpaTKoe
onucanue. TeKCTOBBIN TOKYMEHT JIOJKEH COJIEpkKaTh TEKCTOBYIO MH(OPMAIUIO U
MOYET BKJIIOYaTh CHUMKH DSKpaHa, KaJpUpOBaHHBbIE TaKUM 0Opa3oM, 4YTOOBI
OTHOCSIIASACS K BBITOJIHEHUIO 3a/JaHus] HHPOPMAIUI Ha CHUMKAxX ObLIa YUTaeMOM.

WToroBsiii OTYET MO0 OKOHYAHUH PAOOTHI CIEYET COXPAaHUTh HA JUCKE
pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyisl 6e3 yuéra

paclIpeHus

SRV-Net

O N L L L L

N o e e o e o o o e o o o =

Pucynok 1. Tomosiorusi cern

Taoauna 1
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Nms OneparuBHasi | Ilenrpanbubiii | Hakonurteans | OnepanmoHHas
BUPTYaJILHOM namMsTh npoueccop, cucremMa
MAaIINHBI sep
ISP 1706 1 snpo 5T6 JuctpulyTus
Anpt JeOS win
aHaJor
HQ-RTR 4 T6 B cmyuae 4T6 B cmyuae 1016 OC EcoRouter,
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS B ClTydae
EcoRouter EcoRouter HEBO3MOKHOCTHU
1 I'6 B cmygae 1 I'6 B cmyuae MCIOJIb30BaHUS
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS EcoRouter
TUCTpUOyTHUBA TUCTpUOyTHUBA JTUCTpUOYTUB
Linux Linux Anbt JeOS wm
aHaJor
BR-RTR 4 T'6 B citydae 416 B cayuae 1016 OC EcoRouter,
WCIIOJIb30BAHUS | HCIIONIB30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXKXHOCTH
1 I'6 B cimygae 1 I'6 B cimyuae HCII0JIH30BaHUS
WCIIONB30BAaHUS | HCIIOJIb30BAHUSA EcoRouter
TUCcTprOyTHBa TUCcTprOyTHBa IUCTpUOYTUB
Linux Linux Anpt JeOS win
aHaJor
HQ-SRV 210 1 saapo 10T6 OC Anbt
cepBep Wi
aHaJor
BR-SRV 210 1 sopo 1016 OC Anbt
cepBep Wi
aHaJor
HQ-CLI 216 2 anpa 1516 OC AnbT
pabouas
CTaHIIUS WU
aHaJor
HUtoro 15 (9 B ciiyuae 13 (7 B ciyqae 6016

HUCHOJIB30BaHUA
OC AnbT im

aHajora)

HUCHOJIB30BaHUA
OC AnbT im

aHasora)
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3aganmue moayJs 1
. I[IpousBenute 6a30ByI0 HACTPOUKY YCTPOUCTB:
Hactpoiite nmeHa yCTpOWCTB COTVIAaCHO TOMOJIOTUH. VICHONB3yWTE MOJIHOE
JIOMEHHOE UMSI
Ha Bcex yctpoiicTBax He00X0auMo ckoHpUrypuponath [Pv4:
* IP-agpec nomkeH ObITH U3 MPUBATHOT'O JIMAIIa30HA, B CIy4ae, €CIU CEeTh
JokaiabHast, coritacHo RFC1918
» JlokanbHas ceTh B cropony HQ-SRV(VLAN 100) nomxHa BMeaTh HE
6osiee 32 aapecos
» JloxanwHas ceTh B ctopoHy HQ-CLI(VLAN 200) nomkHa BMemaTh He
MeHee 16 agpecoB
» JlokanbHas ceth ans ynpaBieHusi(VLAN 999) nomxna BMeImarh He
6onee 8 agpecos
» JlokanbHas cetb B ctopoHy BR-SRV nomkHna Bmemnate He 6omee 16
azpecoB
CBenenust 00 anpecax 3aHecuTe B Ta0auIly 2, B KadecTBE NpHUMepa
ucnionp3yite [Ipun 3 O1 KO/ 09.02.06-1-2026-M1
. Hactpoiite nocryn k cetu UHTepHeT, Ha MapipyTu3arope [SP:
Hacrpoiite agpecanuio Ha nHTEpPeiicax:
Nurtepdeiic, MOAKIIOYEHHBIH K MarucTpajibHOMY IMpOBaiepy, MOJydaeT
anpec mo DHCP
Hactpoiite MapiipyT no yMo4aHuio, €Ciid 3TO HE0OXO0AUMO
Hactpoiite untepdetic, B cropony HQ-RTR, unTepderic moakirodeH Kk CeTu
172.16.1.0/28
Hactpoiite untepdetic, B cropony BR-RTR, unrepdeiic mogkitoueH k ceTu
172.16.2.0/28
Ha ISP wHactpoiite IMHAMHYECKYH0 CETEBYH TPAHCISIUIO MOPTOB JIA

noctyna k cetu Uatepuetr HQ-RTR u BR-RTR.
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. Cospnaiite oKaJbHBIC yUeTHBIC 3anmucH Ha cepBepax HQ-SRV u BR-SRV:
Co3zpnaiite monb3oBaTess remote_user

[Taposs mostp30oBaTens sshuser ¢ maposnem P@sswOrd

Nnentudukarop nonszoBatens 2026

[Tonp3oBaTenp sshuser JOMKEH MMETh BO3MOXKHOCTBH 3amyckath sudo 0e3
BBOJIa MApOJIs

Cozpnaiite mons3oBaTens net admin Ha mapmpytuszatopax HQ-RTR u BR-
RTR

[Taposnb monb3oBatens net_admin ¢ naponem P@sswOrd

IIpu nactporike OC Ha 6a3e Linux, 3amyckath sudo 6e3 BBos1a mapoJis

[Ipu nactpoitke OC oTiuyHBIX OT Linux mojp30BaTenb JOKEH 00JaaTh
MaKCUMAaJIbHBIMU MTPUBUJIETHSIMHU.

. Hacrpoiite kommyTtanmio B cermente HQ cienytonum oOpazom:

Tpaduk HQ-SRV nomxen npunannexars VLAN 100

Tpaduk HQ-CLI nomxen npunaanexats VLAN 200

[IpeaycMoTpeTh BO3MOXKHOCTD Niepenaun Tpaduka ynpasienus B VLAN 999
PeanuzoBars Ha HQ-RTR MapmpyTuzamnumio Tpaduka Bcex ykazanabix VLAN
C MCIOJIb30BaHUEM OJTHOTO ceTeBoro afgantepa BM/¢usunueckoro nopra
CBeneHuns 0 HaCTpOKe KOMMYTAllUd BHECUTE B OTUYET

. Hacrpoiite 6e3onacHblii ynaneHusiii goctyn Ha cepepax HQ-SRV u BR-
SRV:

JI1st OJKITIOUeHUS UCT0JIb3yHTe mopT 2026

Pa3pemnre noakIt0YeHUs UCKIIOUYUTEIBHO MOIB30BaTENIO Sshuser
OrpaHnybTe KOJIMYECTBO MOMBITOK BXOJA /10 ABYX

Hacrpoiite 6annep «Authorized access only».

. Mexny opucamu HQ u BR, na mapmpyruzaropax HQ-RTR u BR-RTR
HE00XOAMMO CKOH(PUTYPUPOBATH 1p TYHHETb!

Ha Bri6op Texnonmorun GRE wiu IP in IP

CeneHus 0 TyHHEJIE 3aHECUTE B OTYET.
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ObecnieubTe AMHAMUYECKYIO MaplIpyTH3alMI0 Ha Mmapuipyrtuzaropax HQ-
RTR u BR-RTR: cetu ognoro odrica 10KHBI OBITH JOCTYITHBI U3 IPYTOTO
odpuca u HaoOopoT. [ns obecreueHHs] NUHAMUYECKOW MapIIpyTU3ALUU
ucnoiab3yite link state mpoTokosn Ha yCMOTPEHNE YYaCTHHKA!

Paspermute BEIOpaHHBIN TPOTOKOJ TOJIBKO HAa HHTEpdeiicax ip TyHHES
MapuipyTi3aTopsl JOLKHBI JEIUTHCS MapIIPyTaMH TOJIBKO IPYT € APYTOM
ObecrieubTe 3alIUTy BBHIOPAHHOTO MPOTOKOJA IOCPEICTBOM MApOJIbHOU
3aIIUATHI

CBeneHMs 0 HACTPOMKE U 3aLIUTE MPOTOKOJIA 3aHECUTE B OTYET.

Hactpolika auHamMuueckod TpaHCISAUMHM aapecoB MapuipyrtuszaTropax HQ-
RTR u BR-RTR:

HacTpoiiTe AMHAMHYECKYIO TPaHCIALMIO aApecoB g 0o0ouX O(UCOB B
ctopony ISP, Bce ycTpoiicTBa B oducax IOKHBI UMETh JOCTYIl K CETU
WNnTepHer

Hactpoiite mpoTOKOJA JWHAMHYECKOW KOH(UIypallMd XOCTOB JJIA CETHU B
ctopony HQ-CLI:

Hactpoiite Hy)HYy0 noACEeTh

B kauectBe cepsepa DHCP Boictynaet mapupytuzatop HQ-RTR
Kmmentom siBnsercs mammuaa HQ-CLI

HckirounTte U3 BpIIAYM aApeC MapLIpyTU3aTopa

AJlpec nuIro3a no yMoadanuto — ajapec mapuipyruzatopa HQ-RTR

Anpec DNS-cepsepa qis mammasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cydhduke — au-team.irpo

CBeneHns 0 HaCTpOMKE MPOTOKOJIA 3aHECUTE B OTYET.

10.Hactpoiite nHQpacTpyKTypy pa3perieHus: JOMEHHBIX UMEH 1yt opucoB HQ

u BR:
OcHoBHoit DNS-cepBep peanuzoan Ha HQ-SRV
CepBep IOJDKEH oOOecmeumBaTh paspelicHue HWMEH B CETEBBIC ajpeca

YCTPOMCTB U 00paTHO B COOTBETCTBUU C Tabauuei 3
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* B kauectBe DNS cepBepa nepechbuiKy UCIOIB3YUTE JIF000M 00IIe0CTYTHBIN

DNS cepBep(77.88.8.7, 77.88.8.3 wiu npyrue)

11.HacTpolite 4acoBOM TOSIC Ha BCEX YCTPOMCTBAX (32 HCKIIOUYCHUEM

BHUPTYaJIbHOT'O KOMMYTATOpPa, B CJIy4ac €ro I/ICHOJIB?)OBaHI/ISI) COorjiaCHO MCCTyY

IMPOBCACHUS SK3aMCHaA

Tabamnuna 2
Nms ycTpoiicTBa IP-anpec 1111103 MO0 yMOJTYaHUIO
HQ-RTR
BR-RTR
HQ-SRV
HQ-CLI
BR-SRV

Tadanuna 3
YcrpoiictBo 3anuceh Tun
HQ-RTR hg-rtr.au-team.irpo APTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hg-srv.au-team.irpo APTR
HQ-CLI hg-cli.au-team.irpo APTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepdeiic HanpasiaeHHbIi B ctopony HQ-RTR) docker.au-team.irpo A
ISP (untepdeiic HanpaBneHHbIi B cropony BR-RTR) web.au-team.irpo A

HeobOxoanmble MpUIIOKEHUS:

[Tpun_1_O1 KO/ 09.02.06-1-2026-M1: I11a610H oTueTa

TMpur 2 O1 KOJ  09.02.06-1-2026-M1:

o0opyoBaHus ISl TEXHUYECKOTo sKkcnepra 3

NHCcTpyKMs 10 HacTpoOMKe

[Mpun_3 O1 KOJ 09.02.06-1-2026-M1: Ilpumep 3amonHeHus: TaOIUIbI

azpecoB

[TIpun_4 O1 KOJ 09.02.06-1-2026-M1: HucTtpykimu 1o o0GhOpPMICHUIO

OTYETA
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HeoOxoaumbie MPHUIIOKEHUS:

[Tpun_2 O3 KO/ 09.02.06-1-2026-M1.docx
[Mpun_3 O3 KO/ 09.02.06-1-2026-M1.docx
[Tpun_4 O3 KO/ 09.02.06-1-2026-M1.docx
[Tpun_1_0O3 KO/ 09.02.06-1-2026-M1.docx

Nuctpykuuun s TO: MHCTpykuMs s TEXHUYECKOTO aaMUHHCTPATOpa

pasMciicHa B IPHUIJIOKCHUHN

Oopaszen 3aganus s 'HA /19 BY

Mopayab 1. Hacrpoiika ceTeBoii uHppacTpyKTYypbI

Heobxoaumo pa3zpaboraTh U HACTPOUTH UHPPACTPYKTYPY HHPOPMAIIUOHHO-
KOMMYHHUKAIIMOHHOW CUCTEMBI COTJIACHO MPEMJIOAKEHHON TOMOJIOTUU (CM.
Pucynok 1)

3amanue BKIIOYaeT 0a30BYI0 HACTPONKY YCTPOMCTB:

* MPUCBOCHUE UMEH YCTPONUCTBAM
* pacuert [P-anpecaiuu

* HACTPOMKY KOMMYTAllMM U MAPLIPYTU3ALUU

B xone npoekTupoBaHus 1 HACTPONKH CeTeBOM MHMPACTPYKTYPHI CIEAYET
BECTH OTUYET O CBOUX JICCTBUSIX, BKJIIOUast TAOJUIIBI U CXEMBI, PETyCMOTPEHHBIE
B 33JIJaHUU

[To xaxmaoMy MYyHKTY 3a/laHusi, TPEOYIOIIEro OT4ET, COCTABUTh TEKCTOBBIM
JOKYMEHT, Ha3BaHHWE KOTOPOTO JOJHKHO COAEPKaTh MHAEKC MYyHKTAa W KpPaTKOe

omnrcanue. TeKCTOBBIA JOKYMEHT JOJDKEH COJIepkKaTh TEKCTOBYIO MH(MOPMAIIUIO U
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MOXKCET BKJIIOYaTb CHHMKH D3JKpadHad, KaAPpHPOBAHHBLIC TaKHM 06p8.30M, YTOOBI

OTHOCAIIAsACA K BBIITOJIHCHUIO 3aJaHUA I/IHCpOpMaI_II/IH Ha CHHUMKaXx ObIjIa YATaeMOIA.

WTOTOBBIN OTUET IO OKOHYAHUU Pa0OTHI CICAYET COXPAaHUTh Ha JTUCKE

pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyiabl 6e3 yuéra

paclMpeHUsI
ISP

I’ ----------- A

‘ HQ-RTR ! '

I 1 1

[ : 1 1

[ ! 1

1 1 1

[ @Net : 1 1

[ ! 1

[ ! 1

[ ! 1

] ] 1 1

[ ! 1

[ ! 1

[ ! 1

1 ! 1

] i ] 1

! 1! BR !

[ b 7

1 . Y mmm----

\

I
Pucynok 1. Tomosiorust ceru
Taoauma 1
Nms OneparuBHasi | Ilenrpanbubiii | Hakonurtean | OnepanmnonHas
BHPTYaJbHOM naMsATh npoueccop, cucTemMa
MAILIMHBI saaep
ISP 1T6 1 sanpo 5T6 Juctpulytus
AnbT JeOS unu
aHaJIor
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HQ-RTR 4 T'6 B cityuae 4 T'6 B ciryuae 1016 OC EcoRouter,
WCIIOJB30BAHUSA | HCIIOJIBb30BAHUS B Cllydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B cmygae 1 I'6 B cmyuae MCIOJIb30BaHUS
WCIIONBb30BAaHUS | HCIIOJIB30BAHUSA EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA JTUCTPUOYTHB
Linux Linux Aubt JeOS unu
aHaJjor
BR-RTR 4106 B cyuae 416 B cimyuae 1016 OC EcoRouter,
WCIIOJB30BAHUS | HCIIOJIb30BAHUS B Cllydae
EcoRouter EcoRouter HEBO3MO>KHOCTH
1 I'G B ciyuae 1 I'6 B cimyuae UCTIOJIb30BaHUS
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS EcoRouter
IucTpuOyTHBa aucTpuOyTHBa JUCTpUOYTUB
Linux Linux Anbt JeOS wim
aHaJor
HQ-SRV 210 1 simpo 1010 OC AnbT
cepBep Win
aHaJor
BR-SRV 210 1 saapo 10T6 OC AnbT
cepBep Wiu
aHaJor
HQ-CLI 210 2 sapa 15T6 OC Anbt
pabouas
CTAHIIHSI HITH
aHaJsor
Hroro 15 (9 B ciyuae 13 (7 B ciiydae 6010

HUCHOJIBb30BaHUA
OC AnbT nn

aHasora)

HUCHOJIB30BaHUA
OC AnbT uin

aHasora)

1. TlpousBenute 6a30BYIO0 HACTPOUKY YCTPOUCTB:

3aganmne moxayJn 1

Hactpoiite nmeHa yCTpOMCTB COIJIaCHO TOIMOJOTHM. VCMOMb3yHTe MOJHOE

JIOMEHHOE UMSI
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Ha Bcex yctpoiicTBax Heo0XxoaumMo ckoHpuUurypuponath [Pv4:
* IP-ampec nomxkeH ObITH U3 TPUBATHOTO TMANIa30HA, B CIIyYae, €ClIU CETh
JokaiabHast, coritacHo RFC1918
» JloxanwHas cetb B cropony HQ-SRV(VLAN 100) nomkHa BMemaTh He
6onee 32 aapecos
» JloxanwHas ceTh B ctopoHy HQ-CLI(VLAN 200) nomkHa BMeIaTh He
MeHee 16 agpecoB
» JlokanbHas ceth mist ynpaBieHusi(VLAN 999) nomxHa BMelath He
6onee 8 agpecos
» JlokanbHas cetb B ctopoHy BR-SRV nomkHna Bmemniate He 6omee 16
aapecoB
CBenenust 00 azapecax 3aHecuTe B Ta0auIy 2, B KadecTBE IpUMepa
ucnionp3yite [Ipun 3 O1 KO/ 09.02.06-1-2026-M1
Hactpoiite noctyn k cetu UnTepHeT, Ha mapuipyTtuszatope [SP:
Hactpoiite agpecanuio Ha untepdeiicax:
WNurepdelic, NOAKIIOUYEHHBI K MarucTpaJbHOMY IMpPOBaiaepy, MOTy4YaeT
anpec no DHCP
Hactpoiite MapiipyT no yMo4aHuio, €Cid 3TO HE0OXO0AUMO
Hacrpoiite unrepdeiic, B cropony HQ-RTR, unrtepdeiic moaxirodeH Kk cetu
172.16.1.0/28
Hactpoiite unrtepdetic, B cropony BR-RTR, unrepdeiic mogkitoueH k cetu
172.16.2.0/28
Ha ISP HactpoiiTe nuMHAMHUYECKYH0 CETEBYIO TPAHCIBILMIO TOPTOB IS
noctyna k cetu Uatepruetr HQ-RTR u BR-RTR.
Cosnaiite JoKanbHBIC yUeTHbIE 3anmucu Ha cepBepax HQ-SRV u BR-SRV:
Co3zpnaiite mosib3oBaTens remote_user
[Taposnb monb3oBatens sshuser ¢ maponem P@sswOrd

N nentuduxarop nonas3osatens 2026
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[Tonb3oBaTens sshuser JoKEH MMETh BO3MOXKHOCTBH 3amyckartbh sudo 0e3
BBO/J1a APOJIs

Cozpnaiite nmonp3oBatensa net admin Ha mapmpyTtuzatopax HQ-RTR u BR-
RTR

[Taposb mosp30BaTens net_admin ¢ maposem P@sswOrd

[Tpu nactpoiike OC Ha 6a3e Linux, 3amyckats sudo 6e3 BBo1a mapoJis

[Ipu nactpoitke OC oTiuyHBIX OT Linux mojp30BaTenb JOKEH 00Ja1aTh
MaKCUMaJIbHbIMH [IPUBUJIETUSIMU.

Hacrpoiite kommyTanuio B cermente HQ cneyromnmm o6pazom:

Tpaduk HQ-SRV nomxen npunannexars VLAN 100

Tpadpuk HQ-CLI nomxen npunaanexats VLAN 200

[IpeaycMoTpeTh BO3MOXKHOCTD Tiepenauun Tpaduka ynpasienus B VLAN 999
PeanuzoBars Ha HQ-RTR MapmpyTuzanuio Tpapuka Bcex ykazanHbix VLAN
C MCIIOJIb30BaHUEM OJHOTO ceTeBoro ajganrepa BM/¢du3nueckoro nopra
CBezeHMs O HACTPOWKE KOMMYTAIIMM BHECUTE B OTUET

Hacrpoiite 6e3onacHblii ynaneHHblid goctyn Ha cepBepax HQ-SRV u BR-
SRV:

JI1st NOAKITIOYEHHS UCTIONIb3yTe TopT 2026

Pa3pemure noakioueHus: UCKIOYUTENBHO M0JIb30BaTeNto sshuser
OrpaHnybTe KOJIMYECTBO MONBITOK BXOJA J10 ABYX

Hactpoiite 6annep «Authorized access only».

Mexny obpucamun HQ u BR, na mapmpyruzatopax HQ-RTR u BR-RTR
HE00X0AMMO CKOH(PUTYPUPOBATH 1p TYHHEb!

Ha Bri6op Texnonmorun GRE wiu IP in IP

CBeneHMs O TyYHHEJNE 3aHECUTE B OTUET.

ObecneubTe AMHAMUYECKYI0 MapUIPyTH3alMI0 Ha Mapiupyrtuzatopax HQ-
RTR u BR-RTR: cetu ognoro oduica 10MmKHBI OBITH JOCTYITHBI U3 IPYTOTO
opuca m HaoOopor. g obecnedeHHs] AMHAMUYECKOW MaplIpyTHU3alUuu

ucnonb3yire link state mpoTokoJ1 Ha yCMOTpEHHEe y4acCTHUKA!
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Paspeminre BbIOpaHHbBIN IPOTOKOJ TOJIBKO Ha MHTEp(deiicax ip TyHHENs
MapuipyTi3atopsl JOJKHBI JETUTHCS MaplIpyTaMU TOIBKO APYT C APYTroM
OO0ecrieubTe 3alIUTy BBIOPAHHOTO MPOTOKOJA MOCPEACTBOM MAPOJIHHOM
3aIIUTHI

CBezeHMs O HACTPOWKE U 3aLIUTE MPOTOKOJIA 3aHECUTE B OTYET.

Hactpoiika quHamMuyeckod TpaHCISIMM aapecoB MapiipyTuzaTtopax HQ-
RTR u BR-RTR:

Hactpoiite AMHaAMUYECKYIO0 TpPaHCISLMIO agpecoB sl 00oux o(puCcoB B
ctopony ISP, Bce ycrpoiictBa B oducax JOJDKHBI UMETh JOCTYIl K CETH
NuTtepHer

Hactpoiite mpoTokoa nuHaMHuecKOW KOH(MUTypaluu XOCTOB JJI CETH B
cropony HQ-CLI:

HactpoiiTe Hy)HYyI0 IOACETH

B xauectBe cepBepa DHCP BoicTymaet mapuipytuszarop HQ-RTR
Kmuenrom siBnsercss mammaa HQ-CLI

UckmrounTe U3 BbIAAYM aipec MaplIpyTU3aTopa

Anpec 1nuTto3a mo ymoi4anuto — aapec mapmpytuzatopa HQ-RTR

Anpec DNS-ceprepa ms mammasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cyhdukc — au-team.irpo

CBeneHus 0 HaCTpOMKe MPOTOKOJIA 3aHECUTE B OTYET.

10.Hactpoiite nundpacTpyKTypy pasperieHusi ToOMeHHbIX UMEH 17151 oprcoB HQ

u BR:

Ocnosuoit DNS-cepBep peanuzoBan Ha HQ-SRV

CepBep noKeH oOecnedynBaTh pas3pelieHue HMMEH B CETEBbIE ajpeca
YCTPOWCTB U 0OpATHO B COOTBETCTBUHU C TabJjauuei 3

B xauectBe DNS cepBepa nepechuiKd UCIIONIb3YyHTE 000 00111e10CTYTHBIN

DNS cepBep(77.88.8.7, 77.88.8.3 wiu npyrue)
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11.Hactpolite YacoBOW TIOSIC Ha BCEX YCTPOMCTBaX (32 HCKIOUYCHUEM

BHUPTYaJIbHOIO KOMMYTATOPA, B CIIy4ae €ro UCIOJb30BaHUs) COITIACHO MECTY

IMPOBCACHUS SK3aMCHaA

Taoauna 2
Nms ycTpoiicTBa IP-anpec 1111103 0 yMOJTYaHUIO
HQ-RTR
BR-RTR
HQ-SRV
HQ-CLI
BR-SRV
Taoauna 3
YcrpoiictBo 3anuceh Tun
HQ-RTR hg-rtr.au-team.irpo APTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hg-srv.au-team.irpo APTR
HQ-CLI hg-cli.au-team.irpo APTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepdeiic HanpasiaeHHbIi B ctopony HQ-RTR) docker.au-team.irpo A
ISP (unTepdeiic HanpapneHHbIi B cropony BR-RTR) web.au-team.irpo A
Heobxoaumbie MpUIoKEHUS:
IMpun_1 O1 KO/ 09.02.06-1-2026-M1: 111abnon oTuera
[Mpun 2 O1 KOJZ 09.02.06-1-2026-M1: HWHcTpyKmmsi 1O HACTpOHKe

000pyOBaHUS JJIs1 TEXHUYECKOTOo dKcrepra /19

[Tpun 3 O1 KO 09.02.06-1-2026-M1: IIpumep 3amnojgHeHUs TaOJUIIBI

azpecoB

[Tpun_ 4 O1 KOJ 09.02.06-1-2026-M1: Huctpykuuu mo oGhOpPMICHUIO

OTYETA
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HeoOxoaumbie MPHUIIOKEHUS:

[Mpun_2 O3 KO/ 09.02.06-1-2026-M1.docx
[Mpun_3 O3 KO/ 09.02.06-1-2026-M1.docx
[Tpun_4 O3 KO/ 09.02.06-1-2026-M1.docx
[Mpun_1 O3 KO/ 09.02.06-1-2026-M1.docx

Uuctpykiuu s TO: WHeTpykuus At TEXHUYECKOTO aJIMUHHCTPATOPA

pasmMcicHa B IIPHUIIOKCHUHN

MOIIyJIl) 2. Oprannzauuﬁ CETEBOIo A AMMHUCTPUPOBAHUSA

Heobxoaumo pa3pabotath U HACTPOUTh UHPPACTPYKTYPY UHPOPMALIUOHHO-
KOMMYHUKAIIMIOHHON CUCTEMBI COTIACHO MPEIJI0KEHHOM Tonojoruu (cM. Pucynok
2).

s moxynst 2 HCHIONBb3YETCS OTAENIBHBIN CTeH . NHCTPYKIMS MO HACTPOUKE
CTEHJA Il TEXHUYECKUX aIMUHUACTPATOPOB TUIOLIAJKU B OTAEIBHOM (haie.

B cTenne npenHacTpOEHSL:

* IP-agpeca, Macku noaceTel U IUTI03bI 10 YMOJTYAHHUIO

» CereBas TpaHCHALHUS aIPECOB

* [P TyHHENb

* JluHamuyeckasi MapuIpyTU3AIUS

* Co3manbl Tmonb30BaTenu  sshuser Ha cepBepax U net admin  Ha
MapuIpyTH3aTopax, UM NpeI0CTaBICHbI aIMUHUCTPATUBHbBIC IPUBUIICTUH

* Iloptsl ssh Ha cepBepax

* DHCP-cepBep

* DNS-cepBep

* Cepep HQ-SRV umeer Tpu AONOJHUTENBbHBIX HakomuTes pazmepoM 11'b
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[To xaxa0My MyHKTY 3a/laHusi, TPEOYIOIIEro OT4ET, COCTABUTh TEKCTOBBIM
JOKYMEHT, Ha3BaHHWE KOTOPOIrO JOJDKHO COAEpP)KaTh MHIEKC MYyHKTa U KpPaTKoe
onucanue. TeKCTOBbIM JOKYMEHT JOJKEH COJAEPKaTh TEKCTOBYIO MH(POPMAIIUIO U
MOXXET BKJIOYaTh CHUMKH DJKpaHa, KaJpUpOBAaHHbIE TakMM 0O0pa3oM, 4YTOObBI
OTHOCSIIASACS K BBIITOJIHEHUIO 3a/JaHUs] HHPOPMAIUI Ha CHUMKAxX ObLIa YUTaeMOM.

WToroBbIit 0OTYET IO OKOHYAHUU pa0OTHI CIEAYET COXPAaHUTh Ha IUCKE

pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyiab2 6e3 yuéta

pacmupeHus

I’ \\
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' by :
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1 : 1 1
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1 ! 1
] i 1 1
i ((SRV-Net ' !
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| +, BR )

| B *
, . P ST
v HQ-SRV '
\‘l _______________

PucyHnok 2. TonoJiorusi cetu
Tabnuua 4
Nms OneparuBHas Hentpanabubiii | Hakonurens | OnepanuoHHas
BHPTYaJbHOM naMsATh npoueccop, cucremMa

MaIllluHbI AA€ep
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ISP 176 1 sanpo 5T6 JuctpulyTus
Anbt JeOS unmn
aHaJor
HQ-RTR 4 T6 B cmyuae 4T6 B cmyuae 1016 OC EcoRouter,
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B cmygae 1 I'6 B cmyuae MCIOJIb30BaAHUS
WCIIONBb30BAaHUS | HCIIOJI30BAHUSA EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA JTUCTPUOYTHB
Linux Linux AnpT JeOS
anasor10.
BR-RTR 4 T'6 B cityuae 41’0 B cityuae 1016 OC EcoRouter,
WCTIOJB30BAHUS | HCIIOJIb30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B ciyuae 1 I'6 B cimyuae UCTIOJIb30BaHUS
WCIIOB30BAaHUS | HCIIOJIb30BAHUSA EcoRouter
IucTpuOyTHBa IucTpuOyTHBa JUCTpUOYTUB
Linux Linux Anbt JeOS wimn
aHaJor
HQ-SRV 210 1 saapo 10T6 OC AnbT
cepBep Wiu
aHaJor
BR-SRV 210 1 saapo 10T6 OC Anbt
cepBep Wi
aHaJor
HQ-CLI 210 2 sapa 15T6 OC AnbT
pabouas
CTaHIIUS WU
aHaJsor
Hroro 15 (9 B ciryqae 13 (7 B ciryqae 6010

HUCHOJIBb30BaHUA
OC AnbT wim

aHasora)

HUCHOJIB30BaHUA
OC AnbT im

aHasora)

3ananue moayJn 2
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Hactpoiite koutposiep nomena Samba DC Ha cepepe BR-SRV:

Nwms momena au-team.irpo

Breaute B co3mannsiii qomen mammuay HQ-CLI

Co3zpaiite 5 monp3oBarenei aig opuca HQ: uMmena nonp3oBarenei popmata
hquserNe (manpumep hquserl, hquser2 u T.1.)

Cospnaiite rpynmy hq, BBeuTe B Tpyniy CO3/IaHHBIX MOJIb30BaTENCH
Yb6eautech, UYTO  moib30Barenu  rpynmbl  hq  uMmeroT  mpaBo
aytentuduuposarscs Ha HQ-CLI

[Tonb3oBaTenu rpymnmbl hq AOMKHBI MMETh BO3MOXKHOCTH TMOBBIIIATH
MIPUBUWIETUHU JIJIs1 BHIMIOJHEHUSI OTpaHUYEHHOI0 Habopa KoMaH: cat, grep, id.
3amyckaTh Ipyrue KOMaH/Ibl C MOBBIIIICHHBIMY IPUBUJIETHSMU MOJIB30BATENN
TPYIIBI PaBa HE UMEIOT.

Crondurypupyiite daiimoBoe xpanmmiie Ha ceppepe HQ-SRV:

[Ipy nmomomu ABYX MOAKIIOUYEHHBIX K CEPBEPY OMOIHUTEIBHBIX AUCKOB
pasmepom 1 I'6 ckoHpurypupyite 1MCKOBBII MaccuB ypoBHs

Nwms yctpoiictBa — md0, mpu HEOOXOOUMOCTH KOH(PUTypalusi MaccuBa
pa3meniaercs B daiine /etc/mdadm.conf

Co3zpaiite pasnen, orhopMaTUpyiTe pasien, B kadyecTBe (ailsloBON CUCTEMBI
UCIIONb3YHTE ext4

ObecneubTe aBTOMATUUECKOE MOHTHUPOBAHKE B Manky /raid

Hacrpoiite cepBep ceteBoii daitnoBoii cuctemsl (nfs) Ha HQ-SRV:

B kadecTBe manku obmiero qocTyma BeioepuTe /raid/nfs, moctyn ajs yreHus
Y 3aITMCHU UCKITFOUUTENBHO AJis1 ceTH B ctopony HQ-CLI

Ha HQ-CLI HacTpoiiTe aBTOMOHTUPOBaHKE B Manky /mnt/nfs

OcHOBHBIE MApaMETPhI CEPBEPA OTMETHTE B OTUETE

Hactpoiite cnyx0y cereBoro BpeMeHHM Ha Oasze cepBuca chrony Ha
Mapupytuzarope [SP:

Boimecrosiiumii cepsep ntp Ha mapuipytuzatope ISP - Ha BeIOOp yuacTHUKA

Crparym cepBepa - 5
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B kauectBe knmentoB ntp Hactpoite: HQ-SRV, HQ-CLI, BR-RTR, BR-
SRV.

Ckondurypupyiite ansible Ha cepsepe BR-SRV:

Cdopmupyiite ¢aiim M”HBEHTaps, B MHBEHTAph JOJDKHBI BXoauTh HQ-SRV,
HQ-CLI, HQ-RTR u BR-RTR

Pabounii katanor ansible qomkeH pacrosaraTbes B /etc/ansible

Bce ykazanHble MallIMHbI JOHKHBI 0€3 MPEAYNPERKACHUN U OIIUOOK OTBEYaTh
pong Ha KoMaHAy ping B ansible mociannyio ¢ BR-SRV.

PaszBepnute Be6 npunoxenue B docker Ha cepsepe BR-SRV:

CpenctBamu docker nomkeH co31aBaThCsl CTEK KOHTEHHEPOB C BeO
PUIOKEHUEM U 02301 TaHHBIX

Ucnons3yiite o0pa3el  site latestu mariadb_latestpacnonararomnuecss B
nupextopun docker B oOpaze Additional.iso

OcHOBHOI1 KOHTEIHED testapp J0JKEH Ha3bIBAaThCA tespapp

Konteitnep ¢ 6a301i JaHHBIX TOJKEH Ha3bIBaThes db

Nmnoptupyiite obOpa3zbl B docker, ykaxure B yaml aiie napameTpbl
noakaoueHuss kK CYBJI, umsa BJ[ - testdb, momws3oBaTens testc maposem
P@sswOrd, mnopt mnpunoxenus 8080, mnpu HEOOXOAMUMOCTH Jpyrue
napameTpbl

[Ipunoxenue NOHKHO OBITH MOCTYIHO JJIsi BHENTHUX TOAKIIOYCHHHN 4epe3
ropt 8080

PazBepuuTe BeO npunoxkenrneHa cepsepe HQ-SRV:

Ucnonb3yiiTe BeG-cepBep apache

B kadecTBe cuctemsbl ynpaBieHus 0azaMu JaHHBIX UCIOJIb3YyWTe mariadb
daiinpl BeO MPUIIOKEHUS U JaMIT 0a3bl JaHHBIX HaXOAATCS B TUPEKTOPUH Web
obpaza Additional.iso

BrimonanTe mMnopTt cxeMbl U JaHHbIX u3 (aitna dump.sql B 6a3y maHHBIX

webdb
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Coszpnaiite mosb3oBatenss webc maponem P@sswOrd u mpenoctaBeTe emy
IpaBa JA0CTyna K 3Toi 0a3e JaHHBIX

@aitnel index.php ¥ TUPEKTOPHIO images CKOMMUPYHUTE B KaTaJloT BeO cepBepa
apache

B aiine index.php ykaxure mpaBWIbHbIE YYETHBIE JaHHBIE IS
MoAKJIt0UYeHUS K b/

3amyctute BeO cepBep U yoenurech B pab0OTOCIIOCOOHOCTH MPUIIOKEHUS
OcHOBHBIE MTApaMETPbl OTMETHTE B OTUETE

. Ha wmapmpytuzatopax CkOHGUTYPUPYHTE CTAaTHUECKYIO TPAHCIISIUIO
MOPTOB:

[IpoOpocste mopt 8080B mopt mnpunoxenus testapp BR-SRV Ha
mapupytuzatope BR-RTR, nnst obecnieuenus paboThl npuioxkeHus testapp
U3BHE

[IpoOpocste mopt 8080B mopt BeO mnpuiokenuss Ha HQ-SRV Ha
Mapuipytuzarope HQ-RTR, nnsi obecnieuenust paboTbl BeO MPUIOKEHUS
U3BHE

[TpoOpocwTe mopT 2026Ha Mapmpytuzarope HQ-RTR B mopt 2026cepBepa
HQ-SRV, nns moakimoueHus K cepBepy Mo MPOTOKOIY ssh U3 BHEITHUX CeTeH
[TpoOpocwTe mopt 2026Ha mapmpyTtuzatope BR-RTR B mopt 2026cepBepa
BR-SRV, mist nonkimroueHus K cepBepy Mo MPOTOKOTY Ssh U3 BHEITHUX CETEH.
. Hacrpoiite Beb-cepBep nginx kak 00paTHbII npokcu-cepeep Ha ISP

[Ipu oOpaienny Mo ToMEHHOMY UMEHHU web.au-team.irpo y KJIIMeHTa 10KHO
OTKpbIBaThCs BeO mpuiiokenne Ha HQ-SRV

[Ipu oOpamenuun no gomeHHoMmy wuMeHH docker.au-team.irpo KiHMeHTa

JIOJKHO OTKPBIBATHCS BEO MPHIIOKEHUE testapp

10.Ha mapmpyTtuzarope ISP nHactpoiite web-based ayrentuduxanuto:

[Ipu oOpamenuun k caiTy web.au-team.irpo KJIMEHTY JOJDKHO OBITh

IMPEIAJIOKCHO BBCCTHU aYTeHTI/I(i)I/IKaHI/IOHHBIe JaHHBIC
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* B kauectBe snoruna mis ayreHtudukanuu Beioepute WEBc naposiem
P@sswOrd
* BriGepure daiin /etc/nginx/.htpasswd B kauecTBe XpaHUIHUIITA YUETHBIX
3anucen
* Ilpu ycrnemHoi ayTeHTU(UKAIMKM KIHEHT TOJDKEH NEepedTH Ha BeO
CaWT.
11.Y noOHbIM crioco6oM ycTanoBuTe nipuiioskenue Suaexc bpaysep na HQ-CLI

* VYcTaHOBKY Opay3epa OTMETHTE B OTUETE.

Heobxoaumble MPUIIOKEHUS:

TMpun_1_ 03 KOJI 09.02.06-1-2026-M2.txt

Nuctpykuun mua TO: MHCTpykums i TEXHUYECKOTO aIMUHHCTPATOpA

pa3MCIICHAa B ITPHIIOKCHUN

Oobpazen 3aganus aias 'HA 1D ITY (MHBapuMaHTHAasi 4acTh)

Mopayas 1. Hacrpoiika cereBoii HHGpPacTpPyKTYpbl

Heo6xonumo pa3padoTaTh U HACTPOUTh UHPPACTPYKTYPY UHPOPMAITUOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBI COTIIACHO MPEIOKEHHON TOMOJIOTHUH (CM.
Pucynok 1)

3ananue BKIOYaeT 0a30BYI0 HACTPOMKY YCTPOMCTB:

* TPUCBOEHHUE UMEH yCTpOIiCTBaM
* pacuet [P-agpecanuu

* HACTPOWKY KOMMYTallMH W MaplIpyTU3ALIUU

B xo1e nmpoekTHpoBaHUs U HACTPOUKHU CETEBOM MH(PACTPYKTYPHI CIICTyET
BECTU OTYET O CBOMX JCHCTBUAX, BKIIFOUAs TAOIHIIBI U CXEMBI, TIPETyCMOTPEHHBIE

B 3aJJaHUH
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[To xaxa0My MyHKTY 3a/laHusi, TPEOYIOIIEro OT4ET, COCTABUTh TEKCTOBBIM
JOKYMEHT, Ha3BaHHWE KOTOPOIrO JOJDKHO COAEpP)KaTh MHIEKC MYyHKTa U KpPaTKoe
onucanue. TeKCTOBbIM JOKYMEHT JOJKEH COJAEPKaTh TEKCTOBYIO MH(POPMAIIUIO U
MOXXET BKJIOYaTh CHUMKH DJKpaHa, KaJpUpOBAaHHbIE TakMM 0O0pa3oM, 4YTOObBI
OTHOCSIIASACS K BBIITOJIHEHUIO 3a/JaHUs] HHPOPMAIUI Ha CHUMKAxX ObLIa YUTaeMOM.

WToroBbIit 0OTYET IO OKOHYAHUU pa0OTHI CIEAYET COXPAaHUTh Ha IUCKE

pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyiabl 6e3 yuéra

pacmupeHus
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Pucynok 1. Tomosiorust cern
Tao6auna 1
Nms OneparuBHas Hentpanabubiii | Hakonurens | OnepanuoHHas
BHPTYaJbHOM naMsATh npoueccop, cucTemMa

MaIllluHbI AA€ep
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ISP 176 1 sanpo 5T6 JuctpulyTus
Anbt JeOS unmn
aHaJor
HQ-RTR 4 T6 B cmyuae 4T6 B cmyuae 1016 OC EcoRouter,
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B cmygae 1 I'6 B cmyuae MCIOJIb30BaAHUS
WCIIONBb30BAaHUS | HCIIOJI30BAHUSA EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA JTUCTPUOYTHB
Linux Linux AnpT JeOS
aHaJor
BR-RTR 4 T'6 B cityuae 41’0 B cityuae 1016 OC EcoRouter,
WCTIOJB30BAHUS | HCIIOJIb30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B ciyuae 1 I'6 B cimyuae UCTIOJIb30BaHUS
WCIIOB30BAaHUS | HCIIOJIb30BAHUSA EcoRouter
IucTpuOyTHBa IucTpuOyTHBa JUCTpUOYTUB
Linux Linux Anbt JeOS wimn
aHaJor
HQ-SRV 210 1 saapo 10T6 OC AnbT
cepBep Wiu
aHaJor
BR-SRV 210 1 saapo 10T6 OC Anbt
cepBep Wi
aHaJor
HQ-CLI 210 2 sapa 15T6 OC AnbT
pabouas
CTaHIIUS WU
aHaJsor
Hroro 15 (9 B ciryqae 13 (7 B ciryqae 6010

HUCHOJIBb30BaHUA
OC AnbT wim

aHasora)

HUCHOJIB30BaHUA
OC AnbT im

aHasora)

3apanmue moayJs 1

1. TlpousBenute 6a30BYI0 HACTPONKY YCTPOUCTB:
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* Hacrtpolte uMeHa yCTpOMCTB COTJIACHO TOMOJIOTUHM. MCTIONB3yHTE TOJHOE
JIOMEHHOE UMSI
* Ha Bcex ycrpoiicTBax He00X0AMMO CKOHGUTYpHpoBaTh [Pv4:
* IP-agpec nomkeH ObITH U3 MPUBATHOT'O JIMAIIa30Ha, B CIy4ae, €CIIU CEeTh
JokaabHast, coritacHo RFC1918
+ JloxanwHas cetb B ctopony HQ-SRV(VLAN 100) nomkHa BMemaTh He
6osiee 32 aapecos
» JlokanbHas cetb B ctopony HQ-CLI(VLAN 200) nomxHa BMeaTh HE
MeHee 16 agpecoB
» JlokanbHas ceth mis ynpaBieHusi(VLAN 999) nomxHa BMemarh He
6onee 8 agpecos
» JlokanwHas cetb B cTopoHy BR-SRV nomkna Bmemniats He Oomee 16
azpecoB
* Cgenenusi o0 aapecax 3aHecuTe B TadJaMUy 2, B KauyecTBE IpuMepa
ucnonp3yite [Ipun 3 O1 KO/ 09.02.06-1-2026-M1
2. Hactpoiite noctyn k cetn UnTepuer, Ha MapmipyTtuzatope ISP:
» Hacrpoiite anpecanuio Ha nntepdercax:
* UWntepdeiic, MOAKIIOUECHHBIM K MarucTpajlbHOMY MpOBaiifiepy, MOJIy4daeT
anpec no DHCP
* Hacrpoiite MapuipyT o yMor4aHuio, €Ciid 3TO HEOOXOAMMO
* Hactpoiite untepdetic, B cropony HQ-RTR, untepdeiic noakitoueH K cetu
172.16.1.0/28
* Hactpoiite untepdeiic, B cropony BR-RTR, untepdeiic moakitodeH K cetu
172.16.2.0/28
* Ha ISP mnacTpoiiTe JUHAMHYECKYIO CETEBYIO TPAHCISIIUIO TMOPTOB st
noctyna k cetu Uatepruetr HQ-RTR u BR-RTR.
3. Co3spaiiTe oKanbHbIE YueTHBIC 3anucu Ha cepepax HQ-SRV u BR-SRV:
* Co3zpaiite nosib3oBaTess remote_user

» Tlapons nonw3oBatens sshuser ¢ maponem P@sswOrd
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Nnentudukarop nonwszoBatens 2026

[Tonp3oBaTenp sshuser JOMMKEH MMETh BO3MOMKHOCTBH 3amyckath sudo 06e3
BBO/JIa APOJIs

Coznaiite mons3oBatens net admin Ha mapmpytuszatopax HQ-RTR u BR-
RTR

[Tapons monp3oBarens net_ admin ¢ napoaem P@sswOrd

[Tpu nactpoiike OC Ha 6a3e Linux, 3amyckath sudo 6e3 BBo1a mapoJis

[Tpu nactpoiike OC oTinnuHbIX OT Linux monb3oBaTens IOKEH 00JafaTh
MaKCUMAaJIbHBIMU MTPUBUJIETHSIMHU.

Hacrpoiite kommyTtanuio B cermente HQ cnenyrommm oopazom:

Tpaduk HQ-SRV nomxen npunannexars VLAN 100

Tpadpuk HQ-CLI nomxen npunaanexats VLAN 200

[IpeaycMoTpeTh BO3MOXKHOCTD Niepenaun Tpaduka ynpasienus B VLAN 999
PeanuzoBars Ha HQ-RTR MapmpyTtuzanmio tpaduka Bcex ykazanubix VLAN
C MCIOJIb30BaHUEM OJTHOTO ceTeBoro afgantepa BM/¢usunueckoro nopra
CBeneHMs O HACTPOWKE KOMMYTAIIMM BHECUTE B OTUET

Hacrpoiite 6e3omnacHbiii ynaneHHbI goctyn Ha cepBepax HQ-SRV u BR-
SRV:

JI1s1 OJKITIOUEHMS UCT0JIb3yHTe mopT 2026

Pa3pemure noakioueHus: UCKIOYUTENBHO M0JIb30BaTeNto sshuser
OrpaHnybTe KOJIMYECTBO MOMBITOK BXOA /10 ABYX

Hacrpoiite 6annep «Authorized access only».

Mexnay odpucamun HQ u BR, na mapuipytuzatopax HQ-RTR u BR-RTR
HE0OX0IUMO CKOH(DUTYpHUPOBATH 1p TYHHEIb!

Ha Be160p Texnonoruu GRE unu IP in IP

CBezeHMs O TyHHEJE 3aHECUTE B OTUET.

ObecnieubTe AMHAMUYECKYIO MApIIPyTHU3AlMI0 Ha Mapiipytuzatopax HQ-

RTR u BR-RTR: cetn ogHoro oduca J0KHBI OBITh JOCTYIHBI U3 APYTOrO
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opuca u HaobGopor. g obecneyeHHs AMHAMUYECKOW MaplIpyTU3alUU
ucnonb3yiTe link state mpoToko Ha yCMOTpEHHE YUaCTHUKA:

Paspermute BEIOpaHHBIN TPOTOKOJ TOJIBKO Ha HHTEpdeiicax ip TyHHES
MapuipyTi3aTtopsl JOJKHBI JEIUTHCS MapIpyTaMU TOIbKO APYT C APYTOM
OO0ecrieubTe 3alIUTy BBIOPAHHOTO MPOTOKOJA MOCPEACTBOM MAPOJIbHOM
3aIUTHI

CBeneHus 0 HaCTPOMKE U 3alUTE MPOTOKOJIA 3aHECUTE B OTUET.

Hacrtpoiika AuHaMUYeCKON TpaHCIALMM aapecoB MapuipyTuzaropax HQ-
RTR u BR-RTR:

Hactpoiite AMHaAMUYECKylO0 TpPaHCISALMIO agpecoB s 00oux o(puCcoB B
ctopony ISP, Bce ycrpoiictBa B oducax JOMKHBI UMETh JAOCTYN K CETH
WNnTepHer

Hactpoiite mpoTOKOa IWHAMHYECKOW KOH(UIypalMh XOCTOB JJIA CETHU B
cropony HQ-CLI:

Hactpoiite Hy)HYyI0 IOACETH

B kauectBe cepsepa DHCP BoicTynaet mapmpytuzatop HQ-RTR
Kmentom siBnsercs mammuaa HQ-CLI

Hcknrounte U3 BbIIaYM apec MapLIpyTU3aTopa

Anpec muTto3a mo ymoidanuto — aapec mapmpytuzatopa HQ-RTR

Anpec DNS-cepsepa qist mammasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cydhduke — au-team.irpo

CBeneHus 0 HaCTPOMKe MPOTOKOJIA 3aHECUTE B OTYET.

10.Hactpoiite nundpacTpyKTypy pa3perierHusi ToOMeHHbIX UMEH 17151 oprcoB HQ

u BR:

Ocuosuoit DNS-cepsep peanuzoBan Ha HQ-SRV

CepBep noKeH oOecnedynBaTh pas3pelieHue HMMEH B CETEBbIE ajpeca
YCTPOWCTB U 0OpAaTHO B COOTBETCTBUHU C TabJjauuei 3

B xauectBe DNS cepBepa nepechuiKy UCIIONIB3YHTE 000 00111e10CTYTHBIN

DNS cepBep(77.88.8.7, 77.88.8.3 wiu npyrue)



60

11.Hactpolite YacoBOW TIOSIC Ha BCEX YCTPOMCTBaX (32 HCKIOUYCHUEM

BHUPTYaJIbHOIO KOMMYTATOPA, B CIIy4ae €ro UCIOJb30BaHUs) COITIACHO MECTY

IMPOBCACHUS SK3aMCHaA

Taoauna 2
Nms ycTpoiicTBa IP-anpec 1111103 0 yMOJTYaHUIO
HQ-RTR
BR-RTR
HQ-SRV
HQ-CLI
BR-SRV
Taoauna 3
YcrpoiictBo 3anuceh Tun
HQ-RTR hg-rtr.au-team.irpo APTR
BR-RTR br-rtr.au-team.irpo A
HQ-SRV hg-srv.au-team.irpo APTR
HQ-CLI hg-cli.au-team.irpo APTR
BR-SRV br-srv.au-team.irpo A
ISP (unTepdeiic HanpasiaeHHbIi B ctopony HQ-RTR) docker.au-team.irpo A
ISP (unTepdeiic HanpapneHHbIi B cropony BR-RTR) web.au-team.irpo A
Heobxoaumbie MpUIoKEHUS:
IMpun_1 O1 KO/ 09.02.06-1-2026-M1: 111abnon oTuera
[Mpun 2 O1 KOJZ 09.02.06-1-2026-M1: HWHcTpyKmmsi 1O HACTpOHKe

000pyOBaHUS JJIs1 TEXHUYECKOTOo dKcrepra /19

[Tpun 3 O1 KO 09.02.06-1-2026-M1: IIpumep 3amnojgHeHUs TaOJUIIBI

azpecoB

[Tpun_ 4 O1 KOJ 09.02.06-1-2026-M1: Huctpykuuu mo oGhOpPMICHUIO

OTYETA
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HeoOxoaumbie MPHUIIOKEHUS:

[Mpun_2 O3 KO/ 09.02.06-1-2026-M1.docx
[Mpun_3 O3 KO/ 09.02.06-1-2026-M1.docx
[Tpun_4 O3 KO/ 09.02.06-1-2026-M1.docx
[Mpun_1 O3 KO/ 09.02.06-1-2026-M1.docx

Uuctpykiuu s TO: WHeTpykuus At TEXHUYECKOTO aJIMUHHCTPATOPA

pasmMcicHa B IIPHUIIOKCHUHN

MOIIyJIl) 2. Oprannzauuﬁ CETEBOIo A AMMHUCTPUPOBAHUSA

Heobxoaumo pa3pabotath U HACTPOUTh UHPPACTPYKTYPY UHPOPMALIUOHHO-
KOMMYHUKAIIMIOHHON CUCTEMBI COTIACHO MPEIJI0KEHHOM Tonojoruu (cM. Pucynok
2).

s moxynst 2 HCHIONBb3YETCS OTAENIBHBIN CTeH . NHCTPYKIMS MO HACTPOUKE
CTEHJA Il TEXHUYECKUX aIMUHUACTPATOPOB TUIOLIAJKU B OTAEIBHOM (haie.

B cTenne npenHacTpOEHSL:

* IP-agpeca, Macku noaceTel U IUTI03bI 10 YMOJTYAHHUIO

» CereBas TpaHCHALHUS aIPECOB

* [P TyHHENb

* JluHamuyeckasi MapuIpyTU3AIUS

* Co3manbl Tmonb30BaTenu  sshuser Ha cepBepax U net admin  Ha
MapuIpyTH3aTopax, UM NpeI0CTaBICHbI aIMUHUCTPATUBHbBIC IPUBUIICTUH

* Iloptsl ssh Ha cepBepax

* DHCP-cepBep

* DNS-cepBep

* Cepep HQ-SRV umeer Tpu AONOJHUTENBbHBIX HakomuTes pazmepoM 11'b
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[To xaxa0My MyHKTY 3a/laHusi, TPEOYIOIIEro OT4ET, COCTABUTh TEKCTOBBIM
JOKYMEHT, Ha3BaHHWE KOTOPOIrO JOJDKHO COAEpP)KaTh MHIEKC MYyHKTa U KpPaTKoe
onucanue. TeKCTOBbIM JOKYMEHT JOJKEH COJAEPKaTh TEKCTOBYIO MH(POPMAIIUIO U
MOXXET BKJIOYaTh CHUMKH DJKpaHa, KaJpUpOBAaHHbIE TakMM 0O0pa3oM, 4YTOObBI
OTHOCSIIASACS K BBIITOJIHEHUIO 3a/JaHUs] HHPOPMAIUI Ha CHUMKAxX ObLIa YUTaeMOM.

WToroBbIit 0OTYET IO OKOHYAHUU pa0OTHI CIEAYET COXPAaHUTh Ha IUCKE

pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyiab2 6e3 yuéta

pacmupeHus

I’ \\
I ]
' by :
1 1 ]
' " '
[ i ! 1
1 1 1
1 : 1 1
1 ! 1
1 ! 1
] i 1 1
i ((SRV-Net ' !
1 : 1 1
[ ! 1
: — ' l
| +, BR )

| B *
, . P ST
v HQ-SRV '
\‘l _______________

PucyHnok 2. TonoJiorusi cetu
Tabnuua 4
Nms OneparuBHas Hentpanabubiii | Hakonurens | OnepanuoHHas
BHPTYaJbHOM naMsATh npoueccop, cucremMa

MaIllluHbI AA€ep
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ISP 176 1 sanpo 5T6 JuctpulyTus
Anbt JeOS unmn
aHaJor
HQ-RTR 4 T6 B cmyuae 4T6 B cmyuae 1016 OC EcoRouter,
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B cmygae 1 I'6 B cmyuae MCIOJIb30BaAHUS
WCIIONBb30BAaHUS | HCIIOJI30BAHUSA EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA JTUCTPUOYTHB
Linux Linux AnpT JeOS
anasor10.
BR-RTR 4 T'6 B cityuae 41’0 B cityuae 1016 OC EcoRouter,
WCTIOJB30BAHUS | HCIIOJIb30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXXHOCTH
1 I'6 B ciyuae 1 I'6 B cimyuae UCTIOJIb30BaHUS
WCIIOB30BAaHUS | HCIIOJIb30BAHUSA EcoRouter
IucTpuOyTHBa IucTpuOyTHBa JUCTpUOYTUB
Linux Linux Anbt JeOS wimn
aHaJor
HQ-SRV 210 1 saapo 10T6 OC AnbT
cepBep Wiu
aHaJor
BR-SRV 210 1 saapo 10T6 OC Anbt
cepBep Wi
aHaJor
HQ-CLI 210 2 sapa 15T6 OC AnbT
pabouas
CTaHIIUS WU
aHaJsor
Hroro 15 (9 B ciryqae 13 (7 B ciryqae 6010

HUCHOJIBb30BaHUA
OC AnbT wim

aHasora)

HUCHOJIB30BaHUA
OC AnbT im

aHasora)

3ananue moayJn 2
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Hactpoiite koutposiep nomena Samba DC Ha cepepe BR-SRV:

Nwms momena au-team.irpo

Breaute B co3mannsiii qomen mammuay HQ-CLI

Co3zpaiite 5 monp3oBarenei aig opuca HQ: uMmena nonp3oBarenei popmata
hquserNe (manpumep hquserl, hquser2 u T.1.)

Cospnaiite rpynmy hq, BBeuTe B Tpyniy CO3/IaHHBIX MOJIb30BaTENCH
Yb6eautech, UYTO  moib30Barenu  rpynmbl  hq  uMmeroT  mpaBo
aytentuduuposarscs Ha HQ-CLI

[Tonb3oBaTenu rpymnmbl hq AOMKHBI MMETh BO3MOXKHOCTH TMOBBIIIATH
MIPUBUWIETUHU JIJIs1 BHIMIOJHEHUSI OTpaHUYEHHOI0 Habopa KoMaH: cat, grep, id.
3amyckaTh Ipyrue KOMaH/Ibl C MOBBIIIICHHBIMY IPUBUJIETHSMU MOJIB30BATENN
TPYIIBI PaBa HE UMEIOT.

Crondurypupyiite daiimoBoe xpanmmiie Ha ceppepe HQ-SRV:

[Ipy nmomomu ABYX MOAKIIOUYEHHBIX K CEPBEPY OMOIHUTEIBHBIX AUCKOB
pasmepom 1 I'6 ckoHpurypupyite 1MCKOBBII MaccuB ypoBHs

Nwms yctpoiictBa — md0, mpu HEOOXOOUMOCTH KOH(PUTypalusi MaccuBa
pa3meniaercs B daiine /etc/mdadm.conf

Co3zpaiite pasnen, orhopMaTUpyiTe pasien, B kadyecTBe (ailsloBON CUCTEMBI
UCIIONb3YHTE ext4

ObecneubTe aBTOMATUUECKOE MOHTHUPOBAHKE B Manky /raid

Hacrpoiite cepBep ceteBoii daitnoBoii cuctemsl (nfs) Ha HQ-SRV:

B kadecTBe manku obmiero qocTyma BeioepuTe /raid/nfs, moctyn ajs yreHus
Y 3aITMCHU UCKITFOUUTENBHO AJis1 ceTH B ctopony HQ-CLI

Ha HQ-CLI HacTpoiiTe aBTOMOHTUPOBaHKE B Manky /mnt/nfs

OcHOBHBIE MApaMETPhI CEPBEPA OTMETHTE B OTUETE

Hactpoiite cnyx0y cereBoro BpeMeHHM Ha Oasze cepBuca chrony Ha
Mapupytuzarope [SP:

Boimecrosiiumii cepsep ntp Ha mapuipytuzatope ISP - Ha BeIOOp yuacTHUKA

Crparym cepBepa - 5
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B kauectBe knmentoB ntp Hactpoite: HQ-SRV, HQ-CLI, BR-RTR, BR-
SRV.

Ckondurypupyiite ansible Ha cepsepe BR-SRV:

Cdopmupyiite ¢aiim M”HBEHTaps, B MHBEHTAph JOJDKHBI BXoauTh HQ-SRV,
HQ-CLI, HQ-RTR u BR-RTR

Pabounii katanor ansible qomkeH pacrosaraTbes B /etc/ansible

Bce ykazanHble MallIMHbI JOHKHBI 0€3 MPEAYNPERKACHUN U OIIUOOK OTBEYaTh
pong Ha KoMaHAy ping B ansible mociannyio ¢ BR-SRV.

PaszBepnute Be6 npunoxenue B docker Ha cepsepe BR-SRV:

CpenctBamu docker nomkeH co31aBaThCsl CTEK KOHTEHHEPOB C BeO
PUIOKEHUEM U 02301 TaHHBIX

Ucnons3yiite o0pa3el  site latestu mariadb_latestpacnonararomnuecss B
nupextopun docker B oOpaze Additional.iso

OcHOBHOI1 KOHTEMHED testapp JOKEH Ha3bIBAThHCS tespapp

Konteitnep ¢ 6a301i JaHHBIX TOJKEH Ha3bIBaThes db

Nmnoptupyiite obOpa3zbl B docker, ykaxure B yaml aiie napameTpbl
noakaoueHuss kK CYBJI, umsa BJ[ - testdb, momws3oBaTens testc maposem
P@sswOrd, mnopt mnpunoxenus 8080, mnpu HEOOXOAMUMOCTH Jpyrue
napameTpbl

[Ipunoxenue NOHKHO OBITH MOCTYIHO JJIsi BHENTHUX TOAKIIOYCHHHN 4epe3
ropt 8080

PazBepuuTe BeO npunoxkenrneHa cepsepe HQ-SRV:

Ucnonb3yiiTe BeG-cepBep apache

B kadecTBe cuctemsbl ynpaBieHus 0azaMu JaHHBIX UCIOJIb3YyWTe mariadb
daiinpl BeO MPUIIOKEHUS U JaMIT 0a3bl JaHHBIX HaXOAATCS B TUPEKTOPUH Web
obpaza Additional.iso

BrimonanTe mMnopTt cxeMbl U JaHHbIX u3 (aitna dump.sql B 6a3y maHHBIX

webdb



66

Coszpnaiite mosb3oBatenss webc maponem P@sswOrd u mpenoctaBeTe emy
IpaBa JA0CTyna K 3Toi 0a3e JaHHBIX

@aitnel index.php ¥ TUPEKTOPHIO images CKOMMUPYHUTE B KaTaJloT BeO cepBepa
apache

B aiine index.php ykaxure mpaBWIbHbIE YYETHBIE JaHHBIE IS
MoAKJIt0UYeHUS K b/

3amyctute BeO cepBep U yoenurech B pab0OTOCIIOCOOHOCTH MPUIIOKEHUS
OcHOBHBIE MTApaMETPbl OTMETHTE B OTUETE

. Ha wmapmpytuzatopax CkOHGUTYPUPYHTE CTAaTHUECKYIO TPAHCIISIUIO
MOPTOB:

[IpoOpocste mopt 8080B mopt mnpunoxenus testapp BR-SRV Ha
mapupytuzatope BR-RTR, nnst obecnieuenus paboThl npuioxkeHus testapp
U3BHE

[IpoOpocste mopt 8080B mopt BeO mnpuiokenuss Ha HQ-SRV Ha
Mapuipytuzarope HQ-RTR, nnsi obecnieuenust paboTbl BeO MPUIOKEHUS
U3BHE

[TpoOpocwTe mopT 2026Ha Mapmpytuzarope HQ-RTR B mopt 2026cepBepa
HQ-SRV, nns moakimoueHus K cepBepy Mo MPOTOKOIY ssh U3 BHEITHUX CeTeH
[TpoOpocwTe mopt 2026Ha mapmpyTtuzatope BR-RTR B mopt 2026cepBepa
BR-SRV, mist nonkimroueHus K cepBepy Mo MPOTOKOTY Ssh U3 BHEITHUX CETEH.
. Hacrpoiite Beb-cepBep nginx kak 00paTHbII npokcu-cepeep Ha ISP

[Ipu oOpaienny Mo ToMEHHOMY UMEHHU web.au-team.irpo y KJIIMeHTa 10KHO
OTKpbIBaThCs BeO mpuiiokenne Ha HQ-SRV

[Ipu oOpamenuun no gomeHHoMmy wuMeHH docker.au-team.irpo KiHMeHTa

JIOJKHO OTKPBIBATHCS BEO MPHIIOKEHUE testapp

10.Ha mapmpyTtuzarope ISP nHactpoiite web-based ayrentuduxanuto:

[Ipu oOpamenuun k caiTy web.au-team.irpo KJIMEHTY JOJDKHO OBITh

IMPEIAJIOKCHO BBCCTHU aYTeHTI/I(i)I/IKaHI/IOHHBIe JaHHBIC
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* B kauectBe snoruna mis ayreHtudukanuu Beioepute WEBc naposiem
P@sswOrd
* BriGepure daiin /etc/nginx/.htpasswd B kauecTBe XpaHUIHUIITA YUETHBIX
3anucen
* Ilpu ycrnemHoi ayTeHTU(UKAIMKM KIHEHT TOJDKEH NEepedTH Ha BeO
CaWT.
11.Y noOHbIM crioco6oM ycTanoBuTe nipuiioskenue Suaexc bpaysep na HQ-CLI

* VYcTaHOBKY Opay3epa OTMETHTE B OTUETE.

Heobxoaumble MPUIIOKEHUS:

TMpun_1_ 03 KOJI 09.02.06-1-2026-M2.txt

Nuctpykuun mua TO: MHCTpykums i TEXHUYECKOTO aIMUHHCTPATOpA

pa3MCIICHAa B ITPHIIOKCHUN

Moayas 3. IkcmiryaTauus 00beKTOB ceTeBOi HHPPACTPYKTYpPbI

Heobxoaumo pa3pabotarh U HACTPOUTHh UHPPACTPYKTYPY HHPOPMALIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI COTJIACHO MPE/IJIOKEHHOM Tomooruu (cM. PucyHnok
3).

3aganre Moaynst 3 COAEPKUT MUTPALMIO MOJb30BATENEH, Pa3BEPTHIBAHUE U
HACTPOWKY IIEHTpa cepTH(UKAIMK, BblAady cepTuduxaTtoB BeO cepBepam s
mudpoBaHuss Tpaduka, HACTPOWKY MIM(PPOBAHHOTO TYHHEINS, HACTPOHKY
MEXCETEBOT0 JKpaHa, MPUHT-CEPBEPA, CEpBEpa JOTUPOBAHUS M MOHHUTOPHUHIA,
aBTOMATU3AIMM Ha OCHOBE WH(OPACTPYKTYPHI OTKPBITHIX KIIFOUEH, HACTPOUKY
3alUThI MPOTOKOJA Ssh 0T mepedopa, HACTPOMKY MPOTPAMMHOTO 0OECTIEUEHUS ISt
CO3/IaHUSI APXUBHBIX KOMUI

B xoje mpoekTupoBaHUS M HACTPOUKH CETEBOM MH(PPACTPYKTYpHI ClieIyeT

3aHOCUTH 3aIlMCU B OTYUCT O CBOHX ﬂeﬁCTBHHX, Koraga 3TO Tpe6yeTc;1 B 3aJJaHHMH.
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OTtyer 1O OKOHYAHUM pa6OTBI CIeaAyeT COXpaHUTHL Ha JHUCKCE pa60qer0 MECTa U

3amath uMs Qaitna 6e3 yuéra pacmmpenns - amunusyY yactHukaMoy b3

T o mm e o e o mm mm e o o o o wm w wm =

HQ-CLI #

Pucynok 3. Tomosiorusi cern

- mm o o Em o Em Em o o o o e

Tadnuua 4
Nms OneparuBHasi | Ilenrpanbubiii | Hakonmureas | OnepannonHas
BHPTYAJILHOM namMsTh npoieccop, cucremMa
MalIHHBI saep
ISP 176 1 sanpo 5T6 Juctpulytus
AnbT JeOS unun
aHaJor
HQ-RTR 4106 B cyuae 416 B cmyuae 10T6 OC EcoRouter,
WCTIOJIb30BAHUS | HCIIOJIb30BaHUS B CITydae
EcoRouter EcoRouter HEBO3MO>KHOCTH
1 I'G B cimyuae 1 I'6 B cimyuae UCTOJIb30BAHUS
WCIIOJIb30BAaHUS | HCIIOJIb30BAHUS EcoRouter
TUCTpUOYTUB
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IUCcTprOyTHBa IUCTprOyTHBa Anpt JeOS nnu
Linux Linux aHaJIor
BR-RTR 4 T'6 B cityuae 4 T'0 B ciryuae 1016 OC EcoRouter,
WCIIOJIb30BAHUS | HCIIOJIb30BaHUS B ClTydae
EcoRouter EcoRouter HEBO3MOXKHOCTH
1 I'6 B cmygae 1 I'6 B cmyuae MCIOJIb30BAHUS
WCIIOJIb30BAaHUS | HCIIOJIb30BAHUS EcoRouter
TUCTpUOyTHUBA TUCTpUOyTHUBA JTUCTpUOYTUB
Linux Linux Anpt JeOS wm
aHaJor
HQ-SRV 210 1 ssapo 106 OC Anbt
cepBep Win
aHaJor
BR-SRV 216 1 spo 1016 OC AnbT
cepBep WiIn
aHaJor
HQ-CLI 210 2 sapa 1510 OC AnbT
pabouas
CTaHIIUS WU
aHaJor
Hroro 15 (9 B ciiyuae 13 (7 B cityuae 6010

HUCIOJIB30BaAHUSI
OC AnbT wim

aHayora)

HUCIOJIB30BaAHUSI
OC AnbT im

aHayora)

3aganme moay.anb 3

1. BhbIMOJHUTE UMIIOPT MOJIb30BATENCH B JOMEH au-team.irpo:

* B kauectBe (aityia ucTouHrKa BeIOEpUTE (DAl users.csv pacroJiararoIiuics

B 0Opaze Additional.iso

* Ilonw3oBarenu JOJDKHBI OBITH HMIIOPTHUPOBAHBI CO CBOHMMHU IIApOJLIMHU H

JIpYrUMU aTpulOyTamMu
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Y6eaurech, 4TO UMIOPTUPOBAHHBIE MTOJIH30BATEIN MOTYT BOMTH HAa MAILIUHY
HQ-CLI

BrimonnuTe HacTpolky nieHTpa ceptudukanuu Ha 6aze HQ-SRV:
Heob6xoaumo ucnonp30BaTh OTEUECTBEHHBIEC aTOPUTMBI IIHU(POBAHUS
Ceptuduxats! Beigatorcs Ha 30mHen

O6ecnieubte noBepue ceprudukary ais HQ-CLI

Brinaiite ceprudukarsl BeO cepBepam

[lepenactpoliTe paHee HACTPOCHHBIM PEBEPCUBHBIM MPOKCH nginx Ha
npoToko https

I[Ipu oOpamennn Kk BeO cepBepaM  https://web.au-team.irpo u
https://docker.au-team.irpo y Opay3epa KJIMEHTa HE JOJDKHO BO3HHKATh
IpeaynpexIeHUH.

IlepenacTpoiite  ip-TyHHeJIb C  0a30BOro 710 ypPOBHS  TYHHE,
oOecreunBaroniero mudposanue Tpapuka

Hactpoiite 3amumennsiii tyaHens mexay HQ-RTR u BR-RTR

Buecure HeoOxomumble H3MEHEHHS B KOHQUTYpAIMIO JAUHAMAYECKOU
MapuHIpyTH3alliid, TPOTOKOJ JWHAMUYECKOW MapHIpyTH3alUUA JOJIKEH
BO300HOBUTH pabOTy MOCIHE MEPEHACTPOUKHU TYHHEIS

BriGpanHoe mporpammHoe oOecrieueHue, 00OCHOBaHUE €ro BhIOOpa U €ro
OCHOBHBIC TapaMeTpbl, HU3MEHEHHS B KOH(UTypaluu JUHAMUYECKON
MapIIpyTU3alUNd OTMETHTE B OTUETE.

Hactpoiite mexcereBoii 3kpan Ha MmapiipytuzaTopax HQ-RTR u BR-RTR nHa
CeTh B CTOpOHY ISP

ObecneubTe paboTy mnporokonoB http, https, dns, ntp, icmp wunn
JIOTIOJTHUTENIBHBIX HY)KHBIX TPOTOKOJIOB

3anpeTuTe OCTalbHBIC MOAKIIOYCHUS U3 ceTh VIHTEepHET BO BHYTPEHHIOIO
CETb.

Hactpoiite npunTt-cepBep cups Ha cepepe HQ-SRV:

Ony0nukyiite BUpTyalibHbli pdf-ipuHTEp



71

Ha xnuente HQ-CLI noaxkmtoYnTe BUPTYyaIbHBIA NPUHTEP KAK MNPUHTEP MO
YMOJTYAHUIO.
Peanusyiite norupoBanue npu nomoinu rsyslog na ycrpoiicteax HQ-RTR,
BR-RTR, BR-SRV:
CepBep cbopa noroB pacnosokeH Ha HQ-SRV, ybenutecs, 4to cepBep He
ABJISIETCS] KJIMEHTOM caMoMy cebe
[TpuopuTeT cooOiieHui T0KeH OBITh HE HIDKE warning
Bce xypHambl OJDKHBI HaXOAWTHCS B AWpekTopuu /opt. Jlma Kaxmoro
YCTPOMCTBA AOJKHA BBIAEISATHCSA CBOS MOAAUPEKTOPHS], KOTOPasi COBIIAIAET C
MMEHEM MAIlIUHbI
Peanu3zyiite poranuio cooOpaHHbIx JioroB Ha cepBepe HQ-SRV:

* Potupyrorcss Bce JIOTH, HaxonsIIMECSs B  JUPEKTOPUU U

MOAUPEKTOPUSX /0Opt

* Porarus npon3BoAUTCS OJIUH pa3 B HEJEIIO

» Jloru HE0OXOUMO CKUMATH

*  MunuManbHbIN pazMep 1oroB s potaruu — 10MBb.
Hacepsepe HQ-SRV peanuzyiiTe MOHUTOPUHI YCTPOMCTB C MOMOILBIO
OTKPBITOTO MPOrPaMMHOI0 00eCIIeUeHHUS
Oo6ecnieubte goctynmHocth mo URL - http://mon.au-team.irpo ams ceteit
odpuca HQ, BHECUTE N3MEHEHHS B UHPPACTPYKTYPY pa3pelieHus] JOMEHHBIX
UMEH
Monutoputs Hy)HO yctpoiictBa HQ-SRV u BR-SRV
B MoHUTOpHHIE JOJKHBI BU3yalbHO 0TOOpaxaThcs Harpy3ka Ha LII1, o0bem
3aHaTON OIl 1 OCHOBHOTO HAKOTIUTEIA
JloruH u maposs A cy>k061 MoHuTOpHuHTa admin P@sswOrd
Opranusyiite noctyn k MouutopuHry s HQ-CLI, 6e3 BHemHero goctyna
Bribop mnporpammuoro ooOecrnedeHus, OCHOBAHHE BBIOOpAa M OCHOBHBIC
napaMeTpbl € YKa3aHHeM TMOpTa, Ha KOTOPOM paboTaeT MOHUTOPHHT,

OTMETHTE B OTUETE
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Peanuzyiite mexanu3m nHBeHTapuzauuu Mamud HQ-SRV u HQ-CLI uepes

Ansible na BR-SRV:

[Tneibyk momkeH cooupath nHPOpPMAITHIO 0 padOYHX MECTax:

Nmsa komnproTepa

IP-anpec kommbroTepa

[TnetiOyk, noikeH OBITh pa3MEIIeH B JAUPEKTOpHH /etc/ansible, oTuéThl B

noaaupexkropun PC-INFO, B dopmare .yml. Dalinbsl q10KHBI Ha3bIBACTCS

MMEHEM KOMIBIOTEPa, KOTOPBIN ObLIT MHBEHTAPU3UPOBaH

@aitn nneiOyka pacnonaraerca B oOpaze Additional.iso B aupekTopuu

playbook

Ha HQ-SRV mnactpoiite nporpammuoe obecniedenue fail2ban st 3ammrhbl

ssh

VYkaxure nopt ssh

HpI/I 3 HCYCIICHIHBIX aBTOPU3aAlHAX aAPCC aTAKYIOHICTO II0IIaJacT B OaH

ban npousBoautcs Ha 1MunyTy

10.Hacrpoiika pe3epBHOT0 KOMUpOBaHMs TUpeKkTopru cepBepa HQ-SRV:

Ha HQ-SRYV pa3zBepHyTh IporpaMmMHOE 0OECTIICUCHHE JIJIsi PE3EPBHOTO
KOIHUPOBAHUSI U BOCCTAHOBJICHHSI JTAHHBIX C 3allUTON OT BUPYCOB-
I POBATIBIIIUKOB

B kadecTBe pelIeHHs PEKOMEHIYETCS MCIOJIb30BaTh MPOrPaMMHOE
obecnieuenue Kubdep bakan Bepcuu 17.4 unum ananor

Hacrpoiite opranuzaruto irpo

HactpoiiTe monp3oBarens ¢ mpaBamMu aJIMUHUCTPATOpA HA CEPBEPE
HQ-SRV, ums nons3oBatens irpoadmin ¢ naposiem P@sswOrd
VYcranoBure Ha HQ-CLI areHT ¢ (QyHKUMSAMH y371a XpaHWIMILA U
MOJIKJIFOYHUTE €T0 K CEpBEPY YNpPaBICHUS

Ha y3ne xpanwmmma HQ-CLI cozpaiite mupexropuio /backup u
BbIOEpUTE €€ B KaUeCTBE YCTPOUCTBA XpaHEHUS

Cozpnaiite qBa m1aHa pe3epBHOro konupoBaHus s cepsepa HQ-SRV
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* IUJIaH JUIsl PE3€pBHOTO KOMMPOBAHUS AUPEKTOPHUU /etc U Bcex e
MOJTUPEKTOPUI
* IUTaH JJIs PEe3epPBHOTO KOMUpPOBaHUA 0a3bl naHHbIX webdb tuma
mysq|l
* BrmonHuTe pe3epBHOE KOMUPOBAHHME AUPEKTOPUHU /etc M Bcex eé
noaaupexropuii cepsepa HQ-SRV na yzen xpanennsst HQ-CLI
* BrmosnHuTE pe3epBHOE KomupoBaHUE 0as3bl JaHHBIX webdb ceppepa

HQ-SRYV na y3en xpanenus HQ-CLI

Heobxoaumble MPUIIOKEHUS:

Tpun_1_ 03 KOJI 09.02.06-1-2026-M3.txt
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[Tpunoxenue 1 x Tomy 1

OLOCHOYHBIX MAaTCPpHUAJIOB

Pexomenaanuu no ¢popmupoBannio BapuatuHoit yactu KO/,

BAPHATHUBHON YaCTH 32IaHUSI M KpUTepueB oueHuBanus s 19 IIY

OOpazoBaTenbHass OpraHM3alus IMPU HEOOXOJUMOCTH CaMOCTOSTEIHHO
dbopmupyeT conepkanne BapuatuBHor yactu KOJl, BapuaTuBHOM YacTH 3aaHUS U
KputepueB oueHuBanus s [10 1Y Ha ocHOBe KBanM(pUKaMOHHBIX TPEOOBaHUM,
3asBJICHHBIX  OpraHu3alusaMu, paboTomaTeNsiMH, 3aMHTEPECOBAHHBIMH B
HOJATOTOBKE KaJpOB COOTBETCTBYIOUIEH KBaJu(pUKALMM, B TOM YHUCIE
ABIIIOIIMMUCS ~ CTOPOHOW  JIOTOBOpa O  CeTeBOM  ¢opMe  peaiusanuu
o0pa3oBaTeNbHBIX MNporpaMM U (WJK) AOTOBOpa O MPAKTUYECKOW IMOJTOTOBKE
00yJaroImxcs.

[Ipu dhopmupoBanun conepkanust BapuatuBHoM yactu KO mnsa D 1TV
PEKOMEHIyeTCsl UCIOIb30BATh HIXKECIEAYIOINE (POPMBI TaOIHUL.

Nudopmanus o npogomkuTeabHocTd 1D npopuiIbHOTO YPOBHS € YUETOM
BapuaTUBHOM YacTu hopmupyetcs o ¢popme corsiacHo tadmume No 1.1.

Tabmmia Ne 1.1

CocraBHasi 4acTh
Bun KOJ IponomxurensHocts 19
Yposens /1D
aTrecTaluu (uHBapuaHTHasi/ (ne 0oJ1ee)
BAPUATHBHASA YaCTh)
0 u. 00 MuH.
COBOKYITHOCTB
N . <npoooIHCUMETLHOCb HE
I'MA PO UIBLHBIN MHBapUaHTHOU U

N . bonee 5 acmponomuueckux

BapUaTUBHOW YacTei

yacoe>

ConepxarenbHast cTpykTypa BapuatuBHou wactu KO mns D IIY
(xBanmuukanmoHHbie TpeboBaHusi paboromareneii) Qopmupyercss 1o ¢opme

coriiacHo tabmuite Ne 1.2.
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Taomura Ne 1.2

e Buj nessiteabHOCTH Ilepeuennb IlepeyeHb oneHUBaEeMbIX
I /;1 (Bua npogeccuoHANBHOM OLICHMBAEMBbIX YMEHHUii, HABbIKOB
JAeATeIbHOCTH) OK, IIK (MPaKTHYECKOr0 ONbITA)

Pacripenenenne OamioB mo kputepusMm oneHuBanms g JD  I1Y
(BapuatuBHas yactb) B pamMkax ['MA ocyiecTBiiseTcs mo ¢popMe COriiacHo TabuIe
Ne 1.3.

Tabmuma Ne 1.3

Bua nesTeapbHOCTH
Ne . .
u/n (BuA npogeccHOHATBHOM Kpurepuii ouennBanus Bbaubl
JesITeJIbHOCTH)
0,00
0,00
0,00
BCEI'O (BapuaruBHas yactb KOJI) 25,00

[Tpu bopmupoBanuu BapuatupHout yactu KO/ qys 1D [1Y B wactu nepeuns
000OpyIOBaHUsI U OCHAIIEHUS, PACXOJHBIX MATEpUaJOB, CPEICTB OOyYeHHS U
BOCITUTAHUSI PEKOMEHYETCS UCTIOIb30BaTh (popmy Tadmuiel Ne 10 Toma 1 OM.

[Tpu popmuposanuu BapuatuHoi yactu KO/ nist 19 I[TY npumepHbIit miian
3aCTPOMKH TUIOMIAIKH MPHU HEOOXOIUMOCTH MOKET OBITh JIOMOJHEH 00BbEKTaMH
y4eOHO-TIPOM3BOICTBEHHOW HH(PPACTPYKTYpPbl, HEOOXOAMMOW [JIsi BBIIOJHEHHUS
BapuaTuBHOM 3aaanus /IO [1VY, papabaTeiBaeMoil 00pa3oBaTelibHON OpraHu3anuen
C ydacTheM paboToaaTescii.

Bapuarusnas yacts 3aganus 2 ITY ¢popmupyercs no odpasiy:

BapuaTtuBHasi yactp 3aganue aas 'HA 19 ITY
Moayas n. <HauMeHOBaHMe BBINOJIHAEMON 3a1a4m>
Texcm
Heobxoaumbie MpuIoKeHUs:
Moayas n. <HauMeHOBaHMe BBINOJHAEMOM 3a1a4ym>
Texcm

Heobxoaumbie MpuioKeHus:
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Kputepun ouenuBanusi BapuatuBHoil yactu KOJI (k BapuaruBHO# uactu 3ananus 1D I1Y) dbopmupyrorcs coriacHo

tabiuie Ne 1.4,
Tabmuua Ne 1.4
Onucanue oLEeHKH
MTOIKPUTEPHS
IToakputepuit Konkpernsie Omwcanue Bec
Bup nestensHocTn K . OLICHMBAHUS OLlCHUBaeMble | pe3yiabrata | MaKCHUManbHBIH | MOJKPUTEPHS: Utoroserit
/ Bun pHTCpHH (ymenws, JIeUCTBUSA BBITIOJTHEHUS 0aJy1 OLICHKHU - HE MEHEe MaKCHUMAaJIbHBIN
. OILICHUBAHUS Monynb ]
npodeccuoHaNIbHON (OK, TIK) HaBBIKH/ (omepammu) | KOHKPETHOTO MTOAKPUTEPHS 0,5; Oamn
JIeITeIbHOCTH ’ MpaKTHYECKUN WM Habop JIeHCTBUS - 2 baia - mar 0,5; MOIKpUTEPUS
OTIBIT) JedcTBUi Juia | (omeparuu) - He Oonee 3.
OIIEHKH MOIKPUTEPHUS
IO AKPUTCPHS B Oayrax
2
2
2
2
2
BCETI'O (BapuatuBHas yacte KOJI) 25,00

Cxema orieHuBanus (B 6aiax) npeacrasieHa B Tadmuie Ne 1.5.

Taomuma Ne 1.5

CxeMa olleHUBAHUSA

2 0anna | gelicTBue (onepaisi) BIIOIHEHO B MOJHOM Mepe COrJIaCHO YCTaHOBJIEHHBIM TPEOOBAHUSM
1 6amn neiicTBue (orepanys) BHITOTHEHO, HO HUXKE YCTAaHOBJICHHBIX TPeOOBaHUH (MMEIOTCS He3HAUUTEIbHbIE
OIIMOKH)
0 dannoB | nelicTBUE (ONEpAlLMs) HE BBIIIOJIHEHO, PE3YNIBTAT OTCYTCTBYET
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[Tpunoxenue 2 k Tomy 1

OLOCHOYHBIX MaTCpHUajioB

IIpumepHbIi I1aH 3acTPoiiky womaaku /13, nposogumoro B pamkax ITA

2m

3oHa A - Pabouee mecro
4,5m2

2,25m

Y

—

3o0Ha b~ Mudpacrpykrypa
obwero nonbL3oBaHUA

YcnosHbie 0603HaveHma

r—

-

-1 - Ceprep Cryn
! !. (wnw yeayru LLOA) :
—
+ Anteuxa Cron
—
o

Ornerywmnrens st
Edp ¢ coope

-

Nograosesne v INEHTPI ECHAA
k 1IBC pozerwa 2308
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[Tpunoxenue 3 k Tomy 1

OLOCHOYHBIX MaTCpHUajioB

IIpumepHbIii m1aH 3acTpoiiku momaaku /13 BY, nposoaumoro B pamkax 'HA

2m

3oHa A - Pabouee mecro
4,5m2

2,25m

Y

—

3o0Ha b~ Mudpacrpykrypa
obwero nonbL3oBaHUA

YcnosHbie 0603HaveHma

r—

-

-1 - Ceprep Cryn
! !. (wnw yeayru LLOA) :
—
+ Anteuxa Cron
—
o

Ornerywmnrens st
Edp ¢ coope

-

Nograosesne v INEHTPI ECHAA
k 1IBC pozerwa 2308
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[Tpunoxenue 4 k Tomy 1

OLOCHOYHBIX MaTCpHUajioB

IIpumepHbIi m1aH 3actpoiiku miuomaaku /13 ITY, nposoaumoro B pamkax 'MA

2m

3oHa A - Pabouee mecro
4,5m2

2,25m

Y

—

3o0Ha b~ Mudpacrpykrypa
obwero nonbL3oBaHUA

YcnosHbie 0603HaveHma

r—

-

-1 - Ceprep Cryn
! !. (wnw yeayru LLOA) :
—
+ Anteuxa Cron
—
o

Ornerywmnrens st
Edp ¢ coope

-

Nograosesne v INEHTPI ECHAA
k 1IBC pozerwa 2308




