®EJIEPAJIBHOE TOCYJJAPCTBEHHOE BIOJ)KETHOE OBPA3OBATEJIbHOE YUPEX/IEHUE
JIOTIOJTHUTEJILHOT' O ITPOPECCUOHAJIBHOI'O OBPA30BAHUS
«MHCTUTYT PA3BUTHUS MTPO®ECCUOHAJIBHOI'O OBPA30OBAHMS»
(®I'BOY JI10 UPIIO)

AEMOHCTPALUOHHBIN
9K3AMEH

YTBEPXIEHbBI
npukazoM ®I'6OY II10 UPITO
ot 29.09.2025 Ne 01-09-538/2025

EJUHBIE OHEHOYHBIE MATEPUAJIBI
JAEMOHCTPAIIMOHHOI'O OK3AMEHA

Tom 1
(KOMILIEKT OIICHOYHOM JOKYMCHTAIINH)

Konx wu HammenoBanme mpodeccuu | 09.02.06 CereBoe u CHCTEMHOE

(cenuaJbHOCTH) CpeAHero | aIMIHUCTPUPOBAHUE

npo¢eccCHOHATBLHOT0 00pPa30BaHNSA

HaumeHnoBanue kBadnpukannu | CUCTEMHBIN aIMUHUCTPATOP

(HaMMeHOBaHWE HATIPABICHHOCTH ) (Okcnmyaranus 00BEKTOB CeTeBOM
UH(QPaCTPYKTYphI)

denepanbHbIN rocynapctBeHHblld | PI'OC CIIO no cnenuansHocTH 09.02.06

oOpasoBaTenbHbI  cTaHmapt cpeaHero | CereBoe u CHUCTEMHOE

npo¢ecCHOHAIBHOTO  00pa30BaHUsl IO | AAMUHUCTPUPOBAHUE, YTBEPKACHHBII

npodeccun (CHenuaIbHOCTH) CpexHero | mpukazoM Munnpocsemenuss Poccun ot

PO eCCHOHAITBHOTO obpazosanus | 10.07.2023 Ne 519

(P1T0C CII0):

Bungs! arrectanuu:

['ocynapcTBeHHas UTOrOBasi aTTeCTalus

[IpomexyTouHas arrecTanus

YPpOBHM IEMOHCTPALIMOHHOTO SK3aMeHa.:

bazoBeiii

[TpodunbHbIit

Mudp KOMILJIEKTA OLICHOYHOM

JIOKYMEHTAIIUH:

KO/ 09.02.06-3-2026
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1. CIIMCOK MCHOJIb3YEMBIX COKPAIIIEHUMN
I'mA - TOCYyJapCTBEHHAsl UTOrOBas aTTecTanys
Jlic - JIEMOHCTPALMOHHBIN DK3aMEH
12 BY - JIEMOHCTPAlMOHHBINA 3K3aMEH 0a30BOTr0 YPOBHS
I 1Y - JIEMOHCTPAIMOHHBII 3K3aMeH NPOPUIBHOTO YPOBHS
KO - KOMIUIEKT OLEHOYHOU TOKYMEHTALUN
OK - o0mas KOMITeTCHIIUS
oM - €IUHBIN OLICHOYHBIA MaTepHrall
IHA - [POMEXYyTOYHAas aTTeCTalusl
K - 1podeccroHanbHas KOMIIETEHIINS
CI1O - cpennHee npodecCHOHAIBHOE 00pa30BaHUE
OI'OC CIIO - (denepanbHblii roCyJapCTBEHHBIN 0o0pa3oBaTeIbHBIN
CTaHJApPT CpeIHEro MpogecCHOHaIbHOIO OO0pa3oBaHMsI, Ha
OCHOBE KOTOpPOTO pa3paboTaH KOMIUIEKT OLIEHOYHOM
JIOKyMEHTAIUU
oIad - LEHTp IPOBEACHUA IEMOHCTPALIMOHHOIO DK3aMEHa
2. CTPYKTYPA KOJ
Crpykrypa KO/ BKItOUaeT:
1. KOMIUIEKC TpeOOBaHUW [JIi TPOBEJACHUS JEMOHCTPAI[MOHHOTO
DK3aMEHa,
2. nepedyeHb O0OpPYJIOBaHUS M OCHAIIEHMS, PACXOJHBIX MaTepUaloB,

CpPeACTB 00yUYEHUS U BOCITUTAHUS,

3. MPUMEPHBIN TIJIaH 3aCTPOMKH Tiomanku J13;
4 TpeOOBaHMS K COCTaBY SKCHEPTHBIX TPYIIII;
S. UHCTPYKIUU IO TEXHUKE 0€30IaCHOCTH;

6 oOpa3err 3a/1aHusl.



3. KOJ

3.1 KomMiuiekc TpeGoBanmii s npoBeaenns /19

Hpumennmocts KOJ. Hactosimuit KO/l npenna3zHaueH 1Jisi Opranu3aiviu u
npoBeneHus /19 (ypoHel /D) B paMkax BUJIOB aTTeCTallUi IO 00pa30oBaTeIbHBIM
nporpammam CIIO, ykazanubim B Tabmuiie Ne 1.

Tabmuma Ne 1

Buja arrecranuu Yposens /1D

ITA i

TUA bazoBriit }ipOBeHB
[Tpo¢unbHBIi ypOBEHb

KO/ B uwactu ITA, TUA (1D BY) pa3pabotan Ha OCHOBE TpeOOBaHHIA K
pe3ynbTataM OcBOeHHsI oOpazoBaTenbHOM mporpammbl CIIO, ycTaHOBIIEHHBIX B
cootBercTBrM ¢ ®I'OC CIIO.

KO B wactu TMA (D I1Y) pa3paboraH Ha OCHOBE TpeOOBaHHIA K
pe3ynbTataM OcBOeHHsI oOpazoBaTenbHOM nporpammbl CIIO, ycTaHOBIIEHHBIX B
cootBerctBUM ¢ PI'OC CIIO, Bkiatoyas KBadU(pUKALMOHHBIE TpeOOBaHUS,
3adBJICHHbIE  OpraHU3alUsMU, padOTONATENsIMH, 3aMHTEPECOBAHHBIMH B
MOJATOTOBKE KaJIpOB COOTBETCTBYIOIIEH KBATH(PUKALINH.

KO/l B wactu 'MA (JID 1Y) BK/IIOYaeT COCTaBHBIC YaCTH - HMHBAPHUAHTHYIO
4yacTh (0053aTeNbHYIO YacTh, YCTaHOBIEHHYI0 HacTosmM KOJI) u BapuaTuBHYIO
4acTh (HeoOs3aTeNbHYI0), COJACpP)KaHHE KOTOPOM ompeaessieT oOpa3oBaTeabHas
OpraHu3alysl CaMOCTOSITEIBHO Ha OCHOBE COJIEp)KaHHUS peaju3yeMOil OCHOBHOM
oOpazoBarensHO# mporpammbl CIIO, Bktouas kBanuduKAIMOHHBIE TPEOOBAHUS,
3asiBJICHHbIE  OpraHu3alusMd, paboTOAATENsIMH, 3aUHTEPECOBAHHBIMU B
NOJIFOTOBKE  KAaJpOB  COOTBETCTBYIOLIEH KBaJu(pUKALMU, B TOM  YHCIE
ABJIIONIMMUCS ~ CTOPOHOM  JIOroBOopa O  ceTeBo  (opme  peanu3anuu
oOpaszoBaTeIbHBIX MporpaMM W (WJIM) JIOTOBOpAa O MPAKTHUYECKON MOATOTOBKE

00yJaroImxcsl.
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O0mue oprann3anoOHHbIE TPeOOBAHUSA:

1. JID HampaBieH Ha ONpENEICHHE YPOBHS OCBOCHHS BBITYCKHHUKOM
MaTepuaia, MPEeTyCMOTPEHHOTO O00pa30BaTeIbHONW MIPOTPaMMOM, W CTETIICHU
c(hOpMHUPOBAHHOCTH MPOPECCUOHAIBHBIX YMEHUI W HABBIKOB MyTEM IPOBEACHHUS
HE3aBUCUMOU 3KCIEPTHOM OIIEHKH BBIMOJHEHHBIX BBITYCKHUKOM MPAKTUYECKUX
3aJIaHUM B YCIIOBUSIX PEAJbHBIX WIM CMOJICIUPOBAHHBIX MPOU3BOJCTBEHHBIX
IIPOIIECCOB.

2. 19 B pamkax ['MA npoBoautcs ¢ ucnonas3oBanueMm KOJI, BKITFOUEHHBIX
oOpa3oBaTenbHBIMU OpraHu3anusaMu B mporpammy ['MA.

3. 3aganusa JID pmoBomsATCcs OO TJIABHOTO  3KCIEpTa B JCHb,
MPEIIIECTBYOMMN JHIO Hadana /(3.

4, OOpazoBaTenbHast ~ opraHuzanus  oOeclieyuBaeT  HEOOXOJIUMBIE
TEXHUYECKHUE YCIOBUS ISl 0OecrieueHusl 3aiaHus MU BO BpeMs 1D oOyuarommxcs,
yneHoB [ DK, 4iieHOB dKCnIepTHOM TPyIIIIBI.

5. JO mpooautrcs B ILII/ID, mpeacraBistomemM coOOM IUIOMIAIKY,
000pyI0BaHHYIO U OCHAIIEHHYIO0 B cooTBeTCcTBUU ¢ KO/I.

6. ITID MoxkeT pacmojaraTbCsi Ha TEPPUTOPUH O0OpPa30BATEIHLHOMN
OpraHu3allvy, a MpU ceTeBoM (hopMe peasin3alur 00pa30BaTEIbHBIX MPOrPAMM —
TaKk)k€ Ha TEPPUTOPUU HHOW OpraHu3anuu, oO0jagaromeid HeoOXOAUMbIMU
pecypcamu juist opranuzanuu LIT/13.

1. Oo6yuarontuecsa npoxoast D B LIIID B cocTaBe 3Kx3aMeHaIIMOHHBIX
TPYIIIL.

8. OOpazoBaTenbHasi OpraHU3aIus 3HAKOMUT € TIaHOM TpoBeAeHus 13
oOyuarommmxcsi, caaromux J13, u nuiy, odecneunBaronux rnposeaeHue /19, B cpok He
MO3/IHEE YeM 3a 5 pabouux JHEH 0 JaThl IPOBEACHUS DK3aMeHa.

9. KomnuectBo, oOmas Ioiomaab W COCTOSHHE  IOMEICHUH,
MpeoCTaBIsIeMbIX ISl poBeaeHus /13, nomkHbl o0ecneunBaTh npoBeaeHue /O B
cootBercTBUM ¢ KO/I.

10. He mo3nHee yem 3a oauH pabouuii JeHB A0 AaThl mpoBeaeHus 3

IJIABHBIM 3KCIEPTOM MPOBOAMTCS MpoBepka roroBHoctu LIIJID B mpucyrcTBUUM



YJICHOB JKCIIEPTHOM TPYNIbl, OOYYAIONIMXCS, a TaKKe TEXHUYECKOro SKCHepTa,
Ha3HA4YaeMOIro OpraHu3alKeil, Ha TEPPUTOPUM KOTOpor pacnonoxken LI/,
OTBETCTBEHHOTO 3a COOJIIOJICHUE YCTAHOBJICHHBIX HOPM U MPABWJI OXPaHbl TpyJa U
TEXHUKU O€30IaCHOCTH.

11. T'maBHBIM 3KcniepTOM ocyiecTBisieTcs ocmotp LIIT/I3, pacnipenenenue
00s3aHHOCTEH MEXIy WICHAMH SKCIEPTHOW TPYMNIBI IO OIEHKE BBITTOJTHCHHS
3amanuid /1D, a Takke pacrpeiesieHHe paboyux MECT MEXIy O0O0y4arolluMHUCS C
UCIIONIb30BaHUEM crocoba ciay4ailHoOW BbIOOpKkH. Pe3ynbTaTsl pacmpeneneHus
00s13aHHOCTEM MEX]y YJE€HAMHU HKCIIEPTHOM TPYIIbI U pacrpeaesieHuss padbodynx
MECT MeXay oOOydarommmucs  (UKCUPYIOTCS  TJIaBHBIM ~ JKCIEPTOM B
COOTBETCTBYIOIIUX MPOTOKOIAX.

12. OOyuaromuecss 3HAKOMSITCS CO CBOMMH pPabOYMMHU MECTaMH, IO/
PYKOBOJICTBOM TJIaBHOTO JKCIIEpTa TaKX€ MOBTOPHO 3HAKOMSTCA C ILUIAHOM
npoBeneHud 1D, yCIIOBUSIMM OKa3aHWs NEPBUYHOW MEIUIIMHCKOM IMOMOINM B
HITJID. ®akT 03HAKOMIICHHSI OTPa)kaeTcsi TJABHBIM SKCIEPTOM B IPOTOKOJIE
pacripesiesieHus: pabounx MecT.

13.  Jomyck obyuarormuxcs B I{ITJID ocymiecTBiaseTcs TIIaBHBIM 3KCIIEPTOM
Ha OCHOBAHUHM JIOKYMEHTOB, YI0CTOBEPSIOIINX JIMYHOCTb.

14. OOpa3zoBarenbHas opraHu3aius o0s3aHa HE MO3JHEE YeM 3a OJIUH
pabouuii eHb 10 IHS npoBeaeHus 1D yBeJOMUTH TIIABHOTO JKCTepTa 00 y4yacTuu
B npoBesieHnu /[ ThioTopa (accucTeHTa).

15. Jlmga BbIMOJHEHHMS 3aJaHWM  JTaHHOTO KOMIUICKTAa  OIEHOYHOM
JIOKyMEHTAIlMU HE TpeaycMaTpUBaeTCsi Haimudue (MPHUCYTCTBHE) TOOPOBOJIBIIEB

(BOJIOHTEPOB).



TpeooBanue k npogo/LxuTeabHOCTH 1. [IponomxurensHocTs /12

3aBUCHUT OT BHJIa aTTecTanuu, ypoBHs 19 (Tabmuma Ne 2).

Tabmua Ne 2
CocraBHasi 4acTh
Bun Vposens 19 KO HpO[lOJI)KI/ITfJIbHOCTb
arTecTaluuu (uHBapuaHnTHasi/ a9
BapHATHBHAs)

ITA - HHBapuaHTHAs 4acTh 1 4. 00 muH.
I'MA 0a30BbII MuBapuanTHas 4acTh 2 4. 30 MuH.
I'MA npOoUIBbHBINA HHBapuaHTHAs1 4acTh 4 4. 00 MuH.

COBOKYITHOCTb
I'A pOGUIbHBINA MHBAapUAHTHON U He 0oJee 5 4. 00 MuH.
BapHaTHBHOW YacTel

! MaxkcumanpHas MMPOAOJLKUTCIIBHOCTD ACMOHCTPALIMOHHOT'O K3aMEHaA.



TpedoBanus k conep:xxkanuio KOJl. Equnoe 6azooe siapo conepxxanust KO/l (tabmauna Ne 3) copmMupoBaHo Ha OCHOBE

BHUJIa JIEATEIBLHOCTH (BHaa TpodeccuoHanbHOM nedaTenbHOCTH) B cooTBeTcTBUU ¢ DPI'OC CIIO u sBusercs ooOiei

coJiepKaTesIbHOW OCHOBOM 3afaHuit /D BHE 3aBUCUMOCTH OT BHJIa aTTeCTalluu U ypoBHs [19.

Tab6mauia Ne 3

EJIUHOE BA3OBOE S1JIPO COJAEPKAHUS KOJI?

Bua nesareabHOCTH/
Bun npodeccnonagbHoi

IlepevyeHb OleHUBaEMBbIX

IlepeueHnb oleHMBaeMbIX YMeHHIi, HABBIKOB

OIICPAIOHHLIX CUCTEM

TCXHOJIOITMHM dJIs1 BBIIIOJHCHHUA 3aaad HpO(bGCCHOHaHBHOﬁ
JACATCIIBHOCTH

OK/MIIK (mMpaKTHYeCKOro onbITA)
AeSITeJIbHOCTH
Opranuzanus cereBoro | OK. Mcnonb30BaTh cOBpeMEHHbIE CPEJICTBA [TOUCKA, aHANN3a | YMEHHE:  OoQOpMIIATH  pe3yibTaThl  IIOHCKA,
aIMUHUACTPUPOBAHHUSI U UHTeprnperanuu HMHOOPMALUU, U HHPOPMAIMOHHBIC | IPUMEHSTh cpencTaa UH()OPMAIIMOHHBIX

TEXHOJIOTHH JIJIsI PCUICHUA HpO(l)CCCI/IOHaJ'IBHBIX
3aga4

Hactpotika CETeBOM

MHQPACTPYKTYpHI

IIK. TIlognepxxuBatb paboTOCHOCOOHOCTh — ammapatHo- | HaBbIk: BBINOIHEHHS JUATHOCTHKH amlapaTHBIX
IIPOrpaMMHBIX CPEXCTB YCTPOMCTB | OIMOOK yCTPOMCTB HH(OKOMMYHHUKAIIMOHHBIX
UH(POKOMMYHHUKAITMOHHBIX CUCTEM CUCTEM
VYMeHue: NPUMEHATh HHCTPYKIMH [10 YCTAHOBKE U
HKCIUTyaTaluy nepudepuitHoro 060py1oBaHus
I1K. Ycerpanate HEUCIIPAaBHOCTH B pabote | HaBblk: BbIsIBIEHHE COOEB M OTKa30B CETEBBIX

I/IH(i)OKOMMYHI/IKaHI/IOHHI)IX CHUCTEM

YCTPOMCTB M ONEPALMOHHBIX CHCTEM

HaBbik: omnpeneneHne cO0e€B U OTKAa30B CETEBBIX
YCTPOMCTB M ONEPALMOHHBIX CUCTEM

OK. Hcnonb30BaTh COBpEMEHHBIE CPEACTBA [IONCKA, AHATIN3A
U UHTeprpeTanuu HHOpMalUuU, U HUHGPOPMAIMOHHbBIE
TEXHOJIOTUM Ul BBIIOJHEHUS 3a7ad TNpodhecCHOHAIbHON
JIeSITEIIbHOCTH

VYMeHue: CTPYKTYypHUPOBAaTh
nH(pOpMaLIHIO

MoJIy4acMyro

2 Enqunoe 6azoBoe aapo coaepskanns KOJI — o6mas (ckBo3Has) yacth equnoro KOJI, otHocamasics ko Bcem Buaam atrectamuu (THA, TTA) BHe 3aBHCHMOCTH OT ypoBHS J1D.




K. JIokymMeHTupOBaTh COCTOSIHUS
MH(POKOMMYHUKAIIMOHHBIX CUCTEM M MX COCTABIAIOLIMX B
IIPOLECCE HANAJKHU U DKCILTyaTalluu

Hagbik: JIOKYMEHTHPOBAHUS 6a30Boii
KOHQUrypalMyd W HOPOrpaMMHOro obecnedeHus
YCTPOHCTB MH(POKOMMYHHUKAIIMOHHBIX CHCTEM

[IK.  OcyuiecTBiarh  pe3epBHOE  KONMMpOBaHHE U | YMeHHe: padoTaTh ¢ cepBepaMH apXHUBUPOBAHUS
BOCCTAHOBJICHHE KOH(UTYpaIlMl CETEBOTO OOOPYIOBAaHUS | U CPEICTBAMH  YIPABJICHHS  OINEPAIIMOHHBIX
MH(GOPMaLMOHHO-KOMMYHHUKAIIMOHHBIX CHCTEM CUCTEM
OKcmtyaranus o0bexToB | OK. Mcronb30BaTh COBpEMEHHBIE CPEICTBA IOUCKA, aHANIN3a | Y MEHUE:! CTPYKTYypHUpOBAThH [10JIy4aeMYo
ceTeBor MHQPPACTPYKTYphl (110 | 1 HHTepHperaund uHPOpMaluuud, U UHPOPMAIMOHHbIE | HHPOPMAIUIO

BBIOOpY)

TEXHOJIOTUM JUIS BBIOJHEHHUSA 3a7ad TNpo(hecCHOHAIbHON
JeATEIbHOCTH




ConepxxarenpHas ctpykrypa KO/l npencrasiena B Tabnuiie No 4.

Tabmauma Ne 4
Bun nesareanHoctH / Bun IlepeyeHb oneHMBaEeMbIX TUA TUA
N IlepeyeHb onleHMBaEeMbIX . 3 Ne
npodeccuoHaIbLHOM OK, 1IK YMeHUil, HABbIKOB ITA a9 a9 Monyast
1eITeJIbHOCTH (IpaKTHYeCKOro onbITa) bBY Iy
NuBapuantHas yactb KOJL
Hactpoiika cereBoit | OK. Ucnonb3oBars | YMeHue: CTPYKTYpHUPOBATH
HHPACTPYKTYPHI COBpPEMEHHBIC Cpe/CTBa | MOIy4aeMyro HH(OpMaIuio
MIOUCKA, aHanu3a u
HUHTEpIpETALI
uHpopmanuu, u ] ] ] 1,3
MH(pOpMaLMOHHbIE
TEXHOJIOTMH JJI BBIIIOJIHEHUS
3ama4  TpoheCCUOHATBLHOM
JIeATEIbHOCTH
I1IK. [TonnepxuBats | HaBbIK: BBINOJHEHUS JUArHOCTUKU
paboToCrocoOHOCTh anmapaTHeIX OIIMOOK YCTPOMCTB ] [ [ 1
anmapaTHO-TIPOTPAMMHBIX MH()OKOMMYHHMKAITMOHHBIX CUCTEM
CpenCTB YCTPOMCTB | YMeHHE: NPUMEHSATh HHCTPYKIHH
WH()POKOMMYHHUKAITMOHHBIX M0 YCTAaHOBKE W OJKCIUTyaTalllH ] [ [ 1
CUCTEM nepudepuiinoro 000py/10BaHus
K. VYcrpanare | HaBbik:  BbIsIBIeHHE cO0eB U
HEUCTIIPAaBHOCTH B  paboTe | OTKa30B CETEBHIX YCTPOHCTB U ] [ [ 1
WH()OKOMMYHHUKAITMOHHBIX OTEPAIIMOHHBIX CUCTEM
cUCTEM HaBrik: ompenenenne c6oeB
OTKAa30B CETEBBIX YCTPOWCTB H [ [ | [ | 1
ONEPALMOHHBIX CUCTEM

3 Conepxanne KO/I B wactu ITA paBHO conepikaHuio emHOro 6a3oBoro sapa conepxkanus KOJI.
4 . o
HanmenoBanwne BrITonHseMO# 3a1aun 1 Ne Mo tysist onpeziesieHbl IepedyHeM MOTyJIed B 3aBUCHMOCTH OT BHAA aTTeCTaluy M ypoBHS [13.
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K. JlokymentupoBars | HaBblk: JOKYMEHTUPOBAHHUS
COCTOSTHUS 6azoBoit KOH(UTyparuu u
MH(POKOMMYHUKAITUOHHBIX IIPOrpaMMHOI0 oOecnieyeHus 1
CUCTEM U MX COCTABJIAIOIIUX B | YCTPONCTB
nporecce HaJaJKN U | ”HPOKOMMYHUKAIIHOHHBIX CUCTEM
HKCILTyaTaluu
IK. OcymecTBisaTh | YMeHue: pabotatb € cepBepaMu
pe3epBHOE KOMHMPOBAHHE U | apXUBUPOBAHUS M CpEICTBaMU
BOCCTAHOBJICHUE yIpaBiIeHUS OIEepaIMOHHBIX
KOH(UTypauu CETEBOTO | CUCTEM 1
000pyI0BaHUs
nH(pOpMaIIMOHHO-
KOMMYHHMKAIIMOHHBIX CUCTEM
OKcIutyaTanus oobekToB | OK. Hcnonb3oBath | YMeHue: CTPYKTYypUPOBAaTh
ceTeBOil HMH(]pacTPyKTyphl (IO | COBPEMEHHBIE CpEJICTBA | MOJIy4aeMyr0 HH(POPMAIUIO
BEIOODY) MTOMCKA, aHaM3a u
MHTEpIIpETALUU
uHpopmanuu, u 1,3
MH(pOpPMalLlMOHHbIE
TEXHOJIOTHH JIJIs1 BBINIOJIHEHHUS
3amady  mpodecCuoHaTbHOM
JESITEIIBHOCTH
IK. OcymectBnsth | HaBblk: HCIIOJIb30BAThH
IIPOEKTUPOBAHHE CETEBOM | CIIELUANIbHOE IIPOrpaMMHOE
MH(QPaCTPYKTYpBI oOecrnieyeHre A MOJEIUPOBAHUS, 3
IIPOEKTUPOBAHMUSI M TECTHUPOBAHUS
KOMIIBIOTEPHBIX CeTeN
Haspik: AHAJIN3UPOBATh,
MPOEKTUPOBaTh M  HACTpauBaTh 3
CXeMbl  TNOTOKOB  Tpaduka B
KOMIIBIOTEPHOU CETH
Ymenue: IIPOEKTUPOBATH 3

JIOKAJIBHYIO CCTh
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YMmenue:  BbIOMpaTh  CETEBBIE
TOIIOJIOTUHU
K. OcymectBisath | HaBblk: MOHUTOPHHT
yCTpaHeHue HETUIIUYHBIX | IPOM3BOJUTEILHOCTH CEpBEpa MU

HEHCIIPaBHOCTEW B pabore
ceTeBoil HHPACTPYKTYPBI

MMPOTOKOJIMPOBAHUA CHUCTCMHBIX U
CETEBBIX COOBITHI

Hagbik: HCIIOJIb30BATh
CIIeIaIbHOe MpOrpaMMHOE
obecrieueHre sl MOJICITHPOBAHUS,
MPOEKTUPOBAHUSI U TECTUPOBAHUS
KOMIIBIOTEPHBIX CeTer

HaBbik:  BBINOJHATH TIOUCK U
yCTpaHEHHUE npoOem B
KOMITBIOTEPHBIX CETSIX

Opranuzanus
aJIMUHUCTPUPOBAHUS
OICPalIMOHHBIX CUCTEM

CETCBOI'0

OK. Hcnonb3oBatk | YMeHue: oQopMisiTb pe3yibTaThbl
COBpPEMEHHBIE Cpe/ICTBa | IOUCKA,  INPHUMEHATh  CPelCTBa
IIOUCKA, aHaJn3a U | ”HPOPMALMOHHBIX TEXHOJIOTUH JUIS
MHTEpIpeTanuu pereHus npodeCcCHOHATIBHBIX
uH(popMaluuy, U | 3a1a4

UH(POPMaLMOHHbIE

TEXHOJIOTHH JJIS1 BBINOJIHEHHUS

3ajjad  1podeccuoHaTIbHON

JIeSITEIIbHOCTH

I1K. AnmuHucTpupoBaTh | HaBblk:  MchpaBieHHs — OMIMOOK
CETEBBIC pecypcsl B | KOH(pUTypaluu CETEBBIX YCTPONCTB

ONCpaAlOHHBIX CUCTCMAX

1 OIICPALNMOHHBIX CUCTEM

YMenue: HCITIOJIB30BAaTh
COBPEMEHHBIE METOJIbl KOHTPOJISA
MIPOU3BOIUTEIIEHOCTH
UH(pOPMAIMOHHO-
KOMMYHHUKAITMOHHOW CHCTEM
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YMeHue: mpuMeHsITh MPOrPaMMHO-
armapaTHbIC CpeIcTBa ISt
IMArHOCTUKA OTKAa30B M OIIUOOK
CETEBBIX YCTPONCTB

YMmenue: INPUMCHATH BHCUIHUC U
IOTaTHBIC IIPOrpaMMHO-aIlIIapaTHBIC

cpeacrTsa IE KOHTPOJIS
MIPOU3BOIUTEIIEHOCTH CEeTEBOI
UHPPACTPYKTYPHI
HH(POPMaIMOHHO-

KOMMyHHKaHHOHHOﬁ CHUCTEMBI

IIK. Ocy1ecTBisITh
MIPOBEJICHUE OOHOBIICHUS
MIPOrpaMMHOTO 0OCCTICUCHHS
OTEPALIMOHHBIX ~ CHUCTEM |
MPUKJIATHOTO ITPOrPAMMHOTO
obecreucHus

HaBpik: 3amycka, MOHUTOpPHHTa W
KOHTpOJIA MpOLEAYpPhl YCTaHOBKHU
MIPHUKJIATHOTO IPOrPaMMHOTO
oOecIeucHus Ha KOHEYHBIX
YCTPOMCTBAX MOJIb30BATEIICH H/HITU
CEpPBEPHOM 000PYIOBAHUHI

HaBbik: BbIMOIHEHHS] OOHOBICHUS
MIPOrpPaMMHOT0 obecrnieyeHus
TEXHUUYECKUX CPEJICTB  COIVIACHO
WHCTPYKIIUU

YMeHue: UCNoNb30BaTh pa3InyHbIe
cCpeacrBa U PCKHUMblI YCTAHOBKU U
OOHOBJICHUS IPOrPaMMHOTO
o0ecrnieuyeHus MH(}OPMaIMOHHO-
KOMMYHUKAIIUOHHOW CHUCTEMBI, B
TOM YHCJIC aBTOMAaTHYCCKUEC

Bapuatusnas yacts KO/{
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BapuaruBnas yacte KO/l dhopmupyercs oOpazoBaTeIbHBIMH OpPraHU3alMsIMH Ha OCHOBE pealln3yeMoil OCHOBHOM
npodeccuoHaibHONW oOpasoBarenbHOl mporpammbl CIIO um ¢ ydeToMm KBadu(UKAIMOHHBIX TpPEeOOBaHUM, 3asBIICHHBIX

KOHKPCTHBIMU OpraHu3aluiaMHu, pa6 OTOJAaTCIIsAIMU,

3aMHTCPCCOBAHHBIMH B IMOATOTOBKC KaApOB COOTBCTCTBYIOL[IGfI

O6pasoBaTesibHa
51 OpraHu3aLUs
npu
HE06X0AUMOCTH

KBaJIM(DUKAIMH, B TOM YKCIIE SIBISIFOIIMMHUCS CTOPOHOI JOroBOpa 0 ceTeBoi (hopme peanusaiii 00pa3oBaTeIbHbIX MPOTrPaMM [ ] camocTosmeso
1 (WJIK) T0TOBOPA O MPAKTUIECKON MOATOTOBKE 00yJaIOIINXCSI. o
Pexomenpanuu no popmupoBanuto BapuatuBHoil yactu KO/I, BapuaTuBHOM yacTu 3ajaHUsl U KPUTEPUEB OLICHUBAHUS el
g J13 ITY npencrasiensl B npuwiiokeHu 1 k HacrosimeMmy Tomy 1 OM
Ilepeyenb MoayJiel B 3aBUCHMOCTH OT BH/Ia aTTeCTAlMM U YPoBHs /1D
r'na
. I'na
Ne Monyas HanMeHoBaHHe BbINOJHAEMOM 3a1a4H 1A 9
O 1y
BY
Monyns | HacTtpoiika ceTeBoii HHGPACTPYKTYpHI ] ] u
Mogyns 2 Opranu3zanus CeTeBOro aJIMUHIUCTPUPOBAHUS ONIEPAIIMOHHBIX CUCTEM [ ]
Monyisb 3 OkcrryaTanys 00BbEKTOB CETEBOM MHMPACTPYKTYPHI ]
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TpedoBanus K oueHMBaHUIO. PacnpeneneHue 3HaYEHUN MaKCHUMAJIbHBIX

OamoB (Tabnuia Ne 5) 3aBUCUT OT BUJa aTTecTauy, ypoBHs /1D, cocTaBHOM yacTu

KOJI.
Ta6nuia Ne 5
CocraBnas yactb KO/I .
Bun MakcuMajabHBII
Yposens 19 (uHBapuanTHas/
arrecTaluu 0aJyn
BAPHUATHBHAS YaCTh)
ITA J19 25 u3 25
CHA A0 BY WNuBapuaHTHas 4acTb 50 u3 50
JIDITY 75u3 75
1A JID 1Y Bapuamusnas wacmo 25 u3 25
A DIy COBOKYITHOCTh HHBapUaHTHOH 1 100 13 100
BapUaTHBHOW YacTel

Pacnipenenenue 6amioB mo KputepusiM orieHuBanus ais 1D B pamkax [1A

npeacTaBieHo B Tabmuie Neo 6.

Taomura Ne 6

Ne
n/n

Bun nesareanHocT /Bung
npogdeccuoHaIbLHOM
JeATeILHOCTH

Kpurepuii onennBanus®

Baaabl

1 | Hacrpoiika
UHPPACTPYKTYPHI

ceTeBon

[Monnepxanue
anmnapaTHO-MPOTPAMMHBIX
YCTPOICTB
CHCTEM

pabotocrnocoOHOCTH
CpEeICTB
MH(POKOMMYHHKAITMOHHBIX

11,00

VcrpaHeHne HeUCHpaBHOCTEH B pabore
MH()OKOMMYHHUKAIIMOHHBIX CUCTEM

10,00

JlokymeHTupoBaHue COCTOSIHHS
MH()OKOMMYHHMKAIITMOHHBIX CUCTEM M HX
COCTABJISIIOLIMX B TPOLIECCE HANAIKU U
JKCIUTyaTalluu

2,00

OcyiecTBienne PE3EPBHOTO
KOTMPOBAHUS " BOCCTaHOBJICHUS
KOH(UTypaIuii cereBoro o0opyaoBaHUs
WH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX
CUCTEM

1,00

Hcnonb30BaHne COBPEMEHHBIX CpPEICTB
MOMCKA, aHaJIW3a M MHTEPIpETaliH
nHdpopmanud, W  HHPOPMAIIMOHHBIX
TEXHOJIOTUI Ui  BBIMOJIHEHUS 3a/ad
poheCCHOHATHHON EATETbHOCTH

1,00

nUToro

25,00

5 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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Pacnipenenenne 6ayioB mo kpurepusM oneHuBanus A J[9 BY B pamkax

['A nipenctaBiieno B Tabmuie No 7.

YCTPOMCTB HMH(DOKOMMYHHMKAIIMOHHBIX
CHUCTEM

Tabmma Ne 7
No Bun nesareanHocTH /Bun
I /;[ npodeccuoHaIbLHOM Kpurepnii onenupanmus® Banabi
eI TeJIbHOCTH
1 | Hacrpoiika cereBoii | [lognep:kanne  paboOTOCTIOCOOHOCTH
UH(PACTPYKTYPHI anmapaTHO-MPOTPAMMHBIX CpEICTB 11.00

YcrpaHeHHe ~— HEHCIPaBHOCTEH B
pabore MH()OKOMMYHHKAIIMOHHBIX
CHCTEM

10,00

JlokymMeHTHpOBaHue COCTOSTHUS
MH()OKOMMYHUKAIIMOHHBIX CHUCTEM H
UX  COCTABJSIIOIIMX B  Ipolecce
HaJIAJIKU ¥ DKCIUTyaTaluu

2,00

OcymiecTBieHne
KOIIUPOBAaHUSA U
KOH(UTyparuii CETEBOI0
000pyI0BaHuUS nH(OPMAITMOHHO-
KOMMYHHUKAITMOHHBIX CUCTEM

pPE3epPBHOTO
BOCCTaHOBJICHUS

1,00

Hcnons3oBanue COBPEMEHHBIX
CpPEICTB  IIOMCKa, aHaIM3a WU
UHTEpIpeTalMu  UHOpMaluu, U
MH(POPMALIMOHHBIX TEXHOJOTHH IS
BBIITIOJIHCHU A 3aga4
po¢ecCHOHATBHOMN 1 TeTbHOCTH

1,00

2 | Opranuzanus
aJIMUHHUCTPUPOBAHUS
OTIePAITMOHHBIX CUCTEM

CETCBOI'0

AJIMUHUCTpUpPOBAHHUE CETEBBIX
PECYPCOB B ONEPAIIMOHHBIX CHCTEMAX

16,00

OcyuiecTBieHue POBECHUS
OOHOBIIEHHUS OpOrpaMMHOTO
o0ecrneyeHns OnepalMoHHbIX CUCTEM U
MPUKJIAJHOTO IPOrpaMMHOTO
o0ecrnieyeHus

8,00

Hcnons3oBanue COBpPEMEHHBIX
CpeICTB  TIOWCKA, aHanmm3a W
UHTEpIpeTanuu  uWHGOpMalUU, U
WH(POPMAITMOHHBIX TEXHOJIOTHUH ISt
BBITIOJTHEHUS 3amaq
poeCCHOHATBHON e TETHHOCTH

1,00

UTOTO

50,00

6 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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Pacnipenenenne OamnoB mo KputepusiMm oueHuBanus s D [V

(naBapuanTHas yacth KOJI) B pamkax ['MA nipeacrasiieno B Tadmmie Ne 8.

TabGmauia Ne 8

Bun nesareannoctu /Bun
npodeccuoHaIbLHOM
JeSITeIbHOCTH

Kpurepnii onenupanmus’

Baniabl

1 | Hacrpoiika ceTeBou

UH(PACTPYKTYPHI

[lognepxanue  pabOTOCIOCOOHOCTH
anmapaTHO-IPOrPaMMHBIX CpeicTB
YCTPOUCTB HMH(POKOMMYHUKAITMOHHBIX
CHCTEM

11,00

VYcerpaHeHue  HEUCHPAaBHOCTEH B
pabore MH(POKOMMYHHKAITMOHHBIX
CHCTEM

10,00

I[OKYMCHTI/IPOBEIHI/IG COCTOsAHUA
HHq)OKOMMYHHKaHHOHHBIX CHUCTEM H
ux COCTaBJIAIOIINX B mpouecce
HaJIaJIKW M OKCILTyaTallun

2,00

OcymiecTBieHne
KOIIUPOBAaHUSA U
KOH(UTyparuii CETEBOI0
000pyI0BaHUs nH(OPMAITMOHHO-
KOMMYHHUKAITMOHHBIX CUCTEM

pE3epPBHOTO
BOCCTaHOBJICHUS

1,00

Hcnonp3oBanue COBPEMEHHBIX
CpeICTB  TIOWCKA, aHanmm3a W
UHTEpIpeTalMu  WHQOpMalUU, U
MH(OPMALIMOHHBIX TEXHOJIOTUH  JUIs
BBITIOJTHEHUS 3aaq
poeCCHOHAIBHON e TETHHOCTH

2,00

2 | Opranusanus CETEBOTO
aIMUHUCTPUPOBAHUS

OICPpallMOHHBIX CUCTEM

AJIMHUHUCTPUPOBaHUE CEeTEBBIX
PECYPCOB B ONEPALIMOHHBIX CHCTEMaX

16,00

OcyuecTBienue IIPOBECHUS
OOHOBJIEHHUS IPOrpaMMHOTO
o0ecreyeHus onepaloOHHbIX CUCTEM U
MIPUKJIATHOTO POTPaMMHOTO
o0ecrneyeHus

8,00

Hcnons3oBanue COBPEMEHHBIX
CpPEICTB  IIOMCKa, aHaIM3a WU
UHTEpIpeTalMu  UHOpMaluu, U
UH(POPMALIMOHHBIX TEXHOJOTHH  JUIs
BBIITOJIHECHU A 3a1a4
npodecCHOHATILHOM J1eITeTbHOCTH

1,00

3 | Dkcmnyaranus 00BEKTOB
cereBoil MHMpacTpyKTyphI (110
BBIOODY)

OcymiecTBieHue MIPOEKTUPOBAHUS
ceTeBOil MHQPACTPYKTYpHI

15,00

OcyuiecTBienue yCTpaHEHUS
HETHUIINYHBIX HeI/ICHpaBHOCTeﬁ B
pabote ceTeBoil HHPPACTPYKTYPHI

9,00

7 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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UTOTIO |

75,00

Pacnpenenenue

OasIoB MO KpuUTepusM oueHuBanus g [0 11V

(ueBapuanTHas u BapuatuBHas vactu KOJI) B pamkxax ['MA mpencraBieHO B

tabmuite Ne 9.

TaGmania Ne 9

Bun nesareanHocTH /Bun
npodeccuoHaIbLHOM
JeATeJILHOCTH

Kpurepnii onenuanus®

Baniabl

1 | Hacrpoiika CETeBOI

UHPPACTPYKTYPHI

[Tognepxanue  pabOTOCIIOCOOHOCTH
anmapaTHO-MPOTPAMMHBIX CPEICTB
YCTPOUCTB MH(POKOMMYHUKAITUOHHBIX
CHCTEM

11,00

VYcerpaneHue — HEHUCHPaBHOCTEH B
pabore UH(GOKOMMYHHUKAIIMOHHBIX
CHCTEM

10,00

I[OKYMCHTI/IPOBEIHI/IG COCTOsAHUA
HHq)OKOMMYHHKaHHOHHBIX CHUCTEM H
ux COCTaBJIAIOIINX B mpounecce
HaJIaJIKW M OKCILTyaTallun

2,00

OcymiecTBieHne
KOIIUPOBAaHUSA U
KOH(UTyparuii CETEBOI0
00opyIoBaHUsA WH(POPMAITUOHHO-
KOMMYHHKAIIMOHHBIX CUCTEM

pPE3epPBHOTO
BOCCTaHOBJICHUS

1,00

Hcnons3oBanue COBPEMEHHBIX
CpPEICTB  IIOMCKa, aHaIM3a WU
UHTEpIpeTalMu  UHOpMaluu, U
UH(POPMALIMOHHBIX TEXHOJOTHH JUIs
BBIITIOJIHCHU A 3aga4
po¢ecCHOHATBHOMN J1eITEIbHOCTH

2,00

2 | Opranuzanus
aJIMUHHUCTPUPOBAHUS
OTIePAITMOHHBIX CUCTEM

CETCBOI'0

AJIMUHUCTpUpPOBAHHUE CETEBBIX
PECYPCOB B ONEPAIIMOHHBIX CHCTEMAX

16,00

OcyuecTBienue IIPOBECHUS
OOHOBJIEHHUS IPOrpaMMHOTO
o0ecreyeHns onepalMoOHHbIX CUCTEM U
MIPUKJIIATHOTO POTPaMMHOTO
o0ecrneyeHus

8,00

Hcnons3oBanue COBPEMEHHBIX
CpPEICTB  IIOMCKa,  aHaiuM3a |
UHTEpIpeTalMu  UHQOpMaluu, U
UH(POPMALIMOHHBIX TEXHOJOTHH IS
BBIITOJIHECHU A 3a1a4
npo¢ecCHOHATILHOM J1eITETbHOCTH

1,00

8 (DOpMyJ'H/IpOBKa KpUTCPpHUA OLCHUBAHHA COBHAAACT ¢ HAMMCHOBAHUEM HK, OK u HaymHaETCA C OTIIAroJBHOrO

CYIIECTBUTCIBHOIO.
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3 | Dkcruryaramus 00bekToB | OcyIiecTBiIeHNE MPOEKTUPOBAHHS 15.00
ceTeBoll MHMPACTPYKTYpHI (10 | ceTeBOr HHOPACTPYKTYPHI '
BBIOODY) Ocy1iecTBieHnE YCTpaHEHUS

HETUNNYHBIX  HEHCIPAaBHOCTEH B 9,00
pabote ceTeBor HHOPACTPYKTYPhI
HUTOI'O (uHBapuaHTHAasl 4aCTh) 75,00
BCEI'O (BapuaTuBHasi 4acTh)® 25,00
UTOro
. . . 100,00
(COBOKYNNHOCTH HHBAPMAHTHOI M BADUATHBHOM YacTei)

® Kpurepun onenuBaHus BapuatuBHOM wactm KOJ[ paspaGarbiBarorcs 00pasoBaTeNbHONH —OpraHusanueit

CaMOCTOSTENIFHO C YYETOM KBaTH()HUKAMOHHBIX TPEeOOBaHU, 3asBICHHBIX OpPraHU3AlUSAME, Pa0OTONATEISIMH,
3aWHTEPECOBAHHBIMH B IMOJTOTOBKE KaJpOB COOTBETCTBYIOIICH KBATM(UKAIMK, B TOM YHCIC SBISFOIUMHUCS
CTOPOHOH JIOTOBOpA O CeTeBOM (hopMe peann3aiui 00pa30BaTENbHBIX IPOTPaMM U (HJIH) JOTOBOpa O MPAKTHUCCKOM
MOJITOTOBKE 00YJarOIIUXCsl.
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3.2 HepequL OﬁopyHOBaHI/IH H OCHAIICHUA, PACXOAHBIX MaTECPHUAJIOB, CPEACTB Oﬁy‘leHI/Iﬂ U BOCIIMTAaHUA

[lepeuenp 000py10BaHUS U OCHAUIEHMSI, PACXOIHBIX MAaTepUAJIOB, CPEACTB OOYUYEHUS U BOCIIUTAHUS B 3aBUCUMOCTU OT
BUJa aTTecTaluu, ypoBHs I3 npeacrasien B Tabmure Ne 10.

[lepeuenp 00OpymOBaHUS W OCHALICHMS, PACXOAHBIX MAaTEpPUANIOB, CPEACTB OOYUYEHHS M BOCIUTAHUS MOXET OBITh
JIOTIOJIHEH 00pa30BaTebHOM OpraHU3aluell ¢ eNblo CO3/1aHusl HEOOXOAUMBIX YCIOBUH 71 yyacTtus B J[D oOyuarommxcs u3

quciia Jun ¢ OrpaHHnYCHHBIMUA BO3MOKHOCTAMU 310POBbA U 06yqa}0mnxc;1 U3 guciia HGTCﬁ-HHB&HHI{OB N MHBAJIUOOB.

Taomura Ne 10

1. 30HbBI JIOIIAAKH

HaumeHoBaHue 30HbI IUIOIAAKH Koxa 30ubI muiomaaku
Pabouee MecTo ydacTHHKA A
O6mas 30Ha B
Pabouee mecto skcniepToB / ['maBHOTO SKCIIEpTa B
2. UudpacTpykTypa padouyero Mecta yyacTHuka 19
Pacuer KonuuecTtBo Enunan
MuHuManbHble (paMOYHBIE) TEXHUYECKUE xorrpa |
Ne HaunmenoBanwue X ADAKTEDHCTHKI OKIIJ-2 (Ha 1 pa6. AMEDe
P P mecto/Ha 1 THA | THA HI/I;
Y4aCTHUKA) IA AD AS
bY Iy
Ilepeyenb 000pynoBaHus
1 | Croa Ha YCMOTpEHHE o0pa3oBaTenbHON 31.01.12 Ha 1 pab. 1 1 1 wr
OpraHu3aIH MECTO
2. | Cryn Ha YCMOTpEHHE o0pa3zoBaTenbHON 310111 Ha 1 pab. 1 1 1 wr
OpraHu3aIu MECTO
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[TepconanbHbIN
KOMIIBIOTEP B cOOpe

[Tepconanbuplii koMmbioTeEp B cbope: CPU:
x86-64, He menee 4 suep, Yactora mporeccopa
MakcuMaiibHas He Huxke 3,511, ¢ mogaepxkon
anmnapaTHOM BUPTyaJlW3allMM WIK aHAJIOT;
RAM: ne menee 8 I'b; - HDD: me menee 500 I'b
WM ~ aHajJor, BO3MOXXHAa  3aMe€Ha  Ha
TBepaoTeNbHbIA HakonuTenb SATA unmu NVMe
¢ 00péMoM He MeHee 2401'B; - ceTh: TEXHOJIOTUs
Ethernet ctannapra 100BASE-T unu ananor; -
BHJICOKApTA! JIUCKpETHAs WIn
WHTErpUpPOBAHHAS c BO3MOKHOCTBIO
MOJIKIIIOUEHUS ABYX MOHHUTOPOB WJIM aHAJIOT; -
MOHUTOp (WM JIBa MOHHUTOpA Ha YCMOTPEHHE
00): e menee 23,8” (pekomMeH10BaHO 27”°) U
paspeumienueM He MeHee 1920x1080 wnm
aHaJIoT; - KJaBHATypa: WHTETPUPOBaHHA,
CTaHJapTHas TMPOBOAHAS WJIM aHAJOT, -
MaHUIYJISTOP «MBIIIIbY: CTaHJaPTHBIN
npoBOAHOM wnu aHanor I[lpu wcnosib3oBaHUU
HOYTOyKa — BHENIHMA MOHUTOP M MBbIIIb
00s13aTeIBHEL.

26.20.15

Ha 1 pa6.
MECTO
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Hanuuue mnonb30BaTenbckoro rpaduyeckoro
okpyxenuss  (GUI);  CoBmectumocts  C
no3unuend "llepcoHanbHBIA  KOMIIBIOTEp B
coope" B03MOXHO MPUCYTCTBHUE B KOMILIEKTE
MTOCTaBKH: Be6-6pay3ep; [Tporpammuoe
obGecneuenue (nanee IIO) g mpocmotpa

Onepaimonnas cucrema nokymeHtoB B ¢opmare PDF; ITIO pmns| 58.29.11 Ha 1 pab. T
(manee OC) MECTO
apxuBauuy; Ilaker oducHbIX mnporpamm;
OmnepanyioHHasi cucTeMa BXOIHWT B COCTaB
€IMHOr0 peecTpa POCCUMCKHUX MpOrpamm st
OBM u BJl; Ilpoune  TexHUYECKHUE
XapaKTEPUCTUKU Ha yCMOTpEHHE
o0pa3oBaTesIbHOM OpraHu3aluuu
[lognepxka pabdoret 1o cxeme HTTPS
[Tonnepxxka pazmerkn HTMLS MoxeT BXOAUTH Ha 1 pa6
Be6-0paysep B cocrtaB japyrux nosurui. [lpoume | 58.29.21 MECTO ' T
TEXHUYECKHE XapaKTEPUCTHKU Ha YCMOTPEHUE
o0pa3oBaTesIbHOM OpraHu3aluuu
IIporpammuoe
obecnieueHue (manee | MoxeTr BXOAWTh B COCTaB JAPYTUX MO3UIIMI. Ha 1 pa6
I[TO) nans npocmotpa | TexHuyeckne XapakTepUCTUKU Ha ycMoTpeHue | 58.29.21 pab. T
JTIOKYMEHTOB B (popMare | 00pa3oBaTEIHbHOM OpraHU3aIun meero
PDF
MoxkeT BXOAWTH B COCTaB APYIMX MO3ULUH. Ha 1 pa6
1O nns apxuBanuu TexHUueckue XxapakTepUCTHKU Ha ycMoTpeHue | 58.29.21 ' T
00pa3oBaTesIbHOM OpraHu3aluu MECTo
Hcnonb3yetcs npu HEBO3MO>KHOCTHU
UCTIOIB30BaHUSl [IEHTPAIN30BAaHHONH CHCTEMBI
Ha 1 pab.
[1O nnst BUpTyanu3auu | BUpTyalIu3aluuu, texHuueckue | 58.29.21 MECTO T
XapaKTEPUCTHKU Ha YCMOTpEHHE

o0pa3oBaTenbHOI OpraHu3aiuu
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[Taket O0(UCHBIX
nporpaMmm

Komnonentsl oucHoro nakera: rpadpudeckuit
pPENaKkTop, PEAAKTOp SJICKTPOHHBIX TaOJIHIL,
CPEICTBO MPOCMOTpA JTIOKYMEHTOB, TEKCTOBBII
penaktop. MoeT BXOAUTb B COCTaB JPYIHX
no3uiuii. TexHHuUeckue XapaKTepUCTHKU Ha
YCMOTpEHHE 00pa30BaTEIbHON OpraHU3alu

58.29.21

Ha 1 pa6.

MCECTO

10.

CereBoe ycTpoiictBo L3

BupryansHoe wiu ¢uznyeckoe o00pyaoBaHue,
JIOCTYIIHOE K JIEraJbHOMY HCIOJb30BAaHUIO Ha
tepputopun PO, [10KHO 1NOAIEPKUBATH
CIEIyIOIIME TEXHOJOTUM M CTaHAapTsl: 1.
[Iporokon IPv4 2. YnopaBnenue 0KaaIbHbIMHU
[I0JIb30BATEISIMM U HAacTpONKa IMpUBWIETHH 3.
Texnonorust TynnenupoBanus (RFC 2003) 4.
CepBep IMHAMHYECKOW HACTPOMKH XOCTOB
(RFC 2131) 5. TexHonoruss BUPTYaJIbHBIX
noxanbHbIX cerelt (IEEE 802.1q) 6. Texnonorus
muHamuueckoi Mapmpytuzauuu  (OSPF) 7.
[Ipotokon ymamennoro pgocryma (SSH) 8.
[Tporoxon cereBoro Bpemenu (NTP) 9. Crnucku
KOHTPOJIS JocTyna (MexceTeBoe
HKPaHUPOBAHUE) c CJIE Ty FOIIUM
¢yakuonanom: 1. TpaHcmsmuss — mopTa
DSTNAT 2. Tpanciauua nopra SRCNAT 3.
Tpancnsauus [P-anpecoB B myOiauuHble agpeca
DNAT 4. QunpTpauus MNakeToB € Y4YETOM
3aronoskoB I[P, TCP, UDP 5. BbnokupoBku
IPWIOKEHUH MO0 HpoTokoiaMm 4, 7-ro ypoBHs
mozenu OSI

58.29.11

Ha 1 pa6.

MECTO
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OC Ampr CepBep/ananor OmnepaTuBHAs
namsTh: He wMenee 2 [0; BupryanbHbiit
LEHTpaJIbHBIA IPOLECCOp: HE MeHee | snpo;

11. | BM «cepBep» BupryansHoe ycTpoiicTBO XpaHeHus: He MeHee | 58.29.11 Ha 1 pat. 4 4 4 T
MECTO
10 T'6; OmepammoHHass cHCTeMa BXOAHWT B
COCTaB  €IUHOIO0  peecTpa  POCCUHCKHUX
nporpamm aiist O9BM u B/I;
OC Anbt Pabouas Cranmwms/ananor; Hamnuue
MOJIb30BATEIBCKOTO TPaPUIeCcKOro OKPYKEHHUS
(GUI); OmneparuBHas naMath: He MeHee 2 [0
12. | BM «paboyast cTaHIus BupryanbHEId UeHTpalIbHEIH [POUECCOP: HE 1 5g 59 11 Ha 1 pab. 2 2 2 T
MeHee 2 saapo BupTyanbHOe ycTpoWcTBO MECTO
xpaHeHus: He MeHee 15 I'6; OmeparmonHas
CUCTEMa BXOJUT B COCTaB €IUHOIO peecTpa
poccuiickux nporpamm aisg 9BM u BJI;
IlepeyeHb HHCTPYMEHTOB
1. | He tpeGyercs | - - - | - | - - -
IlepeyeHb pacxoJHbIX MATEPHAJIOB
1. | bymara Oduchas, popmat A4, Genas 17.12.14 Hal 50 50 50 JIUCT
YYaCTHHUKA
2. | Pyuxa Ha YCMOTpPEHHE o0pa3oBaTeNbHON 32.99 12 Hal 1 1 1 wr
OpraHu3aluu YYaCTHHUKA
3. | Kapasmam Ha YCMOTPEHHE oOpazoBarenbHON 32.99 15 Hal 1 1 1 -
OpTraHu3aIuu y4acTHUKA
Ocnanenue cpeACcTBaMH, 00eCIeYNBAINMMH OXPAaHY TPYAA H TEXHHKY 0€30IaCHOCTH
1. ‘ He tpebyercs ‘ - - - ‘ - ‘ - - -




24

3. UndpacTpykrypa od1ero (KoJJIeKTUBHOI0) NM0JIb30BaHUA yyacTHUKaMu 19

Pacuer KonmnuectBo
KOJ-Ba
(Ha xomn-Bo Enqunun
Konmnuectso
MuHuManbHbIE (PaMOYHBIC) Y4YaCTHUKOB I'MA | TUA na
No HaumenoBanue OKIII-2 Mmect/
TEXHUYECKUE XapPAKTEPUCTUKU /Ha xomn-Bo ITA i iC) D2 | usmepe
YYaCTHUKOB
pab. mect/ bY Iy HUSA
Ha Bcio
TIOMIAJIKY )
Ilepeuenb 000opynoBaHNs
COBOKYITHbIE  BBIUYHCIIHUTEIbHBIC
morHoctu CPU ne Mmenee 32
sanep/64 TOTOKOB ¢ 0azoBou
TakTOBOM yacTtoTroi ot 2.1I' Tt n
MOJACPIKKOM arnrnapaTHoOu
BUpTyallU3allUKi, U3 pacuycra HE
MeHee 12 vCPU na 1PM RAM He
Ceppe (o Menee 128 1'0 wam aHamor us3
aHfJ'IOlI")I/IIIHI)IC pacuéra He meHee 20I'b Ha 1PM
SSD ne menee 500 I'0 x 5 mim Ha Bcro
1. | BeIUHCIIUTEIBHEIE - 26.20.14 - 1 1 1 T
MOIIHOCTH, B TOM THCIE aHajior W3 pacuéra HE MEHee TUIOIIA/IKY
’ 220I'b wa 1PM HDD He menee
o0JauHbIe)
1TO A aHaJuor CETh:
texHosiorusi Ethernet cranmapra
1000BASE-T [Tpu
HCIIOJIL30BaHUH KJlactepa
JOMYCTUMBI OTKJIIOHEHUS OT -
10% Io +25% K
KOJIWYECTBEHHBIM ITOKA3aTENAM
RAM u SSD

IlepeyeHb HHCTPYMEHTOB

1. | He tpeGyercs
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IlepeyeHb pacxXoHbIX MATEPHAJIOB

1. | He tpe6yercs ‘ - \ - ‘ - | - e - - -

OcHaleHue cpejacTBaMu, 00ecreYuBAOIIMMU OXPAHY TPYAA U TEXHUKY 0e30IaCHOCTH

JIns oxa3aHus NIEPBOM ITOMOILH.
OcHalieHue He MEHee, YeM I10
npukazy Munzapasa PO or 24
mas 2024 r. N 2620 «O06
YTBEP)KJICHHUH TpeOOBaHUHA K 21.20.24 Ha Bcro i 1 1 1 wr
KOMIUICKTAllUd ~ alTe4yKd  JUIs IUIOILAAKY
OKa3zaHus pabOTHUKaMU NEpBOMH
INOMOIIM  HOCTPAZaBIIUM  C

IMPUMCHCHUECM MEOULIMHCKHX

1. | Anreuxa

U3IEIUID)
Orserymurenb IIEPEHOCHOM.
Oo6ume TEXHUYECKHE

TpeboBanusi. TpeOoBanus He
MEHee, 4YeM 10  IpHUKazy
®denepadbHOrO0 areHTCTBa IO
TEXHUYECKOMY PETYIHPOBAHHIO | 5 59 o9 Ha Bcro i 1 1 1 wr
U METpoJoruu oT 24 aBrycra IJIOMIAJKY
2021 r. Ne 794-ct, B uactu 'OCT
P 51057 TexHuka mnoxkapHas.
Orserymmren  NEPEHOCHBIE.
O6mue TEXHUYECKHE

TpeOoBaHUs

2. | Oruerymurens

4. UndpacTpykrypa padoyero Mecra riiaBHoro 3kcnepra /19

KoauuectBo Enunn
MuHuManbHbIe (PaMOYHBIC) TEXHUYECKUE a
No HaumenoBanue (p ) OKIIA-2 I
XapaKTePUCTHKH TMA | TUA | u3mepe

A | 12 | JD | Hua
BY | IIY
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Ilepeyenn o0opynoBanus

Cron

Ha YCMOTpEHHE o0OpazoBarenbHON
OpraHu3aluu

31.01.12

mT

Cryn

Ha YCMOTpPEHHE oOpazoBarenbHON
OpraHu3aluu

31.01.11

mT

[TepcoHanbHbII
KOMIIBIOTEP B cOOpe

[Tepconanbuplii kKommnbioTep B cbope: CPU:
x86-64, He menee 4 snep, Yactora mporeccopa
MakcuMaiibHas He Huxke 3,511, ¢ mogaepxkon
anmnapaTHOW BHUpTyalM3allid WM aHAJIOT; -
RAM: ve menee 8 I'b; - HDD: ne menee 500 I'b
WIK  aHajior, BO3MOXKHA  3aMeHa  Ha
TBepAoTeNnbHbIN HakonuTeab SATA nwin NVMe
¢ obpémoM He wMeHee 240I'b; - CeTh:
texHosoruss Ethernet cranmapra 100BASE-T
WM aHajor; - BUACOKapTa: JAUCKPETHAs WIIU
WHTETPUPOBaHHAS c BO3MOXKHOCTBIO
MOAKJIIOYEHUS IByX MOHUTOPOB WJIHM aHAJOT; -
MOHHUTOpP (WJIM JIBAa MOHHUTOpPA Ha YCMOTpPEHHUE
00): ne menee 23,8” (pekoMeHI0BaHO 27”) U
pazpemienueM He wmeHee 1920x1080 wunm
aHajor; - KJaBUaTypa: HHTETPUPOBaHHAS,
CTaHJapTHas TMPOBOJHAS WJIM aHAJOT; -
MaHUITYJISITOP «MBIIIBY: CTaHJapTHBIN
npoBOAHON wiu aHanor llpu umcmonab3oBaHUU
HOYyTOyKa — BHEIIHWA MOHUTOP M MBI
00s13aTCIbHEL.

26.20.15

mT

MHoro¢pyHKIIMOHaIBHO
€  YCTpPOWCTBO  WJIH
IPUHTEP

Ha YCMOTpPEHHE o0OpazoBatenbHON
OpraHu3aIu

26.20.18

mT

OnepannoHHas cucrema
(mamee OC)

TexHUUECKHE XapaKTePUCTHKH HA YCMOTPEHUE
o0pa3oBaTesIbHOI OpraHu3aluu

58.20.11

mT
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[Tognepxka pabdorer 1o cxeme HTTPS
[Tonnepxka pazmerkn HTMLS Moxker BXOAUTh

6. | Beb-Opayszep B coctaB  Apyrux mno3unui.  [Ipoume 58.29.21 1 mT
TEXHUYECKUE XapaKTEPUCTHKU Ha YCMOTPEHHE
00pa3oBaTesIbHON OpraHu3alu
IIporpammuoe
obecrieueHue (tasee | Moxer BXOOUTh B COCTaB JAPYIMX IO3UIMH.
7. |IIO) nmna mpocMoTtpa | TeXHUUYECKHE XapaKTEPUCTUKU HA YCMOTpPEHHUE 58.29.21 1 T
JIOKYMEHTOB B ¢opmare | 00pa30oBaTeIbHONW OpraHU3aIiu
PDF
MoxeT BXOIUTh B COCTaB JAPYTMX IO3UIMM.
8. | 1O misa apxuBanuu TexHnyeckue XapakTepUCTUKU HA YCMOTpPEHUE 58.29.21 1 T
00pa3oBaTesIbHON OpraHu3aIu
KommoHeHThl makeTa O(QHCHBIX MPOrpamMM:
rpadudeckuit penaxkTop, penakTop
Maxer O(UCHBIX JIEKTPOHHBIX TaOJIHII, CPEZICTBO  1IPOCMOTPA
9. HpOrpamMM JIOKYMEHTOB, TEKCTOBBI pPEIaKTOP. MO)KCUT 58.29.21 1 LIT
BXOAWTh B  COCTaB  JPYTUX  IO3UIIHIA.
TexHUUeCKHe XapaKTepPUCTUKN HA YCMOTPEHHUE
0o0pa3oBaTesIbHOM OpraHu3aluu
IlepeyeHb HHCTPYMEHTOB
1. | Cremnep Ha YCMOTpPEHHE oOpazoBarenbHON 25.99 22 1 wr
OpraHu3aluu
IlepeyeHb pacxoaHbIX MATEPHAJIOB
1. | CkoOsI nst cTeruiepa Ha yeMOTpeHHe 0bpasoBaTeLHOI 25.99.23 1 T
OpraHu3aluu
2. | Pyuxa Ha YCMOTpPEHHE o0Opa3oBatenbHON 32.99.12 1 wr
OpraHu3aIuu
3. | Bymara Oducnas, popmar A4, 6enas, (mauka 500 11.) 17.12.14 3 nay
4 Kaprpumx anms MOY /| Ha YCMOTPEHHUE o0pa3zoBaTenbHON 28.93.25 1 -
pUHTEpa OpraHu3aIH
OcHaeHue cpecTBaMH, 00eCIIeYHBAIMMH OXPAaHY TPYAA H TEXHHKY 0€30IaCHOCTH
1. | He tpeGyercs \ - - e -
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5. UudpacTpykrypa padoyero Mecta 4eHOB IKCIEPTHOM rPynbl

Pacuer
KOJI-Ba KomnuectBo
(Hal Enunau
No HaMeHOBamIe MuHuMasbHbIC (PAMOYHBIC) OKIIJI-2 skcnepra/ | KomuuectBo na
TEXHUYECKUE XapPAKTEPUCTUKU Ha kon-Bo | 3KcmepToB T'MA | THA | u3mepe
SKCIEpTOB/ A hile} hile} HUS
Ha Bcex BY ny
IKCIIEPTOB)
Ilepeyenb 00opynoBanus
1. | Cryn Ha | YOMOTPCHHE | 59 01 11 Ha 1 - 1 1 1 wr
00pa3oBaTe/IbHON OpraHu3aIiu JKCIepTa
IlepeyeHb HHCTPYMEHTOB
1. ‘ He tpebyercs ‘ - - - - - ’ - ‘ - -
IlepeyeHb PacXoHBIX MATEPHAJIOB
1. | Pyuxa Ha _ YOMOTPEHME | 55 gq 15 Ha I i 1 1 1 e
00pa3oBaTe/IbHON OpraHu3aIiu JKCIepTa

OcHaleHne cpecTBAMH, 00eCeYHBAIIIHMH OXPaHY TPY/Ia H TEXHHKY 0€30MacHOCTH

1. ‘ He tpebyercs

6. I[OHOJIHI/ITQJIBHBIC TCXHUYCCKHE XAPAKTCPUCTUKHU M OIMHCAHUSA IJIOIIAAKHA

No

Hanmenosanue

MuHuManbHbIE (paMOLIHBIe) TCXHUYCCKHUC XAPAKTCPHUCTUKHU
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3.3 IlpuMepHbIii JIaH 3acTPOKU Maomaaku 19

[IpumepHbIii M1aH 3acTpoiiku mIomanku 3, npoBogumoro B pamkax IIA,
IpECTaBJIECH B IPUIOKEHNH 2 K HacTosimeMy Tomy 1 OM.

[TpumepHslii T1aH 3acTpoiku miomanku /129 BY, npoBoguMoro B paMkax
I'A, npencrasiieH B npuiIokeHU! 3 K HacTosimemy Tomy 1 OM.

[Ipumepnsiii mnan 3actpoiiku miomanku 1D I1Y (uHBapuaHTHas 4YacThb
KOJ), npoBoaumoro B pamkax ['MA, npeacTaBieH B IPUIOKEHUN 4 K HACTOSIIEMY

Tomy 1 OM.

3.4 TpeOoBaHus K COCTaBY IKCIEPTHBIX TPy

KonnuecTBeHHBIN COCTaB AKCIEPTHOMN IPYMIbI onpenensieTrcs
oOpa30BaTebHON OpraHu3anue, UCXOoAs U3 YKcia CHAIIUX OJHOBpeMeHHO J[D
oOyyvaronmxcsi. OquH 3KCOepT JOJIKEH UMETh BO3MOKHOCTh OLIEHUTh PE3YJIbTAThI
BBIMIOJIHEHHSI OOYYAIOMIMMUCS 3aaHHsl B TOJHOW MEpE COINIACHO KPUTEPHUSIM
OLICHUBAHMUS.

KomnuectBo skcnepToB J[D BHE 3aBUCUMOCTH OT BHJA aTTECTALNH, YPOBHS
1D npencraBneHo B Tadymre Ne 11.

Taomuma Ne 11

MuHuManbHoOe Pexomenayemoe
5 LTI KOJIMYECTBO YKCIEPTOB KOJIMYECTBO JKCIEPTOB
(6e3 yuera I'9)1° (6e3 yuera I'I)!!

Kos1-Bo paGouux mect

N
w

OO N[O |01 W|IN |-

NININININININININ
WWWWWWw w|w(w

[EN
o

10
11

KOIUYEeCMB0 IKCNEPMOo8, He3 KOmopo2o HeBOIMOIICHO 3anyCmums nposedetue /[0
KOIUYECmE0 IKCnepmos 011 komgopmuoti pabomst 6 LIITJ[D, ¢ yuemom noHuManus ux 3a0a4



w
o

11 2 3
12 2 3
13 2 3
14 2 3
15 2 3
16 2 3
17 2 3
18 2 3
19 2 3
20 2 3
21 2 3
22 2 3
23 2 3
24 2 3
25 2 3

VYBenuueHue ynciaa peKOMEHIYEMBIX SKCIEPTOB 00YCIOBIIECHO:

- oOecricueHue CKOpPOCTH ITPOBCACHUA OICHKH BBIITOJIHCHHBIX pa60T.
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3.5 MHHcTpykumusi mo TexHHuKe 0€30MaACHOCTH

1. OO6mue TpeboBaHUS MO TEXHUKE OE30MACHOCTH.

Hacrosimas wuHCTpyKuus pa3zpaboTaHa Ha OCHOBAaHHMM TOCTAHOBIICHUS
['maBHOrO rocygapcTBeHHOro canutapHoro Bpada Poccuiickonn @enepanuu ot 28
auBaps 2021 roga Ne 2 «O6 ytBepxknenun CaunlluH 1.2.3685-21 «['uruennueckue
HOPMAaTUBBI U TpeOOBaHUS K OOECIeUeHUI0 0e30MacHOCTH U (MJIM) O€3BPEIHOCTU
TUTSI 9eTIoBeKa (PaKTOPOB CpeIbl OOUTAHUS.

O3HAaKOMHUTBCS C MECTaMH BBLIMIOJHEHHUS 3aJaHus U HMEIOIIMMUCS Ha
IJIOMIAKEe TIPOXOJaMHU K TIOKApHBIM (dBaKyallMOHHBIM) BBIXOJIaM, CJIEIOBATh
o01uM TpeOOBaHUSIM MPEObIBAaHUS HA TUIOIIAIKE

2. TpeGoBanus 1Mo TexHUKe 0€30MACHOCTHU NIEPel Ha4yaIoM paboThI.

o Havana paboThl Ha pabo4YeM MeCTe YYaCTHUKY HEOOXOAUMO:

* TMPOM3BECTU BHEIIHUI OCMOTp MEPCOHAIBHOTO KOMITbIOTEpAa — MPOBEPUTH
(BU3yanbHO) MPaBUIBHOCTH MOJKIIOUEHUS 000PYI0BAHUS B JIEKTPOCETH;

* TMPOW3BECTH WHAWBUAYAIBHYIO PETYJIHPOBKY (MpHU HAIMYUK TIOJO0O0HOU
BO3MOXHOCTH, C pPa3pelieHuss TEXHUYECKOTO JKCIepTa) yria HakJIoHa U
noabéMa MOHUTOpa (HAKJIOHA JUCIUIes HOYTOyKa) [JIsi ONTHMH3ALUU
MOJIOKESHUS IS JUTUTEeNbHOM padoTsl 3a [TK.

VYyacTHUKY  3ampemiaercss MPUCTYNaTh K  BBINIOJHCHUIO  3aaHUS
JEMOHCTPAIMOHHOTO AK3aMeHa MTPU OOHAPYKEHUU HEUCTIPABHOCTH 000PY10BaHUS.
O 3aMedeHHBIX HEJOCTAaTKAaX W HEUCTIPABHOCTSAX HEMEJICHHO COOOITUTH TJIABHOMY
AKCHEPTY WM TEXHUUYECKOMY IKCIEPTY, A0 YCTPAHEHUS HEMOJIAIO0K K 3aJJaHUI0 HE
IIPHUCTYTIATb.

3. TpeGoBanus mo TexXHUKE 0E€30MACHOCTH BO BpEeMs paOOTHI.

PabGoyee mMecTo mpu BBIMOJHEHUM 3aJaHUN JEMOHCTPAIIMOHHOTO SK3aMeHa
JIOJKHO OTBEYATh CJICAYIONUM TPEOOBAHUSIM:

*  HU300paKEeHHUE IKpaHa BUJICOMOHUTOPA JOJDKHO ObITh CTAOUIIBHBIM, SICHBIM U

MMpeaACIbHO YCTKUM, HC UMCTh MepL[aHI/Iﬁ CHMBOJIOB " (bOHa;
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* Ha TIOBEPXHOCTH MOHHUTOpA HE JOJKHO OBITh OJMKOB, OTPAKEHUU

CBETHJIbBHUKOB, OKOH U OKPYXaIOIINX MPEIMETOB.

VYyacTHUK 10KEH oOpaniaTh BHUMaHUE HA CUMBOJIbI, BBICBEUMBAIOIIUECS HA
MaHeIN MEePCOHAIBHOIO KOMITbIOTEpa (HOYyTOyKa, MOHOOJIOKA), HE UTHOPUPOBATH
uX.

YyactHuk  o0s3aH  coOdrojaTh — mpaBwiia  0€30MacHOCTH  TIPH
BKJIFOUCHHH/BBIKJIIOYEHUN  allllapaToB, HaxXOJSAIIUXCSI B DJIEKTPOCETU
(mepcoHaIBHBIA KOMIBIOTEP, HOYTOYK, MOHOOJOK). 3ampelieHo MpUKacaTbes K
yKa3aHHBIM arlfapaTtaM MOKPBIMH PyKaMHU.

3ampernieHa dKCIuTyaramusi HoyToyka, MmoHoOsoka, [1K, eciu on neperpencs,
CTall JBIMUTBLCS, TOSIBUJICS TOCTOPOHHUN 3amax Wi 3ByK. B a3ToM ciyuae
YYaCTHUKY HEOOXOJIMMO HEMEJJICHHO MPEKPaTUTh paboTy, COOOUIUTH TJIaBHOMY
AKCHEPTY WM TEXHUUECKOMY AKCIEPTY, A0 YCTPAHEHUS HEMOJAJA0K K 3aJJaHUI0 HE
PUCTYIIATh

4. TpebGoBaHUs MO TEXHUKE OE30MACHOCTH B aBAPUMHBIX CUTYaIUAX.

B cilyuyae BO3HUKHOBEHHUS aBapUNHBIX CUTYAIMi CJI€A0BaTh MHCTPYKIMSIM
[JIABHOTO U TEXHUYECKOTO HKCIEPTOB

5. TpeboBanus o TeXHUKE OE€30MACHOCTH IO OKOHYAHUU PAOOTHI.

[To 3aBepieHH0 paboThl HEOOXOIUMO YOpaTh CBOE pabodee MeCTO, CIIOKUTh
B CTONKY BCE T€YaTHbIE MaTepUalbl, BBIKIIOUYATH BHUPTyaJIbHbIC MAIIMHBI,
00eCTIeYnTh COXPAHHOCTh YUETHBIX JIAHHBIX IS KCIIEPTHOM TPYIIIIHI.

Oprann3annoHHbIe TPEOOBAHUSA:

1. TexHUYeCcKHil HKCIEPT BHOCUT HEOOXOJMMBIC JIOMOJTHEHUS B
WHCTPYKIIMIO TI0 TEXHUKE 0€30MacHOCTH U OXpaHe Tpyaa (ganee — MHCTpykius) ¢
yuetoM ocoberHocter LIIIJ3. Jlomonaenuss Heobxoaumo oOpMUTH HE TO3/IHEE
MOATOTOBUTENILHOTO JHS TMepell HadaloM »Jk3ameHa. WHCTpyKius momKHa
BKJIFOYAThH CIIEYIOIINE ACTICKTHI:

- crienupuyYecKkre oOmnepaluyd | BUABI padoOT, BBINOJIHSIEMbIC Ha

KOHKPETHOM 000pYJIOBaHUH, C YKa3aHUEM €r0 MAPOK;
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- OCOOEHHOCTH PacIOJIOKEHUS 3BaKyallMOHHBIX BBIXOJIOB;

- pPacnoJIOKEHUE CAHUTAPHBIX KOMHAT;

- WHBIC Ba)KHbIE MOMEHTHI, KOTOpbIe HE ObUIM BKJIIOYEHBI B 0a30BYIO
uHctpykunto KOJI.

2. TexHU4eCcKn HKCHEPT MOJA NOANMCH 3HAKOMMT TJIABHOTO JKCIIEPTa,
YJIGHOB SKCIIEPTHOM IpyNIbl, 0Oy4aromuxcsi ¢ TpeOOBaHUSAMU OXpaHbl TpyJa U
0€301acCHOCTH ITPOU3BO/ICTBA.

3. Bce yuactauku 1D momkHBI COOIOIaTh YCTAHOBICHHBIE TPEOOBAHUS
O OXpaHEe TpyJla U NPOU3BOJACTBEHHON OE30MACHOCTH, BBINOJHATH YKa3aHUs

TEXHUYECKOTO IKCIIEPTa MO COOJIIOIEHUIO YKa3aHHbBIX TPEOOBAHMIA.
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3.6  Oopa3sen 3aganust

3amanue /1D mpexacraBisieT coOOW codyeTaHHEe MOAYJIEH B 3aBUCUMOCTH OT
BuAa arrectaiu U ypoBHA J3O. IIpoIoiKUTENBHOCTH BBIIOJHEHUS Ka)J10Tr0

MOMYJIS 33JIaHus TIpeACcTaBieHa B Tabmuie Ne 12.

TaGmauia Ne 12

Ipoao/IKNTENTLHOCTH BHINOJTHEHHUSI
Monayas / coBokynmHocTu MoayJieil u
o0111ee BpeMsi HA BbINOJTHEHHE 32 1aHHsI
Bua nesrennnoctu / Bung
Moayan N I'nA 12
npogecCHOHAIBHOI 1eATeJbHOCTH
DB my
I'nA 1D BY
pamkax ITA (uHBapuaHT
Hasl YacTh)
Hacrpoiika ceTeBOM
Monyns 1 P 1 4. 00 MuH. | 1 4. 00 muH. | 1 4. 00 MuH.
UH(QPaCTPYKTYpHl
Opranuzanus CETEeBOro
Monynb 2 | aIMUHUCTPUPOBAHUS ONIEPALIMOHHBIX 1 4. 30 muH. | 1 4. 30 MuH.
CHUCTEM
OKcrutyartausi OOBEKTOB  CETEBOM
Monyinsb 3 yaran 1 4. 30 MuH.
HH(pacTpyKTypHI (110 BEIOOPY)
MakcumaiibHask MPOJOJKUTEIIbHOCTh
poaL 1 4. 00 mun. | 2 4. 30 muH. | 4 4. 00 MUH.
JIEMOHCTPAILIMOHHOTO 9K3aMEHa:

Oopa3zen 3aganus s 19 B pamkax 1A

Mopayab 1. Hacrpoiika ceTteBoii HHGPaCTPYKTYpPbI

Heo6xonumo pa3padoTaTh U HACTPOUTh UHPPACTPYKTYPY UHPOPMAITUOHHO-
KOMMYHHUKAIIMOHHOW CUCTEMBI COTJIACHO MPEMJIOAKEHHON TOMOJIOTUU (CM.
Pucynok 1)

3amanue BKITIOYaeT 0a30BYI0 HACTPONKY YCTPOMCTB:

* MPUCBOCHUE UMEH YCTPONCTBAM
* pacuet [P-agpecanuu

* HACTPOWKY KOMMYTAllMH U MapLIPyTHU3ALUHU
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B xozie npoeKkTHpoBaHUS U HACTPOIKHU CETEeBOM MHPPACTPYKTYPHI CIIEAYyET
BECTH OTYET O CBOUX JICUCTBUAX, BKIIOUAs TAOJIUIIBI U CXEMBI, IPEAYCMOTPEHHbBIE
B 3aJlaHUU

[To xaxmoMy MyHKTY 3aJaHusi, TPeOYyIOImEro OT4éT, COCTaBUTh TEKCTOBBI
JOKYMEHT, Ha3BaHHUE KOTOPOTO JOJDKHO COJAEpKaTh WMHACKC MYHKTa W KpaTKoe
onucanue. TeKCTOBBIN TOKYMEHT JIOJKEH COJIEpkKaTh TEKCTOBYIO MH(OPMAIUIO U
MOYET BKJIIOYaTh CHUMKH DSKpaHa, KaJpUpOBaHHBbIE TaKUM 0Opa3oM, 4YTOOBI
OTHOCSIIASACS K BBITOJIHEHUIO 3a/JaHus] HHPOPMAIUI Ha CHUMKAxX ObLIa YUTaeMOM.

WToroBsiii OTYET MO0 OKOHYAHUH PAOOTHI CIEYET COXPAaHUTh HA JUCKE
pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyisl 6e3 yuéra

paclIpeHus

-

1
1

1

1

| HQ-Net

1

1

1

1 e

1 -

1 SRV-Net - ] CLI-Net
1

1

1

1

1

1

1

HQ-SW

T oEm o Em Em o o Em o o o o o=
- o o o = o wm w

BR-SRV
A—

- o e e

Pucynok 1. Tomosiorusi cern

Taoauna 1
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Nmn OneparuBnasi | Uentpanabnbni | Hakonurtens | OnepanmnonHas
BHPTYaJIbHO namMsTh npoueccop, cucremMa
i MaIIUHBI aaep
ISP 1T6 | 1 snpo | 5T6 HuctpulyTus
Anbt JeOS nnu
aHajor
HQ-RTR 416 B cimyuae | 4106 B ciyuae | 1016 OC EcoRouter,
UCIOJb30BaHUA | HCIOJIb30BAHUSA B Cllyyae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'6 B cmygae MCIIOJIb30BaHHUS
UCHOJb30BaHUA | HCHOJIB30BAHUSA EcoRouter
TUCTpUOYyTHBA JUCTpuOyTHBa IUCTPUOYTUB
Linux Linux Anpt JeOS nmun
aHajor
BR-RTR 4T6 B cnyuae | 416 B cmyuae | 1016 OC EcoRouter,
UCHOJIb30BaHUA | HCHOJIB30BAHUSA B Cllyuyae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'G B ciyuae UCIIOJIb30BaHUS
UCHOJb30BaHUA | HCIOJIB30BAHUSA EcoRouter
TUCTpUOYyTHBA JUCTpUOyTHBA IUCTPUOYTUB
Linux Linux Anpt JeOS wmm
aHajor
HQ-SRV 210 | 1 saapo | 106 OC AxbT
cepBep WiIn
aHajor
BR-SRV 216 | 1 snpo | 1016 OC Anbt
cepBep WiIn
aHajor
HQ-CLI 210 | 2 sapa | 1516 OC AnbpT
pabouas

CTaHIIUs UIN

a”HaJior
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Htoro 15 (9 B ciiyqae 13 (7 B ciiyqae 6016
UCIIOJIb30BaHUs |  MCIIOIb30BaHHUS

OC AnbpT i OC AnbT win -

aHasora) aHasora)

3aganmne moayJn 1
. IIpousBenuTte 6a30BYIO0 HACTPONKY YCTPOMUCTB:
Hactpolite nMeHa yCcTpONCTB COrJIaCHO TOMOJIOTMH. Vcmonb3ylTe momaHoe
JIOMEHHOE UM
Ha Bcex yctpoiicTBax HeoOxoaumo ckoHpurypuposath [Pv4:
* IP-agpec nomxeH ObITh U3 IPUBATHOI'O IMAIIa30HA, B CIy4ae, €CIIU CETh
nokanbHas, corinacHo RFC1918
» JlokanbHas ceTh B cropony HQ-SRV(VLAN 100) nomxHa BMeaTh He
6onee 32 aapecos
» JloxanwHas ceth B ctopony HQ-CLI(VLAN 200) nomkHa BMemaTh He
MeHee 16 agpecos
» JlokanwHas ceth s ympaieHusi(VLAN 999) nomxHa BMemarh He
Oosiee 8 agpecoB
» JlokanwHas cetb B cTopoHy BR-SRV nomkna Bmemniats He O6omnee 16
azpecoB
Ceenenus 00 ajapecax 3aHecuTe B TadaMmy 2, B KauecTBe IpuMepa
ucnonb3yiire [Ipun 3 O1 _KO/I 09.02.06-3-2026-M 1
. Hacrtpoiite noctyn k cetu UutepueTt, Ha Mapuipytu3arope [SP:
Hacrpoiite agpecanuio Ha uHTEpPeiicax:
WNHutepderic, MOAKIIOUEHHBI K MaruCTpaJibHOMY TMPOBalepy, MOTydaeT
anpec no DHCP
Hacrpoiite MmapipyT o yMoT4aHUIO, €CITU 3TO HEOOXOAMMO

Hacrpoiite uarepdeiic, B cropony HQ-RTR, unrtepdeiic moakimrodeH kK cetu
172.16.1.0/28
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Hactpoiite unrepdetic, B cropony BR-RTR, unrepdeiic mogkitoueH k cetu
172.16.2.0/28

Ha ISP HactpoliTe AMHAMHUYECKYI0 CETEBYIO TPAHCIALMIO TOPTOB IS
noctyna k cetu Uatepraer HQ-RTR u BR-RTR.

. CoznaiiTe nokanbHbIe yueTHbIE 3anmucy Ha cepBepax HQ-SRV u BR-SRV:
Co3spaiiTe nmonb3oBareis remote_user

[Tapoas monb3oBarens sshuser ¢ maposiem P@sswOrd

Wnentuduxatop nois3zonatens 2026

[Tonb3oBarens sshuser nokeH MMETh BO3MOXKHOCTH 3amyckaTh sudo 0e3
BBOJIA MApPOJIS

Cosnaiite monbp3oBarens net admin Ha mapmpyrtuzaropax HQ-RTR u BR-
RTR

[Tapons monb3oBarensa net admin ¢ napoaem P@sswOrd

[Tpu nactpoiike OC Ha 6a3e Linux, 3amyckath sudo 6€3 BBo1a mapoJis

ITpu nactpoitke OC otnuuHbIX OT Linux moyib30BaTeslb JOJDKEH 001a1aTh
MaKCUMAJIbHBIMU TTPUBUJIETUSIMH.

. Hacrpoiite kommyTtanumio B cermente HQ ciemytonum obpazom:

Tpapuk HQ-SRV nomxen npunannexars VLAN 100

Tpaduk HQ-CLI nomxken npunaanexats VLAN 200

[IpeaycMoTpeTh BO3MOXKHOCTD Tiepenauun Tpaduka ynpasienus B VLAN 999
PeanuzoBars Ha HQ-RTR MapmpyTuzanmio Tpapuka Bcex ykazaHHbix VLAN
C MCIIOJIb30BaHUEM OJHOTO ceTeBoro aganrepa BM/¢du3nueckoro nopra
CBezeHMs O HACTPOWKE KOMMYTAIIMM BHECUTE B OTUET

. Hacrpoiite 6e3onacHsblii ynaneHusiii goctyn Ha cepBepax HQ-SRV u BR-
SRV:

JI1s TOAKITIOYEHHS UCTIONIb3yiTe TopT 2026

Pa3pemure noakioueHuss UCKIOYUTENIHHO MMOJIb30BaTeNto sshuser
OrpaHnybTe KOJIMYECTBO MOMBITOK BXOJA /10 ABYX

Hactpoiite 6annep «Authorized access only».
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. Mexny odpucamu HQ u BR, ma mapmpyrtuzatopax HQ-RTR u BR-RTR
HE00X0MMO CKOH(UTYPUPOBATH 1p TYHHEJIb:

Ha Be160p Texnonoruun GRE wmu IP in IP

CBeneHuns 0 TyHHENE 3aHECUTE B OTYET.

. OOecrieupTe TUHAMUYECKYIO MapLIpyTH3alUI0 Ha Mapuipytu3aTtopax HQ-
RTR u BR-RTR: cetn ogHoro oduca J0DKHBI OBITh TOCTYIHBI U3 APYIOTO
opuca m HaobGopor. g obecneyeHHs AMHAMUYECKOW MapuIpyTU3aluu
ucnonb3yiTe link state mpoToko HAa yCMOTpEHHE YUaCTHUKA:

Paspemnirre BbIOpaHHBIN TPOTOKOJ TOJIBKO Ha HHTEp(deiicax ip TyHHENs
MapuipyTu3atopsl JOJDKHBI JETUTHCS MaplIpyTaMU TOIBKO APYT C APYTroM
OOGecnieubTe 3alIMTy BBIOPAHHOTO MPOTOKOJA IMOCPEACTBOM MAPOJILHOMN
3aIIUTHI

CBelleHUsI 0 HACTPOWKE U 3aIUATE MPOTOKOJIA 3AaHECUTE B OTYET.

. Hactpoiika JuHaMU4eCKOW TpaHCIALMM agpecoB Mapuipytuzaropax HQ-
RTR u BR-RTR:

Hactpoiite AMHaAMUYECKYIO0 TpPaHCISALMIO agpecoB st 00oux o(pucoB B
cropony ISP, Bce ycTpoiicTBa B oducax JOHKHBI UMETh JOCTYIl K CETH
NuTtepuer

. Hacrtpoiite mpotokon nuHamMuueckoil KOH(UTypalu XOCTOB JJI CETH B
cropony HQ-CLI:

HactpoiiTe Hy)HYyI0 IOACETH

B xauectBe cepsepa DHCP Boictynaet mapmipytuzatop HQ-RTR
Kmuenrom siBnsercs mamuaa HQ-CLI

UckmounTe U3 BbIAA4YM aipec MapuIpyTU3aTopa

AJlpec nutro3a no yMoa4anuto — aapec mapupyruzatopa HQ-RTR

Anpec DNS-cepsepa qis mammnasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cydduke — au-team.irpo

CBeneHns 0 HaCTpOMKE MPOTOKOJIA 3aHECUTE B OTYET.
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10.Hactpotite uHGpacTpyKTypy pa3pelieHus TOMEHHbBIX UMEH 1 odrcoB HQ

u BR:

* OcnoBuo#t DNS-cepBep peanmmzoad Ha HQ-SRV

° CCpBCp JOJIDKCH o0ecIeynBaTh paspCuICHUC UMEH B CETEBBIC aJpcca

YCTPOMCTB U 0OpAaTHO B COOTBETCTBUHU C TabdJmuei 3

* B kauectBe DNS cepBepa nepechbUIKy UCIONIb3YHTe 110001 00Ie10CTy THBIN

DNS cepep(77.88.8.7, 77.88.8.3 unu npyrue)

11.Hactpolite YacoBOM TOSIC Ha BCEX YCTPOMCTBAX (32 HCKIIOUYCHUEM

BHUPTYaJIbHOI'O KOMMYTATOpa, B CJIy4ac €ro HCHOJ’ILSOB&HHH) COrjiIaCHO MCCTY

IMPOBCACHUS SK3aMCHaA

Ta6aunma 2
Nwms yerpoiictBa IP-anpec [11r03 110 YMOT4YaHHIO
HQ-RTR |
BR-RTR |
HQ-SRV |
HQ-CLI |
BR-SRV |

Tadanuna 3
YcrpoiicTtBo 3anuce Tun
HQ-RTR | hg-rtr.au-team.irpo APTR
BR-RTR | br-rtr.au-team.irpo A
HQ-SRV | hg-srv.au-team.irpo APTR
HQ-CLI | hg-cli.au-team.irpo APTR
BR-SRV | br-srv.au-team.irpo A
ISP (unTepdeiic HanpaBiaeHHbIH B cTopony HQ-RTR) | docker.au-team.irpo [ A
ISP (unTepdeiic HanpaBiaeHHBIH B cTopoHy BR-RTR) | web.au-team.irpo A
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HeoOxoaumbie MPHUIIOKEHUS:

[Mpun_4 O3 KO/ 09.02.06-3-2026-M1.docx
[Mpun_3 O3 KO/ 09.02.06-3-2026-M1.docx
[Tpun_2 O3 KO/ 09.02.06-3-2026-M1.docx
[Mpun_1 O3 KO/ 09.02.06-3-2026-M1.docx

Oobpazen 3aganus aas 'HA 19 BY

Moayasb 1. HacTpoiika ceTeBoii HHPPaCTPYKTYpPbI

HeoOxoaumo pa3paboTath U HACTPOUTHh UHPPACTPYKTYpPY UH(POPMALIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI COTJIACHO MPEIJI0KEHHON TOMOJIOTUH (CM.
Pucynok 1)

3aaHue BKIIOYaeT 0a30BYI0 HACTPOUKY yCTPOMCTB:

* IPHUCBOCHUE UMEH YCTPOMUCTBAM
* pacuer IP-anpecanun

* HACTPOMKY KOMMYTAllMM U MAPLIPYTU3ALUN

B xone npoekTupoBaHus 1 HACTPONKH CeTeBOM MHMPACTPYKTYPHI CIEAYET
BECTU OTYET O CBOMX ACHCTBUAX, BKIItOUAs TAOIHIIBI U CXEMBI, IPETyCMOTPEHHBIE
B 33JIaHUU

[To kaxxnoMy MyHKTY 3a/JaHus, TPeOYIOLEro OoT4€T, COCTaBUTh TEKCTOBBIN
JOKYMEHT, Ha3BaHWE KOTOPOIrO JOJDKHO COAEpP)KaTh MHIEKC MYyHKTa U KpPaTKoe
onucaHue. TeKCTOBbIM JOKYMEHT JOJKEH COJAEpKaTh TEKCTOBYIO MH(MOPMAIUIO U
MOXXET BKJIOYaTh CHUMKHM DJKpaHa, KaJpUpOBAaHHbIE TaKWM 00pa3oM, 4YTOObBI
OTHOCAIIASACA K BBIMOJIHEHUIO 3a/1aHKsI THPOpMallUsg Ha CHUMKaX Oblila YUTAEMOM.

HToroBeiil OTYET MO OKOHYAHUH PAOOTHI CIEIyeT COXPAaHUTh HA JUCKE
pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyisl 6e3 yuéra

pacupeHust
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Pucynok 1. Tomosiorusi ceru

S

Taoauma 1
Nmn OneparuBnasi | Dentpanabnbnii | Hakonurens | Onepanmnonnas
BHPTYaJbLHO namMsTh npoiueccop, cucrema
i MAIIMHbI aaep
ISP 110 | 1 sinpo | 5T0 Juctpubytus
Anbt JeOS nnu
aHajor
HQ-RTR 4 T'6 B ciryuae | 4 T'6 B cityuae | 1016 OC EcoRouter,
WCTIOJIB30BaHUsS | WCIOJIB30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cmyuae 1 I'6 B cmyqae UCTIONIb30BAHUS
WCTIONB30BaHUs | HMCTIOIBb30BaHUS EcoRouter
TUCTPUOYTHBA JTUCTPUOYTHBA TUCTpUOYTUB
Linux Linux AnbT JeOS wn
aHaJjor
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BR-RTR 410 B cayuae 4 T'6 B cityuae 1016 OC EcoRouter,
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS B ClIy4ae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'6 B cmygae HCIIOJIb30BaHUS
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA TUCTPUOYTUB
Linux Linux AnpT JeOS wim
aHaJor
HQ-SRV 210 | 1 simpo | 100 OC AibT
cepBep Wiu
aHajor
BR-SRV 210 | 1 simpo | 10106 OC AxnbT
cepBep WiIn
aHaJIor
HQ-CLI 210 | 2 sapa | 15T6 OC AxbpT
pabouas
CTAHIIHSI WU
aHaJIor
Hroro 15 (9 B ciyuae | 13 (7 B cirydae | 6016
WCIIONIb30BaHUsA | HUCIOIB30BaHUS
OC Anbt unmu OC Anbt i -
aHaJyiora) aHaJjiora)

3amanue moayas 1

. IIpousBenure 6a30BYIO0 HACTPONKY YCTPOMCTB:

Hacrtpolite nMeHa yCcTpONCTB COrJIaCHO TOMOJIOTMH. Vcronb3ylTe MmojgHOE

JOMCHHOC UM

Ha Bcex yctpoiicTBax HeoOxoaumMo ckoHpurypuponath [Pv4:

sokanbHas, corinacio RFC1918

IP-anpec nomxeH ObITh M3 TPUBATHOTO JUANIA30HA, B CIIyYae, €CJIH CETh

» JlokanpHas ceTh B cropony HQ-SRV(VLAN 100) nomxHa BMeaTh He

Ooitee 32 aapecos
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» JlokanpHas cetb B ctopony HQ-CLI(VLAN 200) nomxHa BMeIaTh He
MeHee 16 agpecoB
» JlokanbHas ceth mis ynpaBieHusi(VLAN 999) nomxHa BMelarh He
Oosiee 8 aapecoB
» JlokanbHas cetb B ctopoHy BR-SRV nomkHna BMmemiate He 6omee 16
aZpecoB
CBenenust 00 azapecax 3aHecuTe B Ta0auiy 2, B KadecTBE NpUMepa
ucnionp3yiite [Ipun 3 O1 KO/ 09.02.06-3-2026-M1
. Hactpoiite nocryn k cetu UHTepHeT, Ha MapiipyTu3arope [SP:
Hacrpoiite agpecanuto Ha uHTEpPeiicax:
WNutepdelic, MOAKIIOUEHHBI K MarucTpaJibHOMY IpOBaijepy, MOTydaeT
anpec nmo DHCP
Hactpoiite MapuipyT no yMo4aHuio, €Ciid 3TO HEOOXO0AUMO
Hacrpoiite unrepdeiic, B cropony HQ-RTR, unrtepdeiic noaxiodeH Kk cetu
172.16.1.0/28
Hactpoiite untepdetic, B cropony BR-RTR, unrepdeiic nogkitouex k cetu
172.16.2.0/28
Ha ISP wHactpoiiTe IMHAMHYECKYH0 CETEBYH) TPAHCISIIUIO MOPTOB JIA
noctyna k cetu UaTepraer HQ-RTR u BR-RTR.
. Cospaiite nmokanbHbIe yueTHBIC 3amucH Ha cepBepax HQ-SRV u BR-SRV:
CosznmaiiTe moip3oBaTes remote _user
ITapoas monp3oBarens sshuser ¢ maposem P@sswOrd
N nentuduxatop nosas3osatens 2026
[Tons3oBaTens sshuser J0JKEH MMETh BO3MOXKHOCTH 3amyckarh sudo 0e3
BBOJIa MapOJIsi
Coszpaiite nonbs3oBarens net admin Ha mapupytuszaropax HQ-RTR u BR-
RTR
[Tapons mosb3oBarens net admin ¢ napoaem P@sswOrd

[Tpu nactpoiike OC Ha 6a3e Linux, 3amyckath sudo 6€3 BBo1a mapoJis
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IIpu nactpoitke OC oTinyHBIX OT Linux mojb30Barenb OKEH 00JaaTh
MaKCUMAJIbHBIMU PUBUJICTUSIMH.

Hacrpoiite kommyTtanuio B cermente HQ cnenyrommm oopazom:

Tpaduk HQ-SRV nomxen npunannexars VLAN 100

Tpadux HQ-CLI nomxen npunagiexxats VLAN 200

[IpeaycMoTpeTh BO3MOXKHOCTD Tiepenaun Tpaduka ynpasienus B VLAN 999
PeaimmzoBath Ha HQ-RTR Mapuipytuzanuio Tpaduka Bcex ykazaHHbix VLAN
C MCTIOJIB30BaHUEM OJHOTO ceTeBoro agantepa BM/¢dusnueckoro nopra
CBeneHMs 0 HACTPOWKE KOMMYTAIIMM BHECUTE B OTUET

Hacrpoiite 6e3onacHblii yaaneHHbld goctyn Ha cepBepax HQ-SRV u BR-
SRV:

JI71s1 TOAKITIOYEHHS UCTIONIb3yiTe TopT 2026

Pa3pemnre noakIt0YeHUs UCKIIOYUTEIBHO MOIB30BaTENIO Sshuser
OrpaHnybTe KOJTUYECTBO MOMBITOK BXOAA 10 JBYX

Hactpoiite 6annep «Authorized access only».

Mexnay opucamun HQ m BR, na mapupytuzatopax HQ-RTR u BR-RTR
HE00X0IMMO CKOH(DHUTYpHUPOBATH 1p TYHHETb:

Ha Bri6op Texnonmoruut GRE wu IP in IP

CBeneHus O TyHHEJNE 3aHECUTE B OTUET.

ObecnieubTe AMHAMUYECKYIO MapHIPyTHU3alMI0 Ha Mapipyrtuzatopax HQ-
RTR u BR-RTR: cetn ogHoro oduca q0KHBI OBITh JOCTYIHBI U3 APYTOro
opuca m Haobopor. g obecnedeHHs JAUHAMHUYECKOW MapIIpyTU3aIluu
ucnoas3yire link state mpoTokoJI HA yCMOTpEHHE yYaCTHUKA!

Pa3peminre BEIOpaHHBIN TPOTOKOJ TOJIBKO Ha MHTEep(deiicax ip TyHHEeNs
MapuipyTi3atopsl JOJKHBI JEIUTHCS MaplIpyTaMU TOIbKO APYT C APYTOM
ObecneubTe 3alIMTy BBIOPAHHOTO MPOTOKOJA IMOCPEACTBOM MAPOJIbHOMN
3aIUTHI

CBelieHus1 0 HACTPOUKE U 3aIUATE MPOTOKOJIA 3aHECUTE B OTYET.
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Hactpoiika guHamMuyeckod TpaHCISUHUM aapecoB MapiipyTuzaTtopax HQ-
RTR u BR-RTR:

Hactpoiite AMHAMUYECKYIO0 TpPaHCISALUIO agpecoB sl 000ux o(puCcOB B
ctopony ISP, Bce ycrpoiictBa B oducax JOJDKHBI UMETh JOCTYIl K CETH
Nutepuer

Hactpoiite mpoTokoa JuHaMHYecKOW KOH(MUTypallud XOCTOB JJi CETHU B
ctopony HQ-CLI:

Hactpoiite Hy)HYyI0 oACETH

B xauectBe cepsepa DHCP BoicTtymaet mapuipytuszarop HQ-RTR
Kmuenrom siBnsercs mammaa HQ-CLI

Hckmrounte U3 BbLAAYM aIpec MapLIpyTU3aTopa

Anpec 1uIt03a 1Mo ymoi4anuio — aapec mapmpytuzatopa HQ-RTR

Anpec DNS-ceprepa ms mammasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cyhdukc — au-team.irpo

CBeneHns 0 HaCTPOMKE MPOTOKOJIA 3aHECUTE B OTYET.

10.Hactpoiite nundpacTpyKTypy pa3perieHus ToOMeHHbIX UMEH [ oprcoB HQ

u BR:

Ocnosuoit DNS-cepsep peanuzoBan Ha HQ-SRV

CepBep noJDKEH oOecnedrBaTh paspelieHue HWMEH B CETEBbIE ajpeca
YCTPONCTB U 00paTHO B COOTBETCTBUU C TabJjauuei 3

B xauectBe DNS cepBepa nepechuUiKy UCIIONIB3YHTE 000 00111€10CTYTHBIN

DNS cepsep(77.88.8.7, 77.88.8.3 wim npyrue)

11.HactpoiiTe YacoBOM TOSIC Ha BCEX YCTPOMCTBaX (32 MCKIOUYCHUEM

BUPTYaJIbHOI'O KOMMYTATOpa, B CJIy4ae €ro UCIOJIb30BaHUs) COIJIACHO MECTY
IIPOBE/ICHMS K3aMEHA

Taoauma 2

Nwms yerpolictBa IP-anpec [11r03 110 YMOT4YaHUIO

HQ-RTR

BR-RTR
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HQ-SRV

HQ-CLI |

BR-SRV |

Taoauna 3

I YcrpoiicTtBo 3anuch
| HQ-RTR | hg-rtr.au-team.irpo
| BR-RTR | br-rtr.au-team.irpo
| HQ-SRV | hg-srv.au-team.irpo
| HQ-CLI | hg-cli.au-team.irpo
| BR-SRV | br-srv.au-team.irpo
| ISP (unTepdeiic HanpasiaeHHbid B ctopony HQ-RTR) | docker.au-team.irpo
| ISP (unTepdeiic HanpaBiaeHHbIH B cTopoHy BR-RTR) | web.au-team.irpo

Heobxoanmbie MpUIOKEHUs:

Tpun_4_03_KOJT 09.02.06-3-2026-M1.docx
Tpun_3_03_KOJT 09.02.06-3-2026-M1.docx
Tpun_2_ 03 KOJT 09.02.06-3-2026-M1.docx
Tpun_1_03_KOJT 09.02.06-3-2026-M1.docx

Moayab 2. Opranu3anus ceTeBoro aIMUHUCTPUPOBAHUS ONEPANHOHHBIX

CUCTEM

Heobxoaumo pa3pabotarh U HACTPOUTHh UHPPACTPYKTYPY UHPOPMALIMOHHO-

KOMMYHUKAIIMOHHOW CUCTEMBI COTJIACHO MPEAJIOKEHHON Tonoyoruu (cM. Pucynok

2).

s momynst 2 UCIONIB3YETCSl OTAENIbHBIN CTeHA. NHCTPYKIMS MO HACTPOUKE

cTcHIa VI TCXHUYCCKUX aIMUHUCTPATOPOB INIOIMAAKU B OTACJIbHOM @aﬁne.
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B cTenze nmpenHacTpoeHs,:

* IP-agpeca, Macku noaceTei U IUTIO3bI 10 YMOTYAHHUIO

» CereBas TpaHCIALUS aAPECOB

* [P tynHens

» JluHamMHuuecKas MapuIpyTU3alus

* Cozpmanpl mosp3oBaTenu sshuser Ha cepBepax u  net admin  Ha
MaplIpyTU3aTOpax, UM IPEIOCTABICHbI 3 IMUHUCTPATUBHBIEC TPUBUIIETHU

* Tlopts ssh Ha cepBepax

* DHCP-cepgep

* DNS-cepBep

* Cepep HQ-SRV umeer Tpu AONOTHUTENBHBIX HakonuTens pasmepoM 11'b

[To kaxmaoMy TMYHKTY 3aJaHusl, TPEOYIOMEro OTYET, COCTABUTh TEKCTOBBIM
JIOKYMEHT, Ha3BaHHUE KOTOPOTO JOJDKHO COJEp’KaTh WMHIEKC IMYyHKTa U KpPaTKoe
omucadue. TeKCTOBBI JOKYMEHT JOJDKEH COJepkKaTh TEKCTOBYIO MH(OPMAITHIO U
MOXET BKJIIOUAaTh CHHUMKH OJKpaHa, KaIpHUPOBAaHHBIE TaKHUM OO0pa3oM, YTOOBI
OTHOCSAIIASICA K BBIMOJHEHUIO 3a/1aHusI THPOpPMaIlUg Ha CHUMKaX ObllIa YUTAEMOM.

WToTOBBIl OTYET IO OKOHYAHUH Pa0OTHI CIICAYET COXPAaHUTh Ha JTUCKE
pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyib2 6e3 yuéta

paclIpeHus
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Pucynok 2. TonmoJsiorusi ceTu

S

Tab6auna 4
Nmn OmneparuBHas | ILlentpanbHelii | Hakonurens | OnepanuonHas
BHPTYAJIbHO namMsTh npoueccop, cucTeMa
M MalIHnHBI axep
ISP 1T6 | 1 aopo | 5T6 HuctpulyTus
AnbT JeOS min
aHaJIoT
HQ-RTR 416 B cimyuae | 410 B cyuae | 10T6 OC EcoRouter,
UCTOJIb30BaHUS | HCHOJIB30BAHUSA B Cllyuyae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 T'6 B cimyuae WCTIOIb30BAHMS
UCMOJIb30BaHUS | HCIOJIB30BAHUSA EcoRouter
aucTpuOyTHBa IUCcTpuOyTHBa IUCTpUOyTHB
Linux Linux Anpt JeOS wmm
anaior10.
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BR-RTR 410 B cayuae 4 T'6 B cityuae 1016 OC EcoRouter,
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS B ClIy4ae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'6 B cmygae HCIIOJIb30BaHUS
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA TUCTPUOYTUB
Linux Linux AnpT JeOS wim
aHaJor
HQ-SRV 210 | 1 simpo | 100 OC AibT
cepBep Wiu
aHajor
BR-SRV 210 | 1 simpo | 10106 OC AxnbT
cepBep WiIn
aHaJIor
HQ-CLI 210 | 2 sapa | 15T6 OC AxbpT
pabouas
CTAHIIHSI WU
aHaJIor
Hroro 15 (9 B ciyuae | 13 (7 B cirydae | 6016
WCIIONIb30BaHUsA | HUCIOIB30BaHUS
OC Anbt unmu OC Anbt i -
aHaJyiora) aHaJjiora)

3amanue moayJab 2

. Hactpoiite korTpomep nomena Samba DC na cepsepe BR-SRV:

Wms nomena au-team.irpo

Brenute B co3gannsbiii qomeH mamuny HQ-CLI

Cospaiite 5 nonb3oBatenei s opuca HQ: numena nonws3oBareneit popmara

hquserNe (manpumep hquserl, hquser2 u T.1.)

Co3zpaiite rpymiy hq, BBeuTe B IpyIiy CO3IaHHBIX MOJIb30BaTENICH

VYoenurecs,

qTo IIOJIB30BATCIIN

ayrentuguuuposarbcs Ha HQ-CLI

IPYIIIbI

hq

HUMCIOT

paBo
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[Tonb3oBaTenu rpymnmbl hq AOMKHBI MMETh BO3MOXKHOCTH TMOBBIIIATH
MIPUBUJIETHH JIJIS1 BEITIOJIHEHUS OTPaHUYEHHOTO Habopa KoMaH/;: cat, grep, id.
3amyckaTh Ipyryue KOMaHbI C TIOBBIITICHHBIMY MPUBUJICTHSMU MTOJTH30BATEIN
IPYIIIBI IPaBa HE UMEIOT.

Cxondurypupyiite daiimoBoe xpanwmiie Ha cepsepe HQ-SRV:

[Ipu momomu ABYX MOAKIIOYEHHBIX K CEPBEPY JOIMOJHHUTENbHBIX JHCKOB
pasmepom 1 ['6 ckonurypupyiite 1McKoBbIi MaccuB ypoBHs

Nms ycrporictBa — md0, mpu HEOOXOAMMOCTH KOH(HUTypalus MaccuBa
pa3meniaercs B daiine /etc/mdadm.conf

Co3zpaiite pasnen, orhopMaTupyiiTe pasien, B kadyecTBe (HailsiloBON CUCTEMBI
UCIIONb3YHTE ext4

OObecneubTe aBTOMAaTHUECKOE MOHTUPOBAHKE B Manky /raid

Hacrpoiite cepBep ceteBoii daitnoBoii cuctemsl (nfs) Ha HQ-SRV:

B kadecTBe manku oOiiero qocTyma Beioepute /raid/nfs, moctyn ajs yreHus
Y 3aIMCHU UCKIIIOYUTENBHO AJis1 ceTH B ctopony HQ-CLI

Ha HQ-CLI HacTpoiiTe aBTOMOHTUPOBAaHKE B Manky /mnt/nfs

OcHOBHBIE TApaMETPHI CEpBEPA OTMETHTE B OTUETE

Hactpoiite cnyx0y cereBoro BpeMeHHM Ha Oa3ze cepBuca chrony Ha
Mapupytuzarope ISP:

Brimecrosimuii cepBep ntp Ha mapupytuzatope ISP - Ha BeIOOp yuacTHUKA
Crparym™m cepBepa - 5

B kaugectBe knmentoB ntp Hactpoite: HQ-SRV, HQ-CLI, BR-RTR, BR-
SRV.

Crondurypupyiire ansible Ha cepepe BR-SRV:

Cdopmupyiite ¢aitn MHBEHTaps, B MHBEHTaph JOHKHBI BXoAuTh HQ-SRV,
HQ-CLI, HQ-RTR u BR-RTR

Pabounii katanor ansible momkeH pacnonararbes B /etc/ansible

Bce ykazanHbIe MalMHBI JO/DKHBI 0€3 MPEAYTPERKACHUN U OMTUOOK OTBEYATh

pong Ha komaHAy ping B ansible mocnannyio ¢ BR-SRV.
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PazeepuuTte BeO npunoxkenue B docker Ha cepBepe BR-SRV:

CpenctBamu docker momkeH co3maBaThCsi CTEK KOHTEHHEpPOB ¢ BeO
MIPIIOKEHUEM U 02301 TaHHBIX

Ucnonw3yiite o0pa3sl  site latestu mariadb latestpacnomararomniuecs B
aupekropun docker B oO6paze Additional.iso

OcHOBHOI1 KOHTEMHED testapp JOJKEeH Ha3bIBaThCS tespapp

Konteitnep ¢ 6a30ii JaHHBIX TOJKEH Ha3biBaThes db

Nmnoptupyiite o6pa3sl B docker, ykaxutre B yaml (aiine mapameTpsl
noakatoueHuss Kk CYBJI, umsa BJ[ - testdb, momws3oBaTens testc maposem
P@sswOrd, mnoptr mnpunoxenus 8080, mnpu HEOOXOAUMOCTH JpYyrue
napameTpbl

[Ipunoxenue NOKHO OBITh JOCTYIHO JJIi BHEIIHUX MOJKJIIOYEHHUHN 4epe3
ropt 8080

PazBepuuTe BeO npunoxkenneHa cepsepe HQ-SRV:

Ucnonb3yiite BeO-cepBep apache

B kadecTBe cuctemsbl ynpasieHUs 0a3aMu JaHHBIX UCIOJIb3YyWTe mariadb
daiinpl BeO MPUIIOKEHUS U JaMIT 0a3bl JAHHBIX HaXOAATCS B TUPEKTOPUU Web
obpaza Additional.iso

BrinonanTe mMnopt cxeMbl U JaHHbIX U3 (aitna dump.sql B 6a3y maHHBIX
webdb

Cozpaiite nosb3oBatenss webc nmaponem P@sswOrd u mpenoctaBeTe emy
IpaBa JI0CTyna K 3Toi 6a3ze JaHHBIX

@aiinbl index.php U AMPEKTOPUIO IMages CKOMUPYHTE B KaTajor BeO cepBepa
apache

B ¢aiine index.php ykaxwuTe mnpaBWIbHBIE YYETHBIE JaHHBIC IS
MOAKIOUEHMS K B/]

3amyctute BeO cepBep U yoenurech B pab0OTOCIIOCOOHOCTH MPUIIOKECHHUS

OCHOBHBIE ITAPAMETPBI OTMETHTE B OTUETE
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Ha wmapumpytuzatopax CKOHQUTYPUPYHTE CTaTHUECKYIO TPaHCISIUIO
MOPTOB:

[Ipoopockre mnopt 8080B mopt mnpunoxkenus testapp BR-SRV nHa
mapmpytuzatope BR-RTR, nns ob6ecrieuenust paboThl MpUIIOKeHUs testapp
U3BHE

[IpoOpocste mopt 8080B mnopt BeO mnpuioxkenuss Ha HQ-SRV Ha
mapmpytuzarope HQ-RTR, mns obecneuenus paboTbl BeO IPHIOKECHHS
U3BHE

[IpoOpocwTe mopt 2026Ha MmapmpyTtuzarope HQ-RTR B mopt 2026cepBepa
HQ-SRV, nns mogximroueHus K cepBepy M0 MPOTOKOIY ssh 13 BHEITHHUX ceTei
[IpoOpocwTe opt 2026Ha mapmpyTtuzatope BR-RTR B nmopt 2026cepBepa
BR-SRV, ny1st noakimtoyeHust kK cepBepy Mo NpOTOKOIY Ssh 13 BHEITHUX CETEH.
Hacrpoiite BeO-cepBep nginx kak oOpaTHBIN pokcu-cepBep Ha ISP

[Tpu oOpaitieHuu Mo JOMEHHOMY UMEHH web.au-team.irpo y KiimeHTa J0IKHO
OTKpbIBaThCs BeO mpuiiokenne Ha HQ-SRV

[Ipu oOpamenun no agomMeHHoMy wuMeHH docker.au-team.irpo KIMEHTa

JIOJKHO OTKPBIBATHCS BEO MPHIIOKEHUE testapp

10.Ha mapmpyTuzatope ISP Hactpoiite web-based ayrentudukanuio:

[Ipu oOpameHuun Kk caiTy web.au-team.irpo KJIMEHTY JOJDKHO OBITh
IPEIJI0KEHO BBECTH ayTeHTU(UKAIIMOHHbBIE JaHHBIC
* B kauectBe noruna st ayrentugukanuu Beioepute WEBcC naponiem
P@sswOrd
* Bribepure daiin /etc/nginx/.htpasswd B kauecTBe XpaHWINILA YUETHBIX
3anucen
* Ilpu ycrnemHoi ayTeHTU(DHKAIIMK KIHEHT JOHKEH MEperTH Ha BeO

CauT.

11.Y no6ubIM ciocobom ycTanoBuTe npuiioxkenne Suaexc bpaysep na HQ-CLI

YcraHoBKy Opay3epa OTMETHTE B OTUETE.
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Heo6xomumbie MpUITOKEHNS .

Tpun 5 B1_KOJI 09.02.06-2-2026-M3.txt

Oopa3zen 3aganus aiasa 'HA J1D I1Y (MuHBapuaHTHAs 4acTh)

Moayasb 1. HacTpoiika ceTeBoi HH(PPACTPYKTYpPbI

Heob6xonumo pa3padboTaTh U HACTPOUTh HHPPACTPYKTYPY HHPOPMAITHOHHO-
KOMMYHHUKAIITMOHHOW CUCTEMBI COTJIACHO MPEIJIOKEHHON TOMOJIOTHH (CM.
Pucynok 1)

3agaHue BKJIOYaeT 0a30BYI0 HACTPOMKY YCTPOUCTB:

* TPUCBOCHUE UMEH YCTPONCTBAM
* pacuert [P-anpecanun

* HACTPOWKY KOMMYTAIIMU U MapIIPyTHU3ALUN

B xo1e npoekTupoBaHusi 1 HACTPOUWKH CETEBON MHPPACTPYKTYphI CIEAYET
BECTH OTYET O CBOUX JICHCTBUSAX, BKJIIOUask TAOJUIBI U CXEMBI, TPEyCMOTPEHHbIE
B 3aJ]aHUH

[To kaxxnoMy MyHKTY 3a/aHus, TPeOYIOLEro oT4€T, COCTaBUTh TEKCTOBBIN
JOKYMEHT, Ha3BaHHE KOTOPOTO JOJDKHO COJAEpKAaTh WMHACKC MYHKTa W KpaTKoe
omucanne. TeKCTOBbIM JOKYMEHT JOJKEH COJAEPKaTh TEKCTOBYIO MH(POPMAIUIO U
MOKET BKJIIOYaTh CHHMMKH 3KpaHa, KaJpUPOBAHHbIE TaKUM O00pa3oM, 4YTOOBI
OTHOCSIIASCS K BBIITOJIHEHUIO 3aJaHus] MHPOPMAIUI Ha CHUMKax ObLTa YUTaeMOM.

HToroBpiif OTYET MO0 OKOHYAHUH PAOOTHI CIEIyeT COXPAaHUTh HA JUCKE
pabouero Mecrta u 3a1aTh uMs (aiina - GamunusYyactaukaMonyisl 6e3 yuéra

pacIMpeHus
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Pucynok 1. Tomosiorusi ceru

S

Taoauma 1
Nmn OneparuBnasi | Dentpanabnbnii | Hakonurens | Onepanmnonnas
BHPTYaJbLHO namMsTh npoiueccop, cucrema
i MAIIMHbI aaep
ISP 110 | 1 sinpo | 5T0 Juctpubytus
Anbt JeOS nnu
aHajor
HQ-RTR 4 T'6 B ciryuae | 4 T'6 B cityuae | 1016 OC EcoRouter,
WCTIOJIB30BaHUsS | WCIOJIB30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cmyuae 1 I'6 B cmyqae UCTIONIb30BAHUS
WCTIONB30BaHUs | HMCTIOIBb30BaHUS EcoRouter
TUCTPUOYTHBA JTUCTPUOYTHBA TUCTpUOYTUB
Linux Linux AnbT JeOS wn
aHaJjor
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BR-RTR 410 B cayuae 4 T'6 B cityuae 1016 OC EcoRouter,
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS B ClIy4ae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'6 B cmygae HCIIOJIb30BaHUS
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA TUCTPUOYTUB
Linux Linux AnpT JeOS wim
aHaJor
HQ-SRV 210 | 1 simpo | 100 OC AibT
cepBep Wiu
aHajor
BR-SRV 210 | 1 simpo | 10106 OC AxnbT
cepBep WiIn
aHaJIor
HQ-CLI 210 | 2 sapa | 15T6 OC AxbpT
pabouas
CTAHIIHSI WU
aHaJIor
Hroro 15 (9 B ciyuae | 13 (7 B cirydae | 6016
WCIIONIb30BaHUsA | HUCIOIB30BaHUS
OC Anbt unmu OC Anbt i -
aHaJyiora) aHaJjiora)

3amanue moayas 1

. IIpousBenure 6a30BYIO0 HACTPONKY YCTPOMCTB:

Hacrtpolite nMeHa yCcTpONCTB COrJIaCHO TOMOJIOTMH. Vcronb3ylTe MmojgHOE

JOMCHHOC UM

Ha Bcex yctpoiicTBax HeoOxoaumMo ckoHpurypuponath [Pv4:

sokanbHas, corinacio RFC1918

IP-anpec nomxeH ObITh M3 TPUBATHOTO JUANIA30HA, B CIIyYae, €CJIH CETh

» JlokanpHas ceTh B cropony HQ-SRV(VLAN 100) nomxHa BMeaTh He

Ooitee 32 aapecos



57

» JlokanpHas cetb B ctopony HQ-CLI(VLAN 200) nomxHa BMeIaTh He
MeHee 16 agpecoB
» JlokanbHas ceth mis ynpaBieHusi(VLAN 999) nomxHa BMelarh He
Oosiee 8 aapecoB
» JlokanbHas cetb B ctopoHy BR-SRV nomkHna BMmemiate He 6omee 16
aZpecoB
CBenenust 00 azapecax 3aHecuTe B Ta0auiy 2, B KadecTBE NpUMepa
ucnionp3yiite [Ipun 3 O1 KO/ 09.02.06-3-2026-M1
. Hactpoiite nocryn k cetu UHTepHeT, Ha MapiipyTu3arope [SP:
Hacrpoiite agpecanuto Ha uHTEpPeiicax:
WNutepdelic, MOAKIIOUEHHBI K MarucTpaJibHOMY IpOBaijepy, MOTydaeT
anpec nmo DHCP
Hactpoiite MapuipyT no yMo4aHuio, €Ciid 3TO HEOOXO0AUMO
Hacrpoiite unrepdeiic, B cropony HQ-RTR, unrtepdeiic noaxiodeH Kk cetu
172.16.1.0/28
Hactpoiite untepdetic, B cropony BR-RTR, unrepdeiic nogkitouex k cetu
172.16.2.0/28
Ha ISP wHactpoiiTe IMHAMHYECKYH0 CETEBYH) TPAHCISIIUIO MOPTOB JIA
noctyna k cetu UaTepraer HQ-RTR u BR-RTR.
. Cospaiite nmokanbHbIe yueTHBIC 3amucH Ha cepBepax HQ-SRV u BR-SRV:
CosznmaiiTe moip3oBaTes remote _user
ITapoas monp3oBarens sshuser ¢ maposem P@sswOrd
N nentuduxatop nosas3osatens 2026
[Tons3oBaTens sshuser J0JKEH MMETh BO3MOXKHOCTH 3amyckarh sudo 0e3
BBOJIa MapOJIsi
Coszpaiite nonbs3oBarens net admin Ha mapupytuszaropax HQ-RTR u BR-
RTR
[Tapons mosb3oBarens net admin ¢ napoaem P@sswOrd

[Tpu nactpoiike OC Ha 6a3e Linux, 3amyckath sudo 6€3 BBo1a mapoJis
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IIpu nactpoitke OC oTinyHBIX OT Linux mojb30Barenb OKEH 00JaaTh
MaKCUMAJIbHBIMU PUBUJICTUSIMH.

Hacrpoiite kommyTtanuio B cermente HQ cnenyrommm oopazom:

Tpaduk HQ-SRV nomxen npunannexars VLAN 100

Tpadux HQ-CLI nomxen npunagiexxats VLAN 200

[IpeaycMoTpeTh BO3MOXKHOCTD Tiepenaun Tpaduka ynpasienus B VLAN 999
PeaimmzoBath Ha HQ-RTR Mapuipytuzanuio Tpaduka Bcex ykazaHHbix VLAN
C MCTIOJIB30BaHUEM OJHOTO ceTeBoro agantepa BM/¢dusnueckoro nopra
CBeneHMs 0 HACTPOWKE KOMMYTAIIMM BHECUTE B OTUET

Hacrpoiite 6e3onacHblii yaaneHHbld goctyn Ha cepBepax HQ-SRV u BR-
SRV:

JI71s1 TOAKITIOYEHHS UCTIONIb3yiTe TopT 2026

Pa3pemnre noakIt0YeHUs UCKIIOYUTEIBHO MOIB30BaTENIO Sshuser
OrpaHnybTe KOJTUYECTBO MOMBITOK BXOAA 10 JBYX

Hactpoiite 6annep «Authorized access only».

Mexnay opucamun HQ m BR, na mapupytuzatopax HQ-RTR u BR-RTR
HE00X0IMMO CKOH(DHUTYpHUPOBATH 1p TYHHETb:

Ha Bri6op Texnonmoruut GRE wu IP in IP

CBeneHus O TyHHEJNE 3aHECUTE B OTUET.

ObecnieubTe AMHAMUYECKYIO MapHIPyTHU3alMI0 Ha Mapipyrtuzatopax HQ-
RTR u BR-RTR: cetn ogHoro oduca q0KHBI OBITh JOCTYIHBI U3 APYTOro
opuca m Haobopor. g obecnedeHHs JAUHAMHUYECKOW MapIIpyTU3aIluu
ucnoas3yire link state mpoTokoJI HA yCMOTpEHHE yYaCTHUKA!

Pa3peminre BEIOpaHHBIN TPOTOKOJ TOJIBKO Ha MHTEep(deiicax ip TyHHEeNs
MapuipyTi3atopsl JOJKHBI JEIUTHCS MaplIpyTaMU TOIbKO APYT C APYTOM
ObecneubTe 3alIMTy BBIOPAHHOTO MPOTOKOJA IMOCPEACTBOM MAPOJIbHOMN
3aIUTHI

CBelieHus1 0 HACTPOUKE U 3aIUATE MPOTOKOJIA 3aHECUTE B OTYET.
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Hactpoiika guHamMuyeckod TpaHCISUHUM aapecoB MapiipyTuzaTtopax HQ-
RTR u BR-RTR:

Hactpoiite AMHAMUYECKYIO0 TpPaHCISALUIO agpecoB sl 000ux o(puCcOB B
ctopony ISP, Bce ycrpoiictBa B oducax JOJDKHBI UMETh JOCTYIl K CETH
Nutepuer

Hactpoiite mpoTokoa JuHaMHYecKOW KOH(MUTypallud XOCTOB JJi CETHU B
ctopony HQ-CLI:

Hactpoiite Hy)HYyI0 oACETH

B xauectBe cepsepa DHCP BoicTtymaet mapuipytuszarop HQ-RTR
Kmuenrom siBnsercs mammaa HQ-CLI

Hckmrounte U3 BbLAAYM aIpec MapLIpyTU3aTopa

Anpec 1uIt03a 1Mo ymoi4anuio — aapec mapmpytuzatopa HQ-RTR

Anpec DNS-ceprepa ms mammasl HQ-CLI — aapec cepsepa HQ-SRV
DNS-cyhdukc — au-team.irpo

CBeneHns 0 HaCTPOMKE MPOTOKOJIA 3aHECUTE B OTYET.

10.Hactpoiite nundpacTpyKTypy pa3perieHus ToOMeHHbIX UMEH [ oprcoB HQ

u BR:

Ocnosuoit DNS-cepsep peanuzoBan Ha HQ-SRV

CepBep noJDKEH oOecnedrBaTh paspelieHue HWMEH B CETEBbIE ajpeca
YCTPONCTB U 00paTHO B COOTBETCTBUU C TabJjauuei 3

B xauectBe DNS cepBepa nepechuUiKy UCIIONIB3YHTE 000 00111€10CTYTHBIN

DNS cepsep(77.88.8.7, 77.88.8.3 wim npyrue)

11.HactpoiiTe YacoBOM TOSIC Ha BCEX YCTPOMCTBaX (32 MCKIOUYCHUEM

BUPTYaJIbHOI'O KOMMYTATOpa, B CJIy4ae €ro UCIOJIb30BaHUs) COIJIACHO MECTY
IIPOBE/ICHMS K3aMEHA

Taoauma 2

Nwms yerpolictBa IP-anpec [11r03 110 YMOT4YaHUIO

HQ-RTR

BR-RTR
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HQ-SRV

HQ-CLI |

BR-SRV |

Taoauna 3

I YcrpoiicTtBo 3anuch
| HQ-RTR | hg-rtr.au-team.irpo
| BR-RTR | br-rtr.au-team.irpo
| HQ-SRV | hg-srv.au-team.irpo
| HQ-CLI | hg-cli.au-team.irpo
| BR-SRV | br-srv.au-team.irpo
| ISP (unTepdeiic HanpasiaeHHbid B ctopony HQ-RTR) | docker.au-team.irpo
| ISP (unTepdeiic HanpaBiaeHHbIH B cTopoHy BR-RTR) | web.au-team.irpo

Heobxoanmbie MpUIOKEHUs:

Tpun_4_03_KOJT 09.02.06-3-2026-M1.docx
Tpun_3_03_KOJT 09.02.06-3-2026-M1.docx
Tpun_2_ 03 KOJT 09.02.06-3-2026-M1.docx
Tpun_1_03_KOJT 09.02.06-3-2026-M1.docx

Moayab 2. Opranu3anus ceTeBoro aIMUHUCTPUPOBAHUS ONEPANHOHHBIX

CUCTEM

Heobxoaumo pa3pabotarh U HACTPOUTHh UHPPACTPYKTYPY UHPOPMALIMOHHO-

KOMMYHUKAIIMOHHOW CUCTEMBI COTJIACHO MPEAJIOKEHHON Tonoyoruu (cM. Pucynok

2).

s momynst 2 UCIONIB3YETCSl OTAENIbHBIN CTeHA. NHCTPYKIMS MO HACTPOUKE

cTcHIa VI TCXHUYCCKUX aIMUHUCTPATOPOB INIOIMAAKU B OTACJIbHOM @aﬁne.
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B cTenze nmpenHacTpoeHs,:

* IP-agpeca, Macku noaceTei U IUTIO3bI 10 YMOTYAHHUIO

» CereBas TpaHCIALUS aAPECOB

* [P tynHens

» JluHamMHuuecKas MapuIpyTU3alus

* Cozpmanpl mosp3oBaTenu sshuser Ha cepBepax u  net admin  Ha
MaplIpyTU3aTOpax, UM IPEIOCTABICHbI 3 IMUHUCTPATUBHBIEC TPUBUIIETHU

* Tlopts ssh Ha cepBepax

* DHCP-cepgep

* DNS-cepBep

* Cepep HQ-SRV umeer Tpu AONOTHUTENBHBIX HakonuTens pasmepoM 11'b

[To kaxmaoMy TMYHKTY 3aJaHusl, TPEOYIOMEro OTYET, COCTABUTh TEKCTOBBIM
JIOKYMEHT, Ha3BaHHUE KOTOPOTO JOJDKHO COJEp’KaTh WMHIEKC IMYyHKTa U KpPaTKoe
omucadue. TeKCTOBBI JOKYMEHT JOJDKEH COJepkKaTh TEKCTOBYIO MH(OPMAITHIO U
MOXET BKJIIOUAaTh CHHUMKH OJKpaHa, KaIpHUPOBAaHHBIE TaKHUM OO0pa3oM, YTOOBI
OTHOCSAIIASICA K BBIMOJHEHUIO 3a/1aHusI THPOpPMaIlUg Ha CHUMKaX ObllIa YUTAEMOM.

WToTOBBIl OTYET IO OKOHYAHUH Pa0OTHI CIICAYET COXPAaHUTh Ha JTUCKE
pabouero Mecrta u 3a1aTh uMs (aitna - GamunusYyactaukaMonyib2 6e3 yuéta

paclIpeHus
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Pucynok 2. TonmoJsiorusi ceTu

S

Tab6auna 4
Nmn OmneparuBHas | ILlentpanbHelii | Hakonurens | OnepanuonHas
BHPTYAJIbHO namMsTh npoueccop, cucTeMa
M MalIHnHBI axep
ISP 1T6 | 1 aopo | 5T6 HuctpulyTus
AnbT JeOS min
aHaJIoT
HQ-RTR 416 B cimyuae | 410 B cyuae | 10T6 OC EcoRouter,
UCTOJIb30BaHUS | HCHOJIB30BAHUSA B Cllyuyae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 T'6 B cimyuae WCTIOIb30BAHMS
UCMOJIb30BaHUS | HCIOJIB30BAHUSA EcoRouter
aucTpuOyTHBa IUCcTpuOyTHBa IUCTpUOyTHB
Linux Linux Anpt JeOS wmm
anaior10.




63

BR-RTR 410 B cayuae 4 T'6 B cityuae 1016 OC EcoRouter,
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS B ClIy4ae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'6 B cmygae HCIIOJIb30BaHUS
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA TUCTPUOYTUB
Linux Linux AnpT JeOS wim
aHaJor
HQ-SRV 210 | 1 simpo | 100 OC AibT
cepBep Wiu
aHajor
BR-SRV 210 | 1 simpo | 10106 OC AxnbT
cepBep WiIn
aHaJIor
HQ-CLI 210 | 2 sapa | 15T6 OC AxbpT
pabouas
CTAHIIHSI WU
aHaJIor
Hroro 15 (9 B ciyuae | 13 (7 B cirydae | 6016
WCIIONIb30BaHUsA | HUCIOIB30BaHUS
OC Anbt unmu OC Anbt i -
aHaJyiora) aHaJjiora)

3amanue moayJab 2

. Hactpoiite korTpomep nomena Samba DC na cepsepe BR-SRV:

Wms nomena au-team.irpo

Brenute B co3gannsbiii qomeH mamuny HQ-CLI

Cospaiite 5 nonb3oBatenei s opuca HQ: numena nonws3oBareneit popmara

hquserNe (manpumep hquserl, hquser2 u T.1.)

Co3zpaiite rpymiy hq, BBeuTe B IpyIiy CO3IaHHBIX MOJIb30BaTENICH

VYoenurecs,

qTo IIOJIB30BATCIIN

ayrentuguuuposarbcs Ha HQ-CLI

IPYIIIbI

hq

HUMCIOT

paBo
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[Tonb3oBaTenu rpymnmbl hq AOMKHBI MMETh BO3MOXKHOCTH TMOBBIIIATH
MIPUBUJIETHH JIJIS1 BEITIOJIHEHUS OTPaHUYEHHOTO Habopa KoMaH/;: cat, grep, id.
3amyckaTh Ipyryue KOMaHbI C TIOBBIITICHHBIMY MPUBUJICTHSMU MTOJTH30BATEIN
IPYIIIBI IPaBa HE UMEIOT.

Cxondurypupyiite daiimoBoe xpanwmiie Ha cepsepe HQ-SRV:

[Ipu momomu ABYX MOAKIIOYEHHBIX K CEPBEPY JOIMOJHHUTENbHBIX JHCKOB
pasmepom 1 ['6 ckonurypupyiite 1McKoBbIi MaccuB ypoBHs

Nms ycrporictBa — md0, mpu HEOOXOAMMOCTH KOH(HUTypalus MaccuBa
pa3meniaercs B daiine /etc/mdadm.conf

Co3zpaiite pasnen, orhopMaTupyiiTe pasien, B kadyecTBe (HailsiloBON CUCTEMBI
UCIIONb3YHTE ext4

OObecneubTe aBTOMAaTHUECKOE MOHTUPOBAHKE B Manky /raid

Hacrpoiite cepBep ceteBoii daitnoBoii cuctemsl (nfs) Ha HQ-SRV:

B kadecTBe manku oOiiero qocTyma Beioepute /raid/nfs, moctyn ajs yreHus
Y 3aIMCHU UCKIIIOYUTENBHO AJis1 ceTH B ctopony HQ-CLI

Ha HQ-CLI HacTpoiiTe aBTOMOHTUPOBAaHKE B Manky /mnt/nfs

OcHOBHBIE TApaMETPHI CEpBEPA OTMETHTE B OTUETE

Hactpoiite cnyx0y cereBoro BpeMeHHM Ha Oa3ze cepBuca chrony Ha
Mapupytuzarope ISP:

Brimecrosimuii cepBep ntp Ha mapupytuzatope ISP - Ha BeIOOp yuacTHUKA
Crparym™m cepBepa - 5

B kaugectBe knmentoB ntp Hactpoite: HQ-SRV, HQ-CLI, BR-RTR, BR-
SRV.

Crondurypupyiire ansible Ha cepepe BR-SRV:

Cdopmupyiite ¢aitn MHBEHTaps, B MHBEHTaph JOHKHBI BXoAuTh HQ-SRV,
HQ-CLI, HQ-RTR u BR-RTR

Pabounii katanor ansible momkeH pacnonararbes B /etc/ansible

Bce ykazanHbIe MalMHBI JO/DKHBI 0€3 MPEAYTPERKACHUN U OMTUOOK OTBEYATh

pong Ha komaHAy ping B ansible mocnannyio ¢ BR-SRV.
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PazeepuuTte BeO npunoxkenue B docker Ha cepBepe BR-SRV:

CpenctBamu docker momkeH co3maBaThCsi CTEK KOHTEHHEpPOB ¢ BeO
MIPIIOKEHUEM U 02301 TaHHBIX

Ucnonw3yiite o0pa3sl  site latestu mariadb latestpacnomararomniuecs B
aupekropun docker B oO6paze Additional.iso

OcHOBHOI1 KOHTEMHED testapp JOJKEeH Ha3bIBaThCS tespapp

Konteitnep ¢ 6a30ii JaHHBIX TOJKEH Ha3biBaThes db

Nmnoptupyiite o6pa3sl B docker, ykaxutre B yaml (aiine mapameTpsl
noakatoueHuss Kk CYBJI, umsa BJ[ - testdb, momws3oBaTens testc maposem
P@sswOrd, mnoptr mnpunoxenus 8080, mnpu HEOOXOAUMOCTH JpYyrue
napameTpbl

[Ipunoxenue NOKHO OBITh JOCTYIHO JJIi BHEIIHUX MOJKJIIOYEHHUHN 4epe3
ropt 8080

PazBepuuTe BeO npunoxkenneHa cepsepe HQ-SRV:

Ucnonb3yiite BeO-cepBep apache

B kadecTBe cuctemsbl ynpasieHUs 0a3aMu JaHHBIX UCIOJIb3YyWTe mariadb
daiinpl BeO MPUIIOKEHUS U JaMIT 0a3bl JAHHBIX HaXOAATCS B TUPEKTOPUU Web
obpaza Additional.iso

BrinonanTe mMnopt cxeMbl U JaHHbIX U3 (aitna dump.sql B 6a3y maHHBIX
webdb

Cozpaiite nosb3oBatenss webc nmaponem P@sswOrd u mpenoctaBeTe emy
IpaBa JI0CTyna K 3Toi 6a3ze JaHHBIX

@aiinbl index.php U AMPEKTOPUIO IMages CKOMUPYHTE B KaTajor BeO cepBepa
apache

B ¢aiine index.php ykaxwuTe mnpaBWIbHBIE YYETHBIE JaHHBIC IS
MOAKIOUEHMS K B/]

3amyctute BeO cepBep U yoenurech B pab0OTOCIIOCOOHOCTH MPUIIOKECHHUS

OCHOBHBIE ITAPAMETPBI OTMETHTE B OTUETE
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Ha wmapumpytuzatopax CKOHQUTYPUPYHTE CTaTHUECKYIO TPaHCISIUIO
MOPTOB:

[Ipoopockre mnopt 8080B mopt mnpunoxkenus testapp BR-SRV nHa
mapmpytuzatope BR-RTR, nns ob6ecrieuenust paboThl MpUIIOKeHUs testapp
U3BHE

[IpoOpocste mopt 8080B mnopt BeO mnpuioxkenuss Ha HQ-SRV Ha
mapmpytuzarope HQ-RTR, mns obecneuenus paboTbl BeO IPHIOKECHHS
U3BHE

[IpoOpocwTe mopt 2026Ha MmapmpyTtuzarope HQ-RTR B mopt 2026cepBepa
HQ-SRV, nns mogximroueHus K cepBepy M0 MPOTOKOIY ssh 13 BHEITHHUX ceTei
[IpoOpocwTe opt 2026Ha mapmpyTtuzatope BR-RTR B nmopt 2026cepBepa
BR-SRV, ny1st noakimtoyeHust kK cepBepy Mo NpOTOKOIY Ssh 13 BHEITHUX CETEH.
Hacrpoiite BeO-cepBep nginx kak oOpaTHBIN pokcu-cepBep Ha ISP

[Tpu oOpaitieHuu Mo JOMEHHOMY UMEHH web.au-team.irpo y KiimeHTa J0IKHO
OTKpbIBaThCs BeO mpuiiokenne Ha HQ-SRV

[Ipu oOpamenun no agomMeHHoMy wuMeHH docker.au-team.irpo KIMEHTa

JIOJKHO OTKPBIBATHCS BEO MPHIIOKEHUE testapp

10.Ha mapmpyTuzatope ISP Hactpoiite web-based ayrentudukanuio:

[Ipu oOpameHuun Kk caiTy web.au-team.irpo KJIMEHTY JOJDKHO OBITh
IPEIJI0KEHO BBECTH ayTeHTU(UKAIIMOHHbBIE JaHHBIC
* B kauectBe noruna st ayrentugukanuu Beioepute WEBcC naponiem
P@sswOrd
* Bribepure daiin /etc/nginx/.htpasswd B kauecTBe XpaHWINILA YUETHBIX
3anucen
* Ilpu ycrnemHoi ayTeHTU(DHKAIIMK KIHEHT JOHKEH MEperTH Ha BeO

CauT.

11.Y no6ubIM ciocobom ycTanoBuTe npuiioxkenne Suaexc bpaysep na HQ-CLI

YcraHoBKy Opay3epa OTMETHTE B OTUETE.
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Heo6xomumbie MpUITOKEHNS .

Tpun 5 B1_KOJI 09.02.06-2-2026-M3.txt

Mopyab 3. Ikcninyatanus 00beKTOB ceTeBOi HH(PPACTPYKTYPHhI

Heobxoaumo pa3pabotarh U HACTPOUTHh UHPPACTPYKTYPY UHPOPMALIMOHHO-
KOMMYHUKAIIMOHHON CUCTEMBI COTJIACHO MPEJIJIOKEHHOM Tomojoruu (cM. Pucynok
3).

3amanne Moyist 3 COOEpKUT MUTPALIMIO T0JIb30BaTENIEH, pa3BEPTHIBAHNE U
HAaCTpPOWKY LEHTpa cepTU(UKAIMU, Bblgadyy cepTU(PUKaToB BeO cepBepaM s
mudpoBaHus Tpaduka, HACTPONKY IMIH(PPOBAHHOIO TYHHENs, HACTPOUKY
MEXCETEBOTO JKpaHa, IMPUHT-CEPBEPA, CEpBEpa JOTUPOBAHUS M MOHHUTOPHUHIA,
aBTOMATU3AllMM Ha OCHOBE HWH(MPACTPYKTYpPhl OTKPBITBIX KIIFOUEH, HACTPOHKY
3alUTHI IPOTOKoJIa ssh oT nmepedopa, HaCTPOIKy NPOrpaMMHOIO 0OeCTIeUeHUs 1JIst
CO3/IaHUA APXUBHBIX KOMHI

B xoze mpoekTUpoBaHUS U HACTPOUKH CETEBOM HH(PPACTPYKTYphI ClIeIyeT
3aHOCUTH 3allUCU B OTYET O CBOMX JIEHCTBUSX, KOTJA 3TO TpeOyeTcs B 3aJaHUU.
OTyeT MO OKOHYaHUM PAOOTHI CIEAYET COXPAHUTh HA JIUCKE pabodero mecra u

3anath umMs Qaitna 6e3 yu€ra pacumpenus - @amunusyY yactHukaMoyib3
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o Em Em o o Em omm o o o o o oEm o o o=

Pucynok 3. TonmoJsiorusi ceTu

S

Tao6auua 4
Nmn OneparuBnasi | Dentpanabnbnii | Hakonurens | Onepanmnonnas
BHPTYaJbLHO namMsTh npoiueccop, cucrema
i MAIIMHbI aaep
ISP 110 | 1 sinpo | 5T0 Juctpubytus
Anbt JeOS nnu
aHajor
HQ-RTR 4 T'6 B ciryuae | 4 T'6 B cityuae | 1016 OC EcoRouter,
WCTIOJIB30BaHUsS | WCIOJIB30BAHUS B ClTydae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cmyuae 1 I'6 B cmyqae UCTIONIb30BAHUS
WCTIONB30BaHUs | HMCTIOIBb30BaHUS EcoRouter
TUCTPUOYTHBA JTUCTPUOYTHBA TUCTpUOYTUB
Linux Linux AnbT JeOS wn
aHaJjor
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BR-RTR 410 B cayuae 4 T'6 B cityuae 1016 OC EcoRouter,
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS B ClIy4ae
EcoRouter EcoRouter HEBO3MOKHOCTH
1 I'6 B cimyuae 1 I'6 B cmygae HCIIOJIb30BaHUS
WCIIOJIb30BaHUA | HUCIOJIB30BaHUS EcoRouter
JTUCTPUOYTHBA JTUCTPUOYTHBA TUCTPUOYTUB
Linux Linux AnpT JeOS wim
aHaJor
HQ-SRV 210 | 1 simpo | 100 OC AibT
cepBep Wiu
aHajor
BR-SRV 210 | 1 simpo | 10106 OC AxnbT
cepBep WiIn
aHaJIor
HQ-CLI 210 | 2 sapa | 15T6 OC AxbpT
pabouas
CTAHIIHSI WU
aHaJIor
Hroro 15 (9 B ciyuae | 13 (7 B cirydae | 6016
WCIIONIb30BaHUsA | HUCIOIB30BaHUS
OC Anbt unmu OC Anbt i -
aHaJyiora) aHaJjiora)

3aganue moayanb 3

. BBIMONHKUTE UMITOPT MOJIB30BaTENICH B IOMEH au-team.irpo:

B kauecTBe (aiina ucrounuka BeiOepuTe (hailil users.csv pacrojararimmics

B 0oOpaze Additional.iso

ITonp3oBaTenu JOJDKHBI OBITH HMIIOPTHUPOBAHBI CO CBOHMMHU IIApOJLIMHU H

JIpYruMu aTpuOyTamu

VGCI[I/ITCCI), 4TO UMIIOPTUPOBAHHBIC IMOJIL30BATCIIN MOT'YT BOWTHU Ha MalllnHY

HQ-CLI

. BeimonnuTe HacTpoiiky nieHTpa ceptudukanuu Ha 6aze HQ-SRV:
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Heob6xoanmo ucnoiap30BaTh OTEUECTBEHHBIE aJTOPUTMBI MK (DPOBAHUS
Ceptuduxats! Beigatorcs Ha 30mHen

Ob6ecneunte noBepue ceprudukary mus HQ-CLI

Brinaiite ceprudukarsl BeO cepBepam

[lepenactpoliTe paHee HACTPOCHHBIM PEBEPCUBHBIM MPOKCH nginx Ha
poTokoJ https

IIpu oOpamennnn Kk BeO cepBepaMm  https://web.au-team.irpo  u
https://docker.au-team.irpo y Opay3epa KJIMEHTa HE JOJDKHO BO3HUKATH
OpeaynpexIeHUN.

[lepenactpoiite  ip-TyHHeNb ¢  0a30BOro 0 YpPOBHA  TYHHEJNS,
oOecrneunBaroniero mudposanue Tpapuka

Hacrpoiite 3ammimennsiit Tynaens Mmexay HQ-RTR u BR-RTR

Buecure HeoOxomumble HM3MEHEHHS B KOHQUTYpAIMIO JAUHAMAYECKOU
MapuHIpyTH3alliKd, TPOTOKOJ JTUHAMUYECKOW MapHIpyTH3alUUA JOJIKEH
BO300OHOBUTH PabOTy MOCIJIE MEPEHACTPOUKHN TyHHES

BriOpanHoe nporpamMmmHoe oOecrieyeHue, 00OCHOBaHUE €ro BbIOOpA U €ro
OCHOBHBIC TMapaMeTpbl, HU3MEHEHHS B KOH(UTypaluu JUHAMUYECKON
MapIIpyTU3alUd OTMETHTE B OTUETE.

Hactpoiite mexcereBoii 3xkpan Ha MmapiipytuzaTopax HQ-RTR u BR-RTR nHa
ceThb B cTOpoHy ISP

ObecneubTe paboTy mnpoTokonoB http, https, dns, ntp, icmp wumm
JIOTIOJTHUTENIBHBIX HY)KHBIX ITPOTOKOJIOB

3anpeTuTe OCTalbHBIE MOAKIIOYECHUS U3 ceTh VHTEepHET BO BHYTPEHHIOIO
CETbh.

Hacrpoiite npunT-cepBep cups Ha cepBepe HQ-SRV:

Ony0nukyiite BUpTyasbHbli pdf-ipuHTEp

Ha knuente HQ-CLI noakitounte BUPTYalbHBIA MPUHTEP KaK MPUHTEP IO

YMOJIYaHHUIO.
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Peanusyiite norupoBanue npu nomoiny rsyslog Ha ycrpoiicteax HQ-RTR,
BR-RTR, BR-SRV:
CepBep cbopa noroB pacnosiokeH Ha HQ-SRV, ybenutecs, 4to cepBep He
ABJISIETCS] KJIMEHTOM caMoOMy ce0e
[Ipuopurter coobI1IeHN TOMKEH OBITH HE HIKE warning
Bce xypHallbl JTOJDKHBI HaXOAWThCS B AupekTopuu /opt. g KaxkIoro
YCTPOMCTBA I0HKHA BBIACISTHCS CBOS OAIUPEKTOPHUSI, KOTOpas COBINAAAET C
MMEHEM MAIIHbI
Peanu3syiite poranuo cooOpaHHbIx JioroB Ha cepBepe HQ-SRV:

* Potmpyrorcsi Bce JOTHM, HaxoAAIIUMECS B JAUPEKTOPUU U

HOJIUPEKTOPUSIX /opt

* Poranus npou3BoAUTCS OJIMH pa3 B HEJEIIO

» Jloru HE0OXOAUMO CHKUMATH

* MuHuUMaNbHBIN pa3Mmep JI0ToB 1 poTtaiuu — 10Mb.
Hacepepe HQ-SRV peanusyiiTe MOHUTOPHUHI YCTPOMCTB C MOMOIIBIO
OTKPBITOTO IPOrPaMMHOTO 0OecTIeueHUs
Oo6ecnieubte goctynmHocth mo URL - http://mon.au-team.irpo ams ceteit
odpuca HQ, BHECHTE M3MEHEHHS B HHPPACTPYKTYPY pa3perieHus] JOMEHHBIX
UMEH
Monutoputs HY)HO ycTtpoiictBa HQ-SRV u BR-SRV
B MoHUTOpHHIE JOJKHBI BU3yalbHO 0TOOpaxaThcs Harpy3ka Ha LII1, o0bem
3aHsATON OIl 1 OCHOBHOTO HAKOTIUTEIIS
JloruH u naposs A ciayk06l MoHuTOprHra admin P@sswOrd
Opranusyiite noctyn k Mouutopunry s HQ-CLI, 6e3 BHemHero goctyna
Bri6op mporpammHoro oOecredeHus, OCHOBAaHHME BBHIOOpA U OCHOBHBIE
nmapaMeTpsl C yKa3aHHEM IIOpTa, Ha KOTOPOM paboTaeT MOHHUTOPHHT,
OTMETHTE B OTUETE
Peanm3yiite mexanusm nHBeHTapu3zannu MamH HQ-SRV u HQ-CLI wepe3

Ansible sa BR-SRV:
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[TneiiOyk momkeH coouparb HHGOPMAIHIO O pabOUYNX MECTaX:

Nwms kommbrorepa

IP-anpec kommbroTEpa

[TnetiOyk, noikeH OBITh pa3MEIIeH B JAUPEKTOpHH /etc/ansible, oTuéThl B
nonmupexkropun PC-INFO, B dopmate .yml. Daitnbl 10mKHBI Ha3bIBaeTCS
UMEHEM KOMITbIOTEPA, KOTOPHIHA ObLIT MTHBEHTAPU3UPOBAH

daiin meitdyka pacrnonaraercss B oOpaze Additional.iso B nupexkTopun
playbook

. Ha HQ-SRV Hnactpoiite nporpammHoe oOecrieuenue fail2ban nms 3amuTh
ssh

VYkaxute mopt ssh

[Ipu 3 HeycnenIHbIX aBTOPU3AIMAX aJI[PEC aATAKYIOIIETO NoMnaiaeT B 0aH

ban npousBoautcs Ha 1MuHyTY

HeobOxoanmbie NPUI0KEHUS: OTCYTCTBYIOT.,
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[Tpunoxenue 1 x Tomy 1

OLOCHOYHBIX MAaTCPpHUAJIOB

Pexomenaanuu no ¢popmupoBannio BapuatuHoit yactu KO/,

BAPHATHUBHON YaCTH 32IaHUSI M KpUTepueB oueHuBanus s 19 IIY

OOpazoBaTenbHass OpraHM3alus IMPU HEOOXOJUMOCTH CaMOCTOSTEIHHO
dbopmupyeT conepkanne BapuatuBHor yactu KOJl, BapuaTuBHOM YacTH 3aaHUS U
KputepueB oueHuBanus s [10 1Y Ha ocHOBe KBanM(pUKaMOHHBIX TPEOOBaHUM,
3asBJICHHBIX  OpraHu3alusaMu, paboTomaTeNsiMH, 3aMHTEPECOBAHHBIMH B
HOJATOTOBKE KaJpOB COOTBETCTBYIOUIEH KBaJu(pUKALMM, B TOM YHUCIE
ABIIIOIIMMUCS ~ CTOPOHOW  JIOTOBOpa O  CeTeBOM  ¢opMe  peaiusanuu
o0pa3oBaTeNbHBIX MNporpaMM U (WJK) AOTOBOpa O MPAKTUYECKOW IMOJTOTOBKE
00yJaroImxcs.

[Ipu dhopmupoBanun conepkanust BapuatuBHoM yactu KO mnsa D 1TV
PEKOMEHIyeTCsl UCIOIb30BATh HIXKECIEAYIOINE (POPMBI TaOIHUL.

Nudopmanus o npogomkuTeabHocTd 1D npopuiIbHOTO YPOBHS € YUETOM
BapuaTUBHOM YacTu hopmupyetcs o ¢popme corsiacHo tadmume No 1.1.

Tabmmia Ne 1.1

CocraBHasi 4acTh
Bun KOJ IponomxurensHocts 19
Yposens /1D
aTrecTaluu (uHBapuaHTHasi/ (ne 0oJ1ee)
BAPUATHBHASA YaCTh)
0 u. 00 MuH.
COBOKYITHOCTB
N . <npoooIHCUMETLHOCb HE
I'MA PO UIBLHBIN MHBapUaHTHOU U

N . bonee 5 acmponomuueckux

BapUaTUBHOW YacTei

yacoe>

ConepxarenbHast cTpykTypa BapuatuBHou wactu KO mns D IIY
(xBanmuukanmoHHbie TpeboBaHusi paboromareneii) Qopmupyercss 1o ¢opme

coriiacHo tabmuite Ne 1.2.
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Taomura Ne 1.2

e Buj nessiteabHOCTH Ilepeuennb IlepeyeHb oneHUBaEeMbIX
I /;1 (Bua npogeccuoHANBHOM OLICHMBAEMBbIX YMEHHUii, HABbIKOB
JAeATeIbHOCTH) OK, IIK (MPaKTHYECKOr0 ONbITA)

Pacripenenenne OamioB mo kputepusMm oneHuBanms g JD  I1Y
(BapuatuBHas yactb) B pamMkax ['MA ocyiecTBiiseTcs mo ¢popMe COriiacHo TabuIe
Ne 1.3.

Tabmuma Ne 1.3

Bua nesTeapbHOCTH
Ne . .
u/n (BuA npogeccHOHATBHOM Kpurepuii ouennBanus Bbaubl
JesITeJIbHOCTH)
0,00
0,00
0,00
BCEI'O (BapuaruBHas yactb KOJI) 25,00

[Tpu bopmupoBanuu BapuatupHout yactu KO/ qys 1D [1Y B wactu nepeuns
000Opy/IOBaHUsI U OCHAIIEHUS, PACXOJHBIX MaTepUaNIOB, CPEACTB OOy4YEeHHUS U
BOCITUTAHUSI PEKOMEHYETCS UCTIOIb30BaTh (popmy Tadmuiel Ne 10 Toma 1 OM.

[Tpu popmuposanuu BapuatuHoi yactu KO/ nist 19 I[TY npumepHbIit miian
3aCTPOMKH TUIOMIAIKH MPHU HEOOXOIUMOCTH MOKET OBITh JIOMOJHEH 00BbEKTaMH
y4eOHO-TIPOM3BOICTBEHHOW HH(PPACTPYKTYpPbl, HEOOXOAMMOW [JIsi BBIIOJHEHHUS
BapuaTuBHOM 3aaanus /IO [1VY, papabaTeiBaeMoil 00pa3oBaTelibHON OpraHu3anuen
C ydacTheM paboToaaTescii.

Bapuarusnas yacts 3aganus 2 ITY ¢popmupyercs no odpasiy:

BapuaTtuBHasi yactp 3aganue aas 'HA 19 ITY
Moayas n. <HauMeHOBaHMe BBINOJIHAEMON 3a1a4m>
Texcm
Heobxoaumbie MpuIoKeHUs:
Moayas n. <HauMeHOBaHMe BBINOJHAEMOM 3a1a4ym>
Texcm

Heobxoaumbie MpuioKeHus:
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Kputepun ouenuBanusi BapuatuBHoil yactu KOJI (k BapuaruBHO# uactu 3ananus 1D I1Y) dbopmupyrorcs coriacHo

tabiuie Ne 1.4,
Tabmuua Ne 1.4
Onucanue oLEeHKH
MTOIKPUTEPHS
IToakputepuit Konkpernsie Omwcanue Bec
Bup nestensHocTn K . OLICHMBAHUS OLlCHUBaeMble | pe3yiabrata | MaKCHUManbHBIH | MOJKPUTEPHS: Utoroserit
/ Bun pHTCpHH (ymenws, JIeUCTBUSA BBITIOJTHEHUS 0aJy1 OLICHKHU - HE MEHEe MaKCHUMAaJIbHBIN
. OILICHUBAHUS Monynb ]
npodeccuoHaNIbHON (OK, TIK) HaBBIKH/ (omepammu) | KOHKPETHOTO MTOAKPUTEPHS 0,5; Oamn
JIeITeIbHOCTH ’ MpaKTHYECKUN WM Habop JIeHCTBUS - 2 baia - mar 0,5; MOIKpUTEPUS
OTIBIT) JedcTBUi Juia | (omeparuu) - He Oonee 3.
OIIEHKH MOIKPUTEPHUS
IO AKPUTCPHS B Oayrax
2
2
2
2
2
BCETI'O (BapuatuBHas yacte KOJI) 25,00

Cxema orieHuBanus (B 6aiax) npeacrasieHa B Tadmuie Ne 1.5.

Taomuma Ne 1.5

CxeMa olleHUBAHUSA

2 0anna | gelicTBue (onepaisi) BIIOIHEHO B MOJHOM Mepe COrJIaCHO YCTaHOBJIEHHBIM TPEOOBAHUSM
1 6amn neiicTBue (orepanys) BHITOTHEHO, HO HUXKE YCTAaHOBJICHHBIX TPeOOBaHUH (MMEIOTCS He3HAUUTEIbHbIE
OIIMOKH)
0 dannoB | nelicTBUE (ONEpAlLMs) HE BBIIIOJIHEHO, PE3YNIBTAT OTCYTCTBYET
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[Tpunoxenue 2 k Tomy 1

OLOCHOYHBIX MaTCpHUajioB

IIpumepHbIi I1aH 3acTPoiiky womaaku /13, nposogumoro B pamkax ITA

2m

3oHa A - Pabouee mecro
4,5m2

2,25m

Y

—

3o0Ha b~ Mudpacrpykrypa
obwero nonbL3oBaHUA

YcnosHbie 0603HaveHma

r—

-

-1 - Ceprep Cryn
! !. (wnw yeayru LLOA) :
—
+ Anteuxa Cron
—
o

Ornerywmnrens st
Edp ¢ coope

-

Nograosesne v INEHTPI ECHAA
k 1IBC pozerwa 2308
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[Tpunoxenue 3 k Tomy 1

OLOCHOYHBIX MaTCpHUajioB

IIpumepHbIii m1aH 3acTpoiiku momaaku /13 BY, nposoaumoro B pamkax 'HA

2m

3oHa A - Pabouee mecro
4,5m2

2,25m

Y

—

3o0Ha b~ Mudpacrpykrypa
obwero nonbL3oBaHUA

YcnosHbie 0603HaveHma

r—

-

-1 - Ceprep Cryn
! !. (wnw yeayru LLOA) :
—
+ Anteuxa Cron
—
o

Ornerywmnrens st
Edp ¢ coope

-

Nograosesne v INEHTPI ECHAA
k 1IBC pozerwa 2308
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[Tpunoxenue 4 k Tomy 1

OLOCHOYHBIX MaTCpHUajioB

IIpumepHbIi m1aH 3actpoiiku miuomaaku /13 ITY, nposoaumoro B pamkax 'MA

2m

3oHa A - Pabouee mecro
4,5m2

2,25m

Y

—

3o0Ha b~ Mudpacrpykrypa
obwero nonbL3oBaHUA

YcnosHbie 0603HaveHma

r—

-

-1 - Ceprep Cryn
! !. (wnw yeayru LLOA) :
—
+ Anteuxa Cron
—
o

Ornerywmnrens st
Edp ¢ coope

-

Nograosesne v INEHTPI ECHAA
k 1IBC pozerwa 2308




